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1. Biometric Surveillance in the Age of Artificial 
Intelligence: Legal Challenges and Risks

«The capability to identify individuals and to associate personal attributes 
with an individual has been crucial to the fabric of  human societyª1. 

* L’articolo è stato sottoposto, in conformità al regolamento della Rivista, a referaggio “a doppio 
cieco”.
7his paper is an outcome of  the research project “AI-Biometric Systems and )undamental 
Rights Protection: Legal Challenges and Regulatory Solutions in a Comparative 
3erspective”, coordinated by Giulia )ormici, granted by the 8niversity of  3arma through 
the Action “Bando di Ateneo 202� per la ricerca”.  
1  A. K. -ain et al., Introduction to Biometrics, Cham, 202�, 1, also recalling the work of  Alphonse 
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Within this context, biometric systems – tools employed to «identify or 
verify the identity or a claim of  persons on the basis of  the automated 
measurement and analysis of  their biological (such as fingerprints and iris) 
or behavioural (such as signature and voice) characteristicsª2 – have played 
a longstanding role3.
Based on biometric data4 and biometric datasets5, these technologies have 
recently undergone a significant transformation, driven by their integra-
tion with Artificial Intelligence (AI), data analytics techniques, machine 
learning, computational capabilities and advanced algorithms.6 The advent 
of  AI has revolutionized biometric technologies7, enabling the processing 
of  a vast amount of  data and enhancing – and partly surpassing – manual 
and traditional identification systems8. 7his (r)evolution has led to impro-

Bertillon.
2  (.-. Kindt, Privacy and Data Protection Issues of  Biometric Applications. A Comparative Legal 
Analysis, Cham, 201�, 1. Biometric systems are also defined as systems referring ©to measurable 
and distinct (preferably unique) biological, physiological or behavioural characteristics (..). 
7ypical applications for biometrics include identification but also a measure to verify access 
privilegesª, -. Skageby, Biometrics, in L.A. Schintler-C.L. Mc1eely (eds.), Encyclopedia of  Big Data, 
Cham, 2022, 118; or as «automatic pattern recognition systems establishing the authenticity of  
an individual’s physiological traits», A. Ribera Martinez, The Debiasing Paradox: Facial Recognition 
Technology and Biometric Identification Systems in the Artificial Intelligence Act, in C. van Oirsouw et al. 
(eds.), European Yearbook of  Constitutional Law 2023. Constitutional Law in the Digital Era, Cham, 
202�, 1�1. )or more technical information on biometrics� K. Gates, Our Biometric Future, 1ew 
<ork, 2011. 
3  On the role and evolution of  biometric systems, see J. Pugliese, Biometrics. Bodies, Technologies, 
Biopolitics, Abingdon, 2010; S.R. Goniwada, Introduction to One Digital Identity. Strategies, Innovations 
and Future Trends, 1ew <ork, 202�. )or an historical analysis of  the biometric identification 
systems’ evolution, starting from the first systems employing fingerprints, see M. Smith-S. 
Miller, Biometric Identification, Law and Ethics, Cham, 2021.
4  )or a definition of  biometric data in the (uropean 8nion conte[t, see Section 2.1 of  the 
present work.
5  It is important to highlight that biometric systems encompass two main functions� 
©biometric verification (B9) or one-to-one (1�1) recognition and biometric identification 
(BI) ² which is also known as one-to-many (1�1). :hile B9 is usually preferred in identity 
management systems, a typical e[ample of  identification would be a search to identify one 
individual among the individuals on a watch list. Both functions process biometric dataª, B. 
Sumer, The AI Act’s Exclusion of  Biometric Verification: Minimal Risk by Design and Default?, in 
EDPL, 2, 202�, 1�0. As will be underlined in Section 2 of  this paper, this differentiation has 
profound legal implications. 
6  On the functioning of  AI-based systems, see, ex multis, C. Posthoff, Artificial Intelligence for 
Everyone, Cham, 2024. 
7  As affirmed by )anni, ©the advent of  AI has represented a game changer in the field of  
biometricsª, S. )anni, The Biometric Habeas Data in the Digital and Algorithmic Era in the European 
Union, in Latin America Journal of  European Studies, 3, 2023, 22.
8  <. Rawat et al., The Role of  Artificial Intelligence in Biometrics, in Proceedings of  the Second International 
Conference on Edge Computing and Applications ICECAA 2023, IEEE, 2023; S. Balasubramaniam 
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ved accuracy, robustness and speed, facilitating a shift from small-scale 
applications to large-scale biometric infrastructures9.
Over the past few decades, we have therefore witnessed the emergence of  
a new age of  life for biometric systems� these technologies are increasin-
gly pervasive, often operating in unnoticed and apparently non-invasive 
ways, and are gaining prominence across various domains, both private 
and public10. 
Private sector actors are recognizing the potential of  such systems not 
only to improve access to services (e.g. facial recognition instruments in 
personal devices) but also for employee monitoring, targeted marketing 
and, with the development of  emotional AI recognition technologies, 
even the inference of  individuals’ emotions. Moreover, these applications 
are being explored across diverse contexts, including mental health asses-
sment, the monitoring of  students’ concentration in educational settings 
and employees’ focus on workplaces11. 
Similarly, in the public sphere, authorities started adopting AI-based bio-
metric systems for a wide range of  security-related purposes in public 
spaces such as subways, airports and stadiums, as well as in predictive 
policing12, smart cities initiatives13, border management and immigration 

et al. (eds.), AI Based Advancements in Biometrics and its Applications, Boca Raton, 202�. )or more 
info about the functioning of  biometric algorithms, see <. Chen, -.-C. )ondeur, Biometric 
Algorithms, in S.=. Li-A.K. -ain (eds.), Encyclopedia of  Biometrics, Cham, 2015, 156.
9  B. Ray, Biometric Systems Privacy Premier, in Sedona Conference Journal, 25, 2024, 163. 
10  R. Matulionyte-M. =alnieriute (eds.), The Cambridge Handbook of  Facial Recognition in the 
Modern State, Cambridge, 2024. 
11  7his technology ©relies on a device to capture a digital image of  a person’s face which 
then transmit that information to a computer which match a person’s e[pressions to their 
self-reported emotional state», J.S. Bard, Developing Legal Framework for Regulating Emotion AI, in 
Boston University Journal of  Science and Technology Law, 27, 202�, 27�. On this specific technology, 
see also, ex multis: M. Durovic-T. Corno, The Privacy of  Emotions: From the GDPR to the AI 
Act, an Overview of  Emotional AI Regulation and the Protection of  Privacy and Personal Data, in M. 
(bers-K. Sein (eds.), Privacy, Data Protection and Data-Driven Technologies, Abingdon, 2025, 368; I. 
Neroni Rezende, Facial Recognition for Preventive Purposes: The Human Rights Implications of  Detecting 
Emotions in Public Spaces, in L. Bachmaier :inter-S. Ruggeri (eds.), Investigating and Preventing 
Crime in the Digital Era, Cham, 2022, �7� (. Akar, Emotional Artificial Intelligence: Introducing the 
Concept of  ‘Emotional Privacy, in K. 3rifti et al. (eds.), Digital Governance. Confronting the Challenges 
Posed by Artificial Intelligence, 7he +ague, 202�, ��.
12  On this topic, P. Vogiatzoglou, Mass Data Surveillance and Predictive Policing. Contested 
Foundations and Human Rights Impact, Abingdon, 2025. 
13  R. Jiang et al., Big Data Privacy and Security in Smart Cities, Cham, 2022� G.). )errari (ed.), 
Innovazione e sostenibilità per il futuro delle smart cities, Milan, 2023. 
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control14, and the delivery of  digital welfare services15. 7his growing use 
of  AI-powered biometric technologies is driven by a key goal� to optimi-
zing and boosting proficiency, accuracy and speed16. 
7he renewed necessity of  security, along with the demand for effective 
information e[change, robust network capabilities and overall operatio-
nal efficiency, have contributed to the implementation of  e[pansive, lar-
ge-scale identification systems. 7hese include ©real-time remote tracking 
of  people and vehicles and the aggregation of  vast amount of  data on 
people and their movement, networks and relationshipsª17. 
While automated biometric systems encompass a broad spectrum of  
technologies, data sources, applications and purposes – including data 
scraping, social scoring18, predictive policing and mind probing –19, facial 
recognition ()R7s) has certainly emerged among them as a dominant te-
chnology, using «machine learning techniques to identify any faces in a 
digital image, create a biometric template of  those faces, and check those 
templates against a reference database»20.

14  N. Vavoula, Artificial Intelligence (AI) at Schengen Borders: Automated Processing, Algorithmic 
Profiling and Facial Recognition in the Era of  Techno-Solutionism, in European Journal of  Migration 
and Law, 23, 2021, 457. Such systems are also often employed in the humanitarian sector: M. 
Marelli (ed.), Handbook on Data Protection in Humanitarian Action, Cambridge, 2024. 
15  G. )ormici, Digital Welfare State and Fundamental Rights: The Judicial Litigation on Digital 
Identification Systems in Kenya and Jamaica, in Federalismi.it, 26, 2022, 1 ff.; on the interesting Indian 
Aadhaar project see, ex multis, A. Gurram, Biometric (Data) governance and Digital Surveillance: A 
Comparative Analysis of  Biopolitics in India and China, in 7. Ostbo Kuldova et al. (eds.), Policing and 
Intelligence in the Global Big Data Era, London, 2024. 
16  )or an in-depth analysis of  the benefits and potentialities of  automated biometric systems 
for law enforcement purposes, in terms of  optimization of  resource utilization, acceptability 
and ease of  use, see G.-M. 7ical, Facial Recognition and Biometric Systems: Benefits and Challenges for 
Law Enforcement, in Land Forces Academy Review, 2, 2025, 249. 
17  N. Lynch, Facial Recognition Technology in Policing and Security – Case Studies in Regulation, in 
Laws, 1�, 202�, 1. 
18  One of  the most known and recognized e[amples of  such a comple[ technology is 
represented by the Chinese Social Credit System� on the point, see (. Consiglio-G. Sartor, A 
New Form of  Socio-Technical Control: The Case of  China’s Social Credit System, in M. Timoteo et al. 
(eds.), Quo Vadis, Sovereignty?, Cham, 2023, 121 ff. 
19  As regards “mind probing”, aimed at ©inferring information about mental properties of  
persons on the basis of  physiological or biometric signals», see C. Bublitz, Banning Biometric 
Mind Reading: The Case for Criminalising Mind Probing, in Law, Innovation and Technology, 2, 2024, 
432. 
20  D. Murray, Facial Recognition and the End of  Humal Rights as We Know Them?, in Netherlands 
Quarterly of  Human Rights, �2, 202�, 1�7 ff. )or an in-depth e[amination of  the functioning 
of  this famous and widespread technology ² which, differently from other biometric systems, 
is “touchless” and do not require the contact ², see M.A. Bigos, Let’s Face It: Facial Recognition 
Technology, Police, Surveillance and the Constitution, in Journal of  High Technology Law, 22, 2021, 52; N. 
Menendez Gonzalez-G. Mobilio (eds.), Next Democratic Frontiers for Facial Recognition Technology 
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Despite their potential, the growing sophistication, intrusiveness and wi-
despread adoption of  biometric systems by both public and private actors, 
have become greatly controversial. These technologies are turning ever 
more ubiquitous, raising unprecedented challenges to fundamental rights. 
Concerns about their extensive deployment continue to intensify, fuelling 
debates within civil society, regulatory bodies and political arenas21. By in-
truding into private lives, AI-based biometric systems could enable public 
or private entities to infer individuals’ preferences, lifestyles, behaviours 
and habits. 7his, in turn, allows and accelerates profiling, monitoring, con-
trol and even sanctioning activities22. 
)ar from depicting a sci-fi scenario, the risk of  a dystopian biometric sur-
veillance society23 could undermine not only – and more evidently – pri-
vacy and data protection rights but also other fundamental freedoms and 
rights, such as freedom of  expression, assembly, due process and the right 
to vote24. 7his so-called “chilling effect” on fundamental rights is par-
ticularly insidious ² often subtle, indirect and difficult to detect ²25 and 
thus able to threaten the very basis and the core values of  our demo-
cratic societies. It can erode public trust26, foster a pervasive feeling of  

(FRT). The Legal, Ethical and Democratic Implications of  FRT, Cham, 2025.  
21  See, for instance, the famous campaign “Reclaim your )ace”, promoted by the 1GO 
“(uropean Digital Rights” ((DRi) and supported by more than 100 other organisations.
22  3. )ussey-D. Murray, Facial Recognition Surveillance. Policing and Human Rights in the Age of  
Artificial Intelligence, Oxford, 2025. 
23  +u, talking about the famous movie Minority Report, affirms that this sci-fi movie can 
be used as a heuristic example able to perfectly interpret complex biometric surveillance 
and precrime rationales� these phenomena do not represent, nowadays, a mere fantasy or 
dystopian parable, but rather ©a governance realityª, M. +u, Biometric Surveillance and Big Data 
Governance, in D. Gray-S.(. +enderson (eds.), The Cambridge Handbook of  Surveillance Law, 
Cambridge, 2017, 121.
24  As clearly affirmed in 1.M. Richards, The Dangers of  Surveillance, in Harvard Law Review, 
12�, 201�, 19��. Linch talks about ©the significant chilling effect on an individual’s willingness 
to publicly disclose political views when they believe their views differ from the majorityª, 
determined by the spread of  such technologies and the consequent a “spiral of  silence” 
(J. Linch, Face Off: Law Enforcement Use of  Face Recognition Technology, (lectronic )rontier 
)oundation Reports, 2020, 9). 
25  As affirmed by Murray, who suggests that the impact on any fundamental right should be 
assessed not in isolation, but in the broader conte[t of  its interactions with other rights and 
freedoms, using the concept of  «compound human rights harm, as a means of  encapsulating 
broader types of  harm that impact on a number of  different rights simultaneously», D. 
Murray, Facial Recognition and the End of  Human Rights as We Know Them?, cit., 151. 
26  On this aspect, ). 3aolucci, Enhancing Oversight and Addressing Gaps: Assessing the Impact of  
the AI Act on Biometric Identification Systems, in 1. Menendez Gonzalez-G. Mobilio (eds.), Next 
Democratic Frontiers for Facial Recognition Technology (FRT), cit., 71. Arwert underlines how biometric 
identification can affect and modify societal behaviour through the so called “surveillance cue 
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being constantly monitored and ultimately influence individual choices 
and behaviour27. 
In other words, AI-based biometric systems could reveal as tools of  mani-
pulation, categorization and classification, as well as of  mass surveillance, 
where data are gathered not for ©a specific criminal investigation but ra-
ther for an undetermined purpose, serving a mentality of  “nice to have” 
rather than “must have” intelligenceª28. Such widespread implementations 
pave the way for “dataveillance” practices29, based on massive and indiscri-
minate data collection and processing30. 
Moreover, the intrinsic characteristics of  these systems and the data they 
employ introduce further concerns. Statistical methods underpinning au-
tomated decision-making are not to be considered infallible, being marked 
by already recognized error rates, inaccuracies31 and algorithmic biases: 
these flaws can translate into discriminatory outcomes, reinforcing e[i-

effect”� ©7he necessity of  constantly watching each other can create an artificial feeling of  
insecurity and also in the feeling that you are not trusted by the authorities. Since trust is 
bidirectional, this also implies that citizens are less likely to trust these authoritiesª, I. Arwert 
et al., Facial Recognition in the Public Space: Challenges and Perspectives, in -. Bayer-C. Grimme (eds.), 
Code and Conscience. Exploring Technology, Human Rights, and Ethics in Multidisciplinary AI Education, 
Cham, 202�, 12. In the same book, see also ). Saeed-L. Schmidt, FRT in Public Spaces and Their 
Impact on Individual and Collective Behavior, 33.
27  As pointed out also in the vast Court of  -ustice of  the (8 (C-(8) case-law on mass 
surveillance and data retention (G. )ormici, La disciplina della data retention tra esigenze securitarie 
e tutela dei diritti fondamentali. Un’analisi comparata, 7urin, 2021� (. Kosta-I. Kamara (eds.), Data 
Retention in Europe and Beyond: Law and Policy in the Aftermath of  an Invalidated Directive, Oxford, 
2025; N. Ni Loideain, EU Data Privacy Lawn and Serious Crime. Data Retention and Policymaking, 
O[ford, 202�. Barrett talks about the capability of  these technologies to produce an ©erosion 
of  practical obscurity in public», L. Barrett, Ban Facial Recognition Technologies for Children – And 
for Everyone Else, in Boston University Journal of  Science and Technology Law, 26, 2020, 223. On this 
point, see also the considerations of  the (8 Agency for )undamental Rights ()RA), Facial 
Recognition Technology: Fundamental Rights Considerations in the Context of  Law Enforcement, 2019 
and of  the Consultative Committee of  the Convention for the Protection of  Individuals 
with Regard to Automatic 3rocessing of  3ersonal Data (Convention 10�), Guidelines on Facial 
Recognition, 2021. On facial recognition and the perils for rule of  law� M. 4andeel, Facial 
Recognition Technology: Regulations, Rights and the Rule of  Law, in Frontiers in Big Data, 1, 2024, 1.
28  P. Vogiatzoglou, Mass Surveillance, Predictive Policing and the Implementation of  the CJEU and 
ECtHR Requirement of  Objectivity, in European Journal of  Law and Technology, 10, 2019, 1.
29  E. Papada-A. Vradis, The Birth of  Spatial Trasgression: Genealogies and Regulatory Instruments 
in the Use of  Facial Recognition Technologies in the UK, in 9. Galis et al. (eds.), Critical Perspectives on 
Predictive Policing, Cheltenham, 2025, 42. 
30  I. Barkane-L. Buka, Prohibited AI Surveillance Practices in the Artificial Intelligence Act: Promises 
and Pitfalls in Protecting Fundamental Rights, in 9. Galis et al. (eds.), Critical Perspectives on Predictive 
Policing, cit., 127.
31  L. Moy, Facing Injustice: How Face Recognition Technology May Increase the Incidence of  Misidentifications 
and Wrongful Convictions, in William & Mary Bill of  Rights Journal, 30, 2021, 337, underlining the 
need to establish proper safeguards able to diminish the risks of  misidentification. 
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sting inequalities32. Additionally, biometric data, by nature, are (almost) im-
mutable and cannot consequently be modified, restored or reissued in the 
event of  a data breach33, therefore making any misuse, abuse or function 
creep34 particularly dangerous. 
Systems such as Clear9iew AI35, implementing data scraping techniques36 
to collect biometric data aimed at building extensive databases, highlight 
the urgent need to safeguard sensitive data, even those voluntarily – often 
thoughtlessly – shared online. This example also reveals one of  the most 
profound issues posed by biometric surveillance systems: «the incremental 
change from visible to invisible data collectionª, which undermines tradi-
tional mechanisms of  “individual participation”, consent and awareness37. 
7his shift calls for a ©new regime and status for a “novel” corporalityª38 

32  On algorithmic bias and discrimination, ex multis, P. Schuetz, Fly in the Face of  Bias: Algorithmic 
Bias in Law Enforcement’s Facial Recognition Technology and the Need for Adaptive Legal Framework, 
in Minnesota Journal of  Law & Inequality, �9, 2021, 221� (. +aber, Racial Recognition, in Cardozo 
Law Review, ��, 2021, 71, who talks about racial recognition underlining the racist bias to the 
detriment of  black people and certain specific ethnical groups� see also A. Ribera Martinez, 
The Debiasing Paradox, cit.
33  )or a technical perspective on the risks of  data breaches� I.-7. Stoica, The Future Risk of  
Biometric Data Theft in Cybersecurity, in International Journal of  Information Security and Cybercrime, 
13, 2024, 49. 
34  )unction creep occurs ©whenever the original purpose for which the data collection 
is justified is overreached and the biometric data is used for other purposesª, 3. )araldo 
Cabana, Technical and Legal Challenges of  the Use of  Automated Facial Recognition Technologies for Law 
Enforcement and Forensic Purposes, in A. =avrsnik-K. Simoncic (eds.), Artificial Intelligence, Social 
Harms and Human Rights, London, 202�, ��. Some scholars also highlight the risks connected 
to the unintentional collection of  additional information that can be inferred from biometric 
data, such as medical related information� on this point, see +. Al-Assam et al., Privacy in 
Biometric Systems, in S. =eadally-M. Badra (eds.), Privacy in a Digital, Networked World, Cham, 
2015.
35  In 2020 ©Clearview Al had more or less secretively scraped the internet for face images 
of  individuals and aggregated a database containing 3 billion pictures. In October 2021, 
the number had climbed to 10 billion pictures. When users of  the company’s application 
upload a portrait of  an individual onto the application, all pictures of  the individual 
that are stored in the database, together with the links to the websites from which the 
photographs were scraped, are shown within seconds. (..) By linking the portraits in 
Clearview’s database to other online information about the data subjects, their identities 
are accessible to and can be compiled for anybody using Clearview’s application, without 
the data subjects being aware of  itª, C. Dul, Facial Recognition Technology vs Privacy: The Case 
of  Clearview AI, in Queen Mary Law Journal, 3, 2022, 1-2. 
36  On the face scraping or web scraping systems, see B. =hao, Web Scraping, in L.A. 
Schintler-C.L. Mc1ellu (eds.), Encyclopedia of  Big Data, Cham, 2023.
37  A. Sprokkereef-3. de +ert, Biometrics, Privacy and Agency, in (. Mordini-D. 7zovaras (eds.), 
Second Generation Biometrics: The Ethical, Legal and Social Context, Cham, 2012, 97.
38  S. )anni, The Biometric Habeas Data in the Digital and Algorithmic Era in the European Union, cit.
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shaped by algorithmic instruments and marked by blurring boundaries 
between digital, physical and biological realms, especially in conte[ts of  
AI-powered identification and verification. 
Consequently, it is crucial to determine innovative safeguards, requiremen-
ts, guarantees and even limitations «to prevent a dystopian digital and al-
gorithmic surveillance from taking overª39 and to protect what is termed 
“projected corporality”40 – suggesting that the body has become endange-
red not only in its physical dimension but, increasingly, in its digital form. 
(nsuring “informational self-determination”41 also in the face of  automa-
ted biometric systems thus represents a serious and urgent challenge. 
Against this backdrop and considering the pressing call for renewed re-
gulatory solutions, the present paper aims to analyse the efforts current-
ly underway within the (uropean 8nion ((8) to develop measures and 
safeguards able to address the existing or emerging issues posed by the 
proliferation of  AI-based biometric systems. 
Section 2.1 provides a concise yet essential overview of  the regulatory 
framework that characterised the legal landscape prior to the recent intro-
duction of  the Artificial Intelligence Act (AI Act)42. It also examines the 
significant ² although limited ² case law on AI-based biometric techno-
logies, as well as decisions issued by national Data 3rotection Authorities, 
with particular emphasis on the Italian e[perience.
Section 2.2. then e[amines the key provisions of  the AI Act disciplining 
AI-powered biometric systems. )inally, the concluding Section critically 
evaluates the current landscape, highlighting both the strengths of  the exi-
sting framework and the open issues and comple[ questions that demand 
clear and comprehensive answers. 7hese reflections are intended to provi-
de a blueprint for further discussion on how ² as suggested by the paper’s 
title ² to control the (AI-)genie of  the lamp, if  not return it to its world. 

39  Ivi, 24.
40  Ibid.
41  On this extremely relevant concept, see S. Rodotà, Il diritto di avere diritti, Bari-Rome, 2013 
and, for an English version, S. Rodotà, New Technologies and Human Rights Facts, Interpretations, 
Perspectives. A report for a Fundamental Rights Agency’s Discussion, in Comparative Law Review, 11, 
2020, 29. Rodotà talks about a renewed “disaggregation” of  the body (and, therefore, of  the 
identity), determined by the collection of  data able to reduce an individual’s identity to a single 
identifying detail. 
42  Regulation ((8) 202��1��9 of  the (uropean 3arliament and of  the Council of  1� -une 
202� laying down harmonised rules on artificial intelligence and amending Regulations ((C) 
1o �00�200�, ((8) 1o 1�7�201�, ((8) 1o 1���201�, ((8) 201�����, ((8) 201��11�9 
and ((8) 2019�21�� and Directives 201��90�(8, ((8) 201��797 and ((8) 2020�1�2� 
(Artificial Intelligence Act) >202�@ O- L 202��1�.
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2. From the General Data Protection Regulation to 
the Artificial Intelligence Act: The EU Regulatory 
Responses to Automated Biometric Systems 

2.1. Biometric Data and Fundamental Rights Before 
the Artificial Intelligence Act: The Role of Legislators, 
Courts and National Data Protection Authorities prior 
to AI Act

In recent years, the abovementioned risks and challenges associated with 
AI-based biometric systems have become increasingly prominent in the 
EU social, political and legal debate. Scholars, civil society and institutions 
have voiced serious concerns regarding the widespread use of  )R7s and 
the alarming rise of  biometric surveillance practices43. 
Such complex and delicate discussions prompted – even prior to the adop-
tion of  the AI Act ² legislators, policymakers, as well as Courts and na-
tional Data 3rotection Authorities, to undertake serious reflection on the 
necessary safeguards and regulatory solutions to be implemented. In fact, 
while the more recent adoption of  the AI Act undoubtedly introduced tai-
lored and unprecedented legislative provisions and obligations addressing 
the specific questions posed by new algorithmic and automated tools, this 
groundbreaking intervention benefitted from an e[isting ² albeit fragmen-
ted ² framework of  safeguards that, over the past decades, has provided 
initial guarantees and protections for biometric data and their processing.
7he General Data 3rotection Regulation (GD3R)44 – characterized by a 
risk-based approach and combining a ©constitutional-oriented perspecti-
ve»45 with the aim of  ensuring the proper functioning of  the (8 inter-
nal data market ² devotes several important provisions to biometric data. 
7hese are defined in art. � (n. 1�), as ©personal data resulting from specific 

43  Concerns and regulatory indications, suggesting specific guarantees and safeguards in this 
field, were also underlined by the (8 Agency for )undamental Rights ()RA), Facial Recognition 
Technology, cit., 2019 and of  the Consultative Committee of  the Convention for the Protection 
of  Individuals with Regard to Automatic 3rocessing of  3ersonal Data (Convention 10�), 
Guidelines on Facial Recognition, cit.� 8nited 1ations +uman Rights Office of  the +igh 
Commissioner, Report: The Right to Privacy in the Digital Age, 2021; European Data Protection 
Board, Guidelines 05/2022 on the Use of  Facial Recognition Technology in the Area of  Law Enforcement, 
2022. 
44  Regulation ((8) 201���79 of  the (uropean 3arliament and of  the Council of  27 April 
201� on the protection of  natural persons with regard to the processing of  personal data 
and on the free movement of  such data, and repealing Directive 9�����(C (General Data 
3rotection Regulation) (7e[t with ((A relevance) >201�@, O- L 119�1.
45  P. Dunn, The Artificial Intelligence Act: A Tile in the EU’s Digital Risk-Based Approach, in O. 
Pollicino et al. (eds.), La disciplina dell’Intelligenza Artificiale, Milan, 2025, 141. 
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technical processing relating to the physical, physiological or behavioural 
characteristics of  a natural person, which allow or confirm the unique 
identification of  that natural person, such as facial images or dactylosco-
pic dataª. As is evident ² through a widely discussed definitional choice46 
that has also had implications for the AI Act47 –, the particularly sensitive 
nature of  such data alone is not sufficient for them to be classified as 
“biometric” and therefore included in the “special categories of  data”� on 
the contrary, what is also required is that the data be processed with the 
specific purpose of  identification. As a consequence, the processing of  
photographs, for instance, «should not systematically be considered to be 
processing of  special categories of  personal data as they are covered by 
the definition of  biometric data only when processed through a specific 
technical means allowing the unique identification or authentication of  a 
natural personalª (Recital �1). 
7he GD3R therefore establishes that the nature, together with the inten-
ded use, of  biometric data necessitate specific safeguards� the recognition 
of  these data as part of  “special categories of  data” creates what has been 
described as ©a bridge between the traditional legal regulation of  secrets 
(where access by unauthorized third parties in itself  might pose risk to the 
person, because of  the very content of  those data) and data protection 
law (where the protection is content-neutral, based on the link to the data 
subject, and the risk posed by combining and processing otherwise trivial 
data by digital means)ª48. 
As was already the case under the previous Data 3rotection Directive49, 

46  Several scholars have identified critical issues arising from the GD3R’s definition 
of  biometric data, such as the limited scope, able to restrict the applicability of  GD3R’s 
guarantees and to limit them e[clusively to identification systems� on this point� (.-. Kindt, 
Privacy and Data Protection Issues of  Biometric Applications, cit.� (.-. Kindt, Having Yes, Using No? 
About the New Legal Regime for Biometric Data, in Computer Law & Security Review, 34, 2018, 523; R. 
Ducato, Il riconoscimento facciale tra rischi di “mitridatizzazione sociale” e prospettive di regolamentazione, 
in L.E. Rios Vega et al. (eds.), I diritti fondamentali nell’era della digital mass surveillance, Naples, 
2021� G. Mobilio, Your Face Is Not New to Me – Regulating the Surveillance Power of  Facial Recognition 
Technologies, in Internet Policy Review, 1, 202�, 1� (. Kavoliunaite-Ragauskiene, Right to Privacy and 
Data Protection Concerns Raised by  the Development and Usage of  Face Recognition Technologies in the 
European Union, in Journal of  Human Rights Practice, 16, 2024, 658.
47  See Section 2.2 of  this work. 
48  Ex multis, see A. Jori, Article 9, in I. Spiecker Dohmann et al. (eds.), General Data Protection 
Regulation. Article-by-Article Commentary, Munich, 202�, �0�� see also C. Kuner et al. (eds.), The EU 
General Data Protection Regulation (GDPR): A Commentary, Oxford, 2020; A. Thiene, Commento 
all’Art. 9 (Trattamento di categorie particolari di dati personali) del Regolamento (UE) 2016/679 - I 
Principi generali, in R. D’Orazio et al. (eds.), Codice della Privacy e Data Protection, Milan, 2021, 240.  
49  Directive 9�����(C of  the (uropean 3arliament and of  the Council of  2� October 199� 
on the protection of  individuals with regard to the processing of  personal data and on the 
free movement of  such data >199�@, O- L 2�1��1.
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the GD3R sets out a general prohibition on the processing of  special 
categories of  data (art. 9(1)), accompanied, however, by an e[tensive list 
of  e[ceptions. 7hese include� e[plicit consent (art. 9(2)(a))� processing 
necessary for the purposes of  carrying out the obligations and exerci-
sing specific rights of  the controller or of  the data subject in the field of  
employment and social security and social protection law (b)� processing 
necessary to protect the vital interests of  the data subject or of  another 
natural person where the data subject is physically or legally incapable of  
giving consent (c)� processing necessary for reasons of  substantial public 
interest (g) or of  preventive or occupational medicine (h) or of  public 
interest in the area of  public health (i), as well as processing for scientific 
or historical research or statistical purposes (j). Moreover, art. 9(�) allows 
Member States to maintain or introduce further conditions or limitations 
regarding the processing of  sensitive data. This has resulted in a frag-
mented and often vague regulatory landscape: the broad scope of  excep-
tions, coupled with the intervention of  national legislators, have limited 
the strength of  the general prohibition50.
)urther fragmentation of  the applicable (8 regulatory framework ari-
ses from the e[clusion from the scope of  application of  the GD3R of  
the processing of  personal data by law enforcement authorities for the 
purposes of  prevention, investigation, detection or prosecution of  crimi-
nal offences. Such delicate and important activities, in fact, are governed 
by a separate regime established under the Law (nforcement Directive 
(L(D)51 and the corresponding national implementing measures52. In par-

50  As affirmed by Kindt, ©it will be important to recognize the risks and functionalities of  
biometric data systems, starting from the collection and storage of  the data, not just during 
its processing or use, and to reconsider broadly worded e[ceptions that provide loopholes for 
companies, governments and authorities to e[ploitª, (.-. Kindt, A First Attempt at Regulating 
Biometric Data in the European Union, in A. Kak (ed.), Regulating Biometrics. Global Approaches and 
Urgent Questions, AI 1ow Institute, 2020, ��. Other relevant provisions can be identified in art. 
6 on the legitimacy of  processing (on this point, Policy Department for Citizens’ Rights and 
Constitutional Affairs, Biometric Recognition and Behavioural Detection Assessing the Ethical Aspects 
of  Biometric Recognition and Behavioural Detection Techniques with a Focus on their Current and Future 
Use in Public Spaces, 2021)� art. �� on the Data 3rotection Impact Assessment and art. 22 on 
automated individual decision-making.
51  Directive ((8) 201����0 of  the (uropean 3arliament and of  the Council of  27 April 
201� on the protection of  natural persons with regard to the processing of  personal data 
by competent authorities for the purposes of  the prevention, investigation, detection or 
prosecution of  criminal offences or the execution of  criminal penalties, and on the free 
movement of  such data, and repealing Council )ramework Decision 200��977�-+A >201�@ 
O- L 119��9.
52  «It is necessary to move toward an assessment of  national legislation that either specifies 
the GD3R requirements or implements the L(D, as Member States might adopt e[emptions 
or derogations that modulate the safeguards eventually available to individuals when their 
data are processed for law enforcement and forensic purposesª, 3. )araldo Cabana, Technical 
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ticular, art. 10 of  the L(D allows the processing of  special categories of  
data only when strictly necessary, subject to appropriate safeguards for 
the rights and freedoms of  the data subject, and only in cases� a) where 
authorized by (8 or national laws� b) required to protect vital interests of  
the data subject or another person� or c) where such processing relates to 
data which are manifestly made public by the data subject.
As the abovementioned rules illustrate, both the GD3R and the L(D 
didn’t totally prohibit the processing of  biometric data but rather imposed 
specific restrictions and additional requirements53. In doing so, they offe-
red an initial framework of  safeguards concerning biometric surveillance, 
in the absence of  legislations specifically governing the underlying AI te-
chnology and the systems overall.
It is precisely on the basis of  these provisions54 that national Courts and 
Data 3rotection Authorities (D3As) have, over the past decades, e[ercised 
various forms of  oversight concerning the legitimacy of  AI-based biome-
tric systems. Through this process, they developed relevant interpretations 
of  existing legal instruments and sought to derive protections applicable 
also to the deployment of  AI-biometric systems. 
One prominent example is the case R (Bridges) v. Chief  Constable of  South 
Wales Police55, in which 8K Courts addressed the world’s first legal chal-
lenge to the use of  )R7s by law enforcement authorities. Departing from 
the +igh Court’s ruling56 and grounding its reasoning in data protection 
provisions ² deriving from the GD3R, in a prior Bre[it phase ² as well 
as in the (uropean Convention on +uman Rights ((C+R), the Court of  
Appeal for (ngland and :ales found the live-automated )R7 employed 
by South :ales 3olice violated art. � (C+R. 7he Court considered the 
system disproportionate and infringing on privacy and data protection ri-
ghts; it also raised concerns regarding the potential impact on the principle 
of  non-discrimination, freedom of  expression and the right to peaceful 

and Legal Challenges of  the Use of  Automated Facial Recognition Technologies for Law Enforcement and 
Forensic Purposes, cit., 38. 
53  Despite the critical issues and fragilities characterizing the GD3R and L(D provisions 
concerning biometric data ² i.e. the limited definition provided as well as the debated 
distinction between verification and identification� on these points, see Authors supra notes 
46 and 48. 
54  It is worth mentioning that the GD3R and L(D are not the only disciplines applying 
to biometric data� there are also other provisions in (8 law regulating biometric data in 
specific sectors and areas such as (8 border control measures (B. Sumer et al., AI Act’s 
Ripple Effect on Biometric Data: Harmonising or Fragmenting the Regulation of  Biometric Data, in 
K. 3rifti et al. (eds.), Digital Governance, cit., 165. 
55  R (Bridges) v. South Wales Police, 2020, EWCA Civ 1058, Court of  Appeal. 
56  R (Bridges) v. South Wales Police, 2019, (:+C 2��1, +igh Court. 
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assembly57. 
In the same year, the )rench Administrative 7ribunal of  Marseille ruled 
on the use of  )R7s in schools for security purposes. In its decision 1o. 
19012�9 of  27 )ebruary 2020, the judges found the implementation of  
this innovative biometric technology unlawful due to the absence of  a 
proper legal basis justifying such a significant intrusion into the private 
sphere, and the failure to meet the requirements of  necessity and pro-
portionality, established for the processing of  biometric data. 7he lack of  
an opt-out mechanism further e[acerbated the risks, with possible impli-
cations not only for data protection and privacy, but also for the right to 
education58.
:hile the case law at both national and supranational level59 remains li-
mited – although relevant –, the contribution of  national DPAs has been 
instrumental in shaping legal guarantees in response to the growing col-
lection and processing of  biometric data by automated systems. In Italy, 
for instance, the Garante per la protezione dei dati personali has intervened 
in several notable cases, applying the GD3R provisions. In the decisions 

57  An in-depth analysis, which also proposes some connections and parallelisms between 
the decision of  the 8K Courts and the provisions included in the (8 (at that time) AI 
Act Proposal, see A. Pin, A Novel and Controversial Technology. Artificial Face Recognition, Privacy 
Protection and Algorithmic Bias in Europe, in William & Mary Bill of  Rights Journal, 30, 2021, 
291; but also L. Woods, Automated Facial Recognition in the UK: The Bridges Case and Beyond, in 
EDPL, �, 2020, ���� A. Adimi Gikay, Regulating Use by Law Enforcement Authorities of  Live Facial 
Recognition Technology in Public Spaces: An Incremental Approach, in Cambridge Law Journal, 83, 2023, 
414; N. Ni Loideain, Lawfulness and Police Use of  Facial Recognition in the United Kingdom: Article 8 
ECHR and Bridges v. South Wales Police, in R. Matulionyte-M. =alnieriute (eds.), The Cambridge 
Handbook of  Facial Recognition in the Modern State, cit., 155.
58  On this case, ). 3aolucci, Riconoscimento facciale a scuola: il caso francese, in Ius in Itinere, 8 
December 2020. More generally-G. Mobilio, When the Kids Aren’t Alright: The Use of  Facial 
Recognition Technologies at School, in K. 3rifti et al. (eds.), Digital Governance, cit., 41. See also N. 
Menendez Gonzalez-G. Mobilio, Between Prohibited Risks and High Risk: The Regulation of  Facial 
Recognition Technology, in O. Pollicino et al. (eds.), La disciplina dell’Intelligenza Artificiale, cit., 182, 
for the analysis of  another ruling of  the )rench Conseil d’Etat on the legality of  the use of  
)R7s in criminal investigations. 
59  (Ct+R, Glukhin v. Russia, App. 1o. 11�19�20, � -uly 202�. In this first decision specifically 
addressing )R7s, the Strasbourg judges recognized the absence of  a pressing social need 
making the adoption of  such technologies proportionate and necessary in a democratic 
society. On this decision, see M. Zalnieriute, Glukhin v. Russia App. No. 11519/20 Judgement, 
in American Journal of  International Law, 4, 2023, 699; C. Jasserand, Facial Recognition in Public 
Spaces and the Principle of  Necessity, in 1. Menendez Gonzalez-G. Mobilio (eds.), Next Democratic 
Frontiers for Facial Recognition Technology (FRT), cit., �9� G. Gallo, Tecnologie di riconoscimento facciale 
e diritti fondamentali a rischio: il caso Glukhin c. Russia dinanzi alla Corte europea dei diritti dell’uomo, in 
this Journal, 3, 2023, 189. 
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regarding Sari Real Time60, ClearView AI61 or the municipality of  Trento 
and its biometric surveillance and smart cities projects62, the D3A blocked 
and�or sanctioned the use of  such biometric identification technologies, 
emphasizing the lack of  a sufficient and proper legal basis, the dangers of  
indiscriminate and massive surveillance and the risks to fundamental fre-
edoms such as freedom of  expression and assembly. The Authority also 
underlined legal challenges and unlawful practices determining pervasive 
sense of  surveillance, potential bias and function creep, also with regards 
to innovative and rather unnoticed instruments of  web scraping. In these 
decisions, the Garante found the processing of  biometric data illegitimate, 
also citing a lack of  transparency, insufficient accountability and the ab-
sence of  a proper prior Data 3rotection Impact Assessment (D3IA). 
All the aforementioned interventions63, alongside the emerging case-law, 
marked a significant step in the evolution of  the legal framework surroun-
ding biometric identification systems. 7he GD3R, the L(D, but also the 
long-standing Court of  -ustice of  the (8 (C-(8) case-law on data reten-
tion and mass surveillance mechanisms64, together with the principles and 
rights established by the Charter of  )undamental Rights of  the (8, have 

60  Decision 1o. 9�09���, 2� )ebraury 2020 (). Mollo, Il trattamento dei dati biometrici nel quadro 
della strategia europea dei dati, fra rischi di mass surveillance e tutela dei diritti fondamentali, in Nuovi 
Autoritarismi e Democrazie: Diritto, Istituzioni, Società, 2, 2023, 103; A. Pin-L. Scaffardi, Tra 
protezione dei dati e intelligenza artificiale, in Europa e oltre, in DPCE Online, ��, 202�, 1029). 
61  Decision 1o. �0, 10 )ebruary 2022 (7. Sica, Dati biometrici, tutela del singolo e opportunità 
di mercato, in Rivista di Diritti Comparati, 2, 2022, 1� -. 3iemonte, 9. 3apakonstantinou, Il caso 
Clearview AI: uno stress test per il Regolamento generale per la protezione dei dati e la proposta di Regolamento 
sull’intelligenza artificiale in relazione alle nuove sfide poste dal riconoscimento facciale, in Ciberspazio e 
Diritto, 73, 2023, 43.
62  Decision 1o. 9977020, 11 -anuary 202�. On this point, as well as on other relevant 
decisions of  the Garante (i.e. decision 1o. 7�9�2�2, 21 December 2017, recognizing a 
differentiation between face detection and face recognition technologies), see G. )ormici, 
Sistemi di Intelligenza artificiale per l’identificazione biometrica, in 9. Ricciuto-R. D’Orazio (eds.), Il 
diritto europeo dell’Intelligenza Artificiale, forthcoming. 
63  More recently, the Garante also adopted Decision No. 10167745, 11 September 2025 on 
the use )R7s for face boarding operations in Italian airports� on this case, see ). 3aolucci, 
Riconoscimento facciale in aeroporto: tanto rumore per (quasi) nulla?, in Diritti Comparati, 30 September 
2025. An analysis of  decisions adopted by other national Data Protection Authorities is 
available in I. Barkane, Questioning the EU Proposal for an Intelligence Act: The Need for Prohibitions and 
a Stricter Approach to Biometric Surveillance, in Information Polity, 27, 2022, 147; Policy Department 
for Citizens’ Rights and Constitutional Affairs, Biometric Recognition and Behavioural Detection, cit.
64  On mass surveillance case-law in the (8 and the principles established, see, ex multis, 
S. Kuhlmann, Government Use of  Facial Recognition Technologies under European Law, in R. 
Matulionyte-M. =alnieriute (eds.), The Cambridge Handbook of  Facial Recognition in the Modern 
State, cit., 127� but also G. )ormici, The Long and Winding Road: The Data Retention Discipline 
in the European Union Between Judicial Intervention and Legislative Resistance, in Verfassunsgblog, 24 
November 2024. See also the Authors recalled supra note 27. 
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all contributed to identifying risks, affirming safeguards concerning bio-
metric data processing and limiting the emergence of  indiscriminate and 
generalized forms of  biometric surveillance. 
It can therefore be stated that the EU legal landscape prior to the AI Act 
©>wa@s not devoid of  norms that are directly or indirectly applicableª to 
biometric systems for identification purposes, including their use in law 
enforcement. +owever, ©these various norms, which have different tar-
gets and are from multiple sources, create a kind of  legal patchwork that 
could undermine the lawful use of  this technologyª65. In other words, the 
layered and sometimes contested66 framework of  supranational and na-
tional regulations applicable to the processing of  biometric data failed to 
offer a coherent and comprehensive regime capable of  properly and vastly 
addressing the unique and complex challenges – already highlighted in 
Section 1 – posed by AI-driven biometric systems. While the importance 
of  the safeguards enshrined in the GD3R and the L(D is undeniable, it 
is equally accurate to observe that «AI is not explicitly mentioned in the 
GD3R but many provisions in the GD3R are relevant to AI, and some 
are indeed challenged by the new ways of  processing data that are enable 
by AI»67. 
In this context, the rapid proliferation of  AI-based biometric systems un-
derscored the urgent need for a legal framework able to regulate not only 
the data but also the underlying technology, thus avoiding to uniquely rely 
on the interpretative efforts promoted by Courts or D3As to fill legislative 
gaps. 
Starting from these premises and recognizing the necessity for a norma-
tive (re)action, in recent years different regulatory approaches began to 
surface at the supranational level. In its Resolution of  6 October 2021 
on “AI in criminal law and its use by the police and judicial authorities in 

65  V.L. Raposo, The Use of  Facial Recognition Technology by Law Enforcement in Europe: A Non-
Orwellian Draft Proposal, in European Journal on Criminal Policy and Research, 29, 2022, 515; J. 
Purshouse, L. Campbell, Automated Facial Recognition and Policing: A Bridge Too Far?, in Legal 
Studies, 42, 2022, 209.
66  According to =alnieriute, the GD3R provisions on biometric data processing are too 
reliant on procedural safeguards and are not able to protect against abuse of  power and 
violations of  freedoms and rights (i.e. chilling effect), M. =alnieriute, Beyond Procedural 
Fetishism: The Inadequacy of  GDPR in Regulating Facial Recognition Technologies and Public Space 
Surveillance, in M. (bers-K. Sein (eds.), Privacy, Data Protection and Data-Driven Technologies, 
cit., �2�. )or critical issues regarding data protection provisions established even before 
the GD3R, see 3. De +ert, Biometrics and the Challenge to Human Rights in Europe. Need for 
Regulation and Regulatory Debate, in 3. Campisi (ed.), Security and Privacy in Biometrics, Cham, 
2013, 369. 
67  (uropean 3arliamentary Research Service (Author� Giovanni Sartor), The Impact of  the 
GDPR on artificial intelligence, 2020, III. See also G. )inocchiaro, Intelligenza artificiale. Quali 
regole?, Bologna, 2024.
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criminal matters” (2020�201��I1I), the (uropean 3arliament ©stresse>d@ 
that the use of  biometric data relates more broadly to the principle of  the 
right to human dignity forming the basis of  all fundamental rights gua-
ranteed by the Charterª (3ara. �0). )or this reason, a moratorium on the 
use of  remote identification systems ² such as )R7s for law enforcement 
purposes ² was invoked ©until the technical standards can be conside-
red fully fundamental rights compliant, results derived are non-biased and 
non-discriminatory, the legal framework provides strict safeguards against 
misuse and strict democratic control and oversight, and there is empirical 
evidence of  the necessity and proportionality for the deployment of  such 
technologies� notes that where the above criteria are not fulfilled, the sy-
stems should not be used or deployedª (3ara. 27)68. 
7his heightened attention was then reflected in the preparatory wor-
ks leading up to the AI Act. Among the most relevant documents are 
the Guidelines issued by the +igh-Level ([pert Group, established by 
the Commission69, as well as the Commission’s :hite 3aper on Artifi-
cial Intelligence70. The latter dedicated considerable space to biometric 
identification technologies, specifically with regards to “remote biometric 
identification systems”, including )R7s in public spaces ² thus using a 
terminology and framing that will be echoed in the AI Act. 
Reiterating the distinction ² already acknowledged under the GD3R and 
national D3As decisions ² between identification and authentication to-
ols71, the Commission affirmed the profound implications of  the former 

68  In the same document, the (uropean 3arliament also affirms ©its great concern over 
the use of  private facial recognition databases by law enforcement actors and intelligence 
services, such as Clearview AI, a database of  more than three billion pictures that have 
been collected illegally from social networks and other parts of  the internet, including 
from (8 citizens� calls on Member States to oblige law enforcement actors to disclose 
whether they are using Clearview AI technology, or equivalent technologies from other 
providers� recalls the opinion of  the (uropean Data 3rotection Board ((D3B) that the 
use of  a service such as Clearview AI by law enforcement authorities in the (uropean 
8nion would ¶likely not be consistent with the (8 data protection regime’� calls for a ban 
on the use of  private facial recognition databases in law enforcementª, 3ara. 27. 
69  Independent +igh-Level ([pert Group on Artificial Intelligence, Ethics Guidelines for 
Trustworthy AI (2019) and Policy and Investment Recommendations for Trustworthy AI, 2019. In the 
first document, the ([pert Group underlined that ©A proportionate use of  control techniques 
in AI is needed to uphold the autonomy of  (uropean citizens. Clearly defining if, when and 
how AI can be used for automated identification of  individuals and differentiating between 
the identification of  an individual vs the tracing and tracking of  an individual, and between 
targeted surveillance and mass surveillance, will be crucial for the achievement of  7rustworthy 
AI. 7he application of  such technologies must be clearly warranted in e[isting lawª, ��. 
70  European Commission, White Paper on Artificial Intelligence – A European Approach to Excellence 
and Trust, COM(2020)��, 19 )ebruary 2020. 
71  «Remote biometric identification should be distinguished from biometric authentication 
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for fundamental rights. These include impacts on human dignity, privacy 
and data protection, the principle of  non-discrimination, the rights of  
vulnerable groups, as well as the freedoms of  e[pression, association and 
assembly. Consequently, while noting that e[isting supranational norms ² 
especially the GD3R and the L(D ² already provide relevant and initial 
guarantees, the Commission emphasized the importance of  launching «a 
broad (uropean debate on the specific circumstances, if  any, which might 
justify such use, and on common safeguards (..) in order to address possi-
ble societal concerns relating to the use of  AI for such purposes in public 
places, and to avoid fragmentation in the internal marketª72.

2.2. From Data to Technology. Navigating the Artificial 
Intelligence Act and AI-Powered Biometric Systems: 
Between Prohibitions and Exemptions 

Within the described scenario and in response to the urgent and far-re-
aching calls for regulatory intervention, the EU Institutions introduced 
the pioneering AI Act in 2024. This Regulation directly and innovatively 
disciplines the ©development, the placing on the market, the putting into 
service and the use of  artificial intelligence systemsª (Recital 1). 
Adopting a risk-based approach73, the AI Act classifies AI technologies 
into different risk-levels according to their potential impact on health, sa-
fety and fundamental rights. Under this structure, biometric systems re-
ceive considerable attention and are addressed across multiple provisions. 
As part of  its effort to comprehensively and systematically regulate bio-
metric technologies for the first time, the (8 legislators began by tackling 
a key gap� the lack of  legal definitions for technologies previously unreco-
gnized within the e[isting regulatory instruments. 

(the latter is a security process that relies on the unique biological characteristics of  an 
individual to verify that he�she is who he�she says he�she is). Remote biometric identification 
is when the identities of  multiple persons are established with the help of  biometric identifiers 
(fingerprints, facial image, iris, vascular patterns, etc.) at a distance, in a public space and in a 
continuous or ongoing manner by checking them against data stored in a databaseª, 1�. 
72  Ibidem, 22. 
73  P. Dunn, The Artificial Intelligence Act, cit. )or a comprehensive analysis of  the AI Act, 
see, among the others, C.N. Pehlivan et al. (eds.), The EU Artificial Intelligence (AI) Act: A 
Commentary, Alphen aan den Rijn, 2024; A. Bensoussan et al., The European AI Act. Summary, 
Key Points and Article-by-Article Analysis, Louvain-la-1euve, 202�� D.8. Galetta-L. +ueso Cotino 
(eds.), The European Union Artificial Intelligence Act, 1aples, 202�� G. Malgieri et al. (eds.), The 
EU Artificial Intelligence Act. A Thematic Commentary, London, 2025; A. Mantelero et al. (eds.), 
Intelligenza Artificiale. Commentario, Milan, 2025.
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7o this end, art. �(1o. ��) provides a definition of  biometric data74 that 
echoes the GD3R but, crucially, does not reaffirm the debated and cri-
ticized limitation to identification purposes (as noted in Section 2.1 of  
this work). 7his specific choice reflects the need to encompass systems 
designed for a variety of  functions beyond identification. As a result, the 
definition of  biometric data in the AI Act is more e[tensive than those 
found in both the GD3R and the L(D75. 
While the AI Act reintroduces the much-debated and partly criticized di-
stinction between identification and verification (art. �(1o. ��) and (1o. 
��))76, it also offers other unprecedented definitions, such as those relating 
to “emotion recognition system”, and “biometric categorization system”. 
The former is described as «an AI system for the purpose of  identifying or 
inferring emotions or intentions of  natural persons on the basis of  their 
biometric dataª (art. �(1o. �9))77; the latter is termed as a system aimed at 
©assigning natural persons to specific categoriesª, based on their biometric 
data (art. �(1o. �0))78. 
Another notable novelty includes the distinction between real-time (art. 
�(1o. �2)) and post (art. �(1o. ��)) remote biometric identification sy-

7�  ©¶Biometric data’ means personal data resulting from specific technical processing relating 
to the physical, physiological or behavioural characteristics of  a natural person, such as facial 
images or dactyloscopic data».
75  (.-. Kindt-C. -asserand, Prohibited AI Practices, in C.N. Pehlivan et al. (eds.), The EU Artificial 
Intelligence (AI) Act, cit., 168. 
76  9erification is defined as an ©automated one-to-one verification, including authentication, 
of  the identity of  natural persons by comparing their biometric data to previously provided 
biometric data»; see also Recital 15 on this point. Some scholars expressed some doubts and 
concerns with regards to the “biometric identification” definition, that refers to ©automated 
recognition of  physical, physiological, behavioural, or psychological human features for the 
purpose of  establishing the identity of  a natural person by comparing biometric data of  that 
individual to biometric data of  individuals stored in a database». In particular, «the mention of  
psychological characteristics in the definition (..) seems contradictory, especially since the term 
¶biometric data’ does not refer to psychological characteristicsª, L. )eiler-B. Konig, Article 3, 
in C.N. Pehlivan et al. (eds.), The EU Artificial Intelligence (AI) Act, cit., 70. On this point, see 
also A.C. Nazzaro, The Protection of  Biometric Data Between the GDPR and the AI Act, in European 
Journal of  Privacy Law & Technologies, 2, 2024, 37.
77  Recital 1� e[plains that the definition of  emotion recognition systems ©does not include 
physical states, such as pain or fatigue, including, for example, systems used in detecting the 
state of  fatigue of  professional pilots or drivers for the purpose of  preventing accidents. 
This does also not include the mere detection of  readily apparent expressions, gestures 
or movements, unless they are used for identifying or inferring emotions». Other useful 
interpretation and examples are provided by the European Commission, Guidelines on Prohibited 
AI Practices, C(202�)��� final, � )ebruary 202�, in particular 3ara. 2�9.
78  Systems that are used as «ancillary to another commercial service and strictly necessary 
for objective technical reasonsª do not fall into the definition. Recital 1� provides interesting 
examples of  such exemptions. 



77

Saggi

stems. :hile both are systems designed to identify natural persons ©without 
their active involvement, typically at a distance», through the comparison 
of  biometric data with those stored in a database (so called one-to-many 
identification), real-time systems are characterized by capture, comparison 
and identification occurring ©without a significant delayª, thus including 
©not only instant identification, but also limited short delaysª (art. �(1o. 
�2))79. 
7his definitional effort marks a significant starting point for analysis� by 
introducing new legal definitions and distinctions related to the functio-
ning of  AI-based biometric systems, the AI Act immediately highlights 
varying levels of  perceived risks and intrusion into the private sphere. 
7hese differentiations are directly reflected in the admissibility, legitimacy 
and applicable safeguards required by such technologies. Indeed, the AI 
Act assigns these different systems to distinct categories, each correspon-
ding to specific risk levels. 
Of  particular relevance here is the fact that most of  the practices descri-
bed above qualifies and falls under the category of  “unacceptable risk”. 
Alongside subliminal, manipulative and deceptive techniques (a), e[ploita-
tion of  vulnerabilities (b), social scoring (c) and crime prediction and pre-
dictive policing (d)80, art. � of  the AI Act prohibits a significant number of  
biometric systems ² although, as will be discussed in this Section, certain 
conditions and several exceptions apply. The prohibited biometric practi-
ces include� untargeted scraping of  facial images (art. �(1)(e))� systems 
to infer emotions (f)� biometric categorization systems (g) and real-time 
remote biometric identification systems (art. �(1)(h) and art. �(2) to (�)). 
Looking at this list, the approach taken by the (8 legislator is, in many re-
spects, quite unprecedented and even courageous, aligning with longstan-
ding demands from civil society organisations and institutions, concerned 
with the impact of  AI and biometrics on fundamental rights. By classi-
fying a wide range of  AI-based biometric systems as posing unacceptable 
risks, the AI Act acknowledges that ©these are AI systems that present a 
risk deemed unacceptable due to their potential to cause such high danger 
that it becomes incompatible with the shared values and principles at the 

79  Recital 17 states that ©¶Real-time’ systems involve the use of  ¶live’ or ¶near-live’ material, 
such as video footage, generated by a camera or other device with similar functionality. In 
the case of  ¶post’ systems, in contrast, the biometric data has already been captured and the 
comparison and identification occur only after a significant delay. 7his involves material, such 
as pictures or video footage generated by closed circuit television cameras or private devices, 
which has been generated before the use of  the system in respect of  the natural persons 
concernedª. On the sociological effects concerning remote biometric identification systems, 
see K. Kieslich-M. Lunich, Regulating AI-Based Remote Biometric Identification, Conference Paper 
)Acc7, 202�, 17�.
80  Respectively art. �(1)(a), (b), (c) and (d). 
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European level»81. 
While a detailed examination of  every single provision lies beyond the 
scope of  this paper, an overview of  these groundbreaking rules is essen-
tial for a critical assessment of  the (8’s approach to AI-powered biome-
tric systems. 
Staring with the ban on untargeted scraping, it is evident that the contro-
versial use ² also by law enforcement authorities ² of  systems such as the 
previously mentioned Clearview AI significantly influenced the regulatory 
stance. 7he AI Act, in fact, e[plicitly prohibits the placing on the market, 
the putting into service for this specific purpose or the use of  AI systems 
operating through untargeted scraping of  facial images from the Internet 
or CC79 footage, where the goal is to build or e[pand facial recognition 
databases. As e[pressly clarified by the (uropean Commission’s Guidelines 
on Prohibited AI Practices82, the prohibition applies where all the specified 
conditions are cumulatively and simultaneously satisfied83. 

81  :. Gasparri-). 7esi, Artificial Intelligence and AI Act: From the Individual to the Algorithm?, 
in Zbornik Radova, �9, 202�, 297. As recalled by Mazur, the category of  unacceptable risk 
represents a novelty, which was not included in the (uropean Commission White Paper (see 
supra note 70)� that document ©proposes to create a category of  high-risk uses of  AI which 
would be subject to requirements regarding, for e[ample, the representativeness of  data 
used for training the algorithms, or documentation of  the programming», J. Mazur, Artificial 
Intelligence vs Data Protection: How the GDPR Can Help to Develop a Precautionary Regulatory Approach 
to AI?, in A. Kornilakis et al. (eds.), Artificial Intelligence and Normative Challenges. International and 
Comparative Legal Perspectives, Cham, 202�, 21�. Looking at the regulatory approach adopted 
in the final version of  the AI Act, as underlined by Majado, ©the (uropean legislators are 
making a presumption juris et de jure with this point, understanding that certain practices (..) 
are not, at present, susceptible to a legally beneficial use in current (uropean democratic 
systems, or at least a use that is not detrimental to individuals’ fundamental rightsª, 3. Garcia 
Majado, Prohibited AI Practices under the EU AI Act, in B. Raue et al. (eds.), Artificial Intelligence 
and Fundamental Rights: The AI Act of  the European Union and Its Implications for Global Technology 
Regulation, Trier, 2025, 40. 
82  As explained in Paras. 3, 4 and 5 of  the abovementioned Guidelines, ©3ursuant to Art. 9�(1)
(b) AI Act, the Commission is to adopt guidelines on the practical implementation of  the 
practices prohibited under Art. � AI Act. (..) 7hese Guidelines aim to increase legal clarity 
and to provide insights into the Commission’s interpretation of  the prohibitions in Art. 5 
AI Act with a view to ensuring their consistent, effective and uniform application. (..) 7hese 
Guidelines are non-bindingª.
83  Specifically, the prohibition e[clusively applies when all four conditions are fulfilled, 
namely ©i) the practice must constitute the ¶placing on the market’, ¶the putting into service for 
this specific purpose’ or the ¶use’ of  an AI system� ii) for the purpose of  creating or e[panding 
facial recognition databases� iii) the means to populate the database are through AI tools for 
untargeted scraping� and iv) the sources of  the images are either from the internet or CC79 
footageª, 3ara. 22�-22�. :hile “scraping” has been interpreted in the (uropean Commission’s 
Guidelines on Prohibited AI Practices as ©web crawlers, bots or other means to e[tract data or 
content from different sources, including CC79, websites or social media, automatically. 
7hese tools are software programmed to sift through databases and e[tract information and 
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Another banned practice is the placing on the market, the putting into 
service for this specific purpose, or the use of  categorization systems ba-
sed on biometric data and aimed at deducting or inferring sensitive infor-
mation about race, political opinions, trade union membership, religious 
or philosophical beliefs, se[ life or se[ual orientations. Given the risks to 
individuals’ rights, particularly regarding discrimination practices based on 
sensitive characteristics and traits, these systems are deemed unbearably 
intrusive and unacceptable84. Nonetheless, similarly to other prohibited 
practices, the ban is not to be considered as absolute� art. �(1)(g) establi-
shes that the interdiction does not cover ©any labelling or filtering of  
lawfully acquired biometric datasets, such as images, based on biometric 
data or categorizing of  biometric data in the area of  law enforcementª85. 
In addition, biometric categorization systems that do not fall under this 
strict prohibition are classified as high-risk, according to Anne[ III, provi-
sion 1(b), that will be e[amined later. 
The EU legislators have also decided to prohibit, in certain contexts, AI 
systems used to infer emotions. Specifically, this emerging technology, ba-
sed on affective computing86, is banned in the workplace and education 
institutions, ©e[cept where the use of  the AI system is intended to be put 
in place or into the market for medical or safety reasonsª (art. �(1)(f)). 7his 
provision raises several interpretative issues. )irst, the terminology em-
ployed appears to diverge from the definition provided in art. �(1o. �9), 
which describes “emotion recognition systems” as those capable of  both 
identifying and inferring emotions. )rom a literal reading, the provision in 
art. � ©does not deploy the concept of  emotion recognition system but ¶AI 
systems to infer emotions’»87. Nonetheless, as several scholars pointed out, 

to make use of  that information for another purposeª, the term “untargeted” ©relates to 
technique that operates like a ¶vacuum cleaner’, absorbing as much data and information as 
possibleª, 3aras. 227-22�. 7he rationale behind this classification, is clearly stated in Recital ��� 
«because that practice adds to the feeling of  mass surveillance and can lead to gross violations 
of  fundamental rights, including the right to privacy».
84  Recital 16.  
85  7he use of  the e[pression “in the area of  law enforcement”, rather than “for law 
enforcement purposes” ² as employed in other prohibited practices ² has been criticised for 
being ©unprecise and would, most probably, be subject to divergent interpretations by various 
EU and national instances», U. Cemalovic, Prohibited Artificial Intelligence Practices According to 
Article 5 of  the European Union’s Regulation on AI – Between the ‘Too Late’ and the ‘Not Enough’, in 
International Journal of  Law and Information Technology, 32, 2024, 12. 
86  )or a technical analysis, +. Al-Samarraie et al., Emotional Intelligence and Individuals’ Viewing 
Behaviour of  Human Faces: A Predictive Approach, in User Modeling and User-Adapted Interaction, 33, 
2023, 889; A.-L. Cirneanu et al., New Trends in Emotion Recognition Using Image Analysis by Neural 
Networks. A Systematic Review, in Sensors, 23, 2023, 1.
87  (.-. Kind-C. -asserand, Prohibited AI Practices, cit., 162. 
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©while it remains unsure if  the legislator has on purpose deviated from the 
concept of  emotion recognition systems in art. 5, one could defend that 
the broadest protection should prevail, based on the argument that the AI 
Act aims to protect against harmful AI practices and a broad interpreta-
tion fits the legislator’s intention. It would imply that the ban does not only 
cover inferences but also identification of  emotions and intentionsª88. 
)urther definitional ambiguities arise from the lack of  clarity surrounding 
the terms “workplaces” and “education institutions”. 7he broad and va-
gue contours of  these concepts also characterize the undefined medical 
or safety purposes, which could potentially lead to wide e[clusions89. All 
the other uses of  emotion recognition systems – including those falling 
under the mentioned exceptions90 ² are categorized as high-risk systems, 
as also stated in Annex III91. In such cases, these systems are permitted 
but are subject to obligations and safeguards set out in Section II and III 
of  Chapter III of  the AI Act92. 
)inally, another biometric system classified as posing an unacceptable risk 
is the real-time remote identification in publicly accessible spaces93 for 

88  Ibidem. 7his interpretation has been also confirmed by the (uropean Commission’s 
Guidelines, where it is pointed out that ©inferring generally encompasses identifying as a 
prerequisite, so that the prohibition should be understood as including both AI systems 
identifying and inferring emotions or intentions (..). 7he definition in Art. �(�9) AI Act of  
emotion recognition systems should therefore be considered relevant in relation to Art.�(1)(f) 
AI Act», Para. 245. The rationale behind the legislators’ decision not to directly and expressly 
use the term “emotion recognition systems” in art. � remains unclear.  
89  I. Barkane-L. Buka, Prohibited AI Surveillance Practices in the Artificial Intelligence Act, cit., 116. 
See also the European Commission’s Guidelines, Paras. 254-255. 
90  (.-. Kindt-C. -asserand, Prohibited AI Practices, cit., 165. 
91  Based on art. �(2) and Anne[ III, 3ara. 1(c). Moreover, Anne[ III contains other references 
to AI systems ² potentially biometric ones ² employed in the field of  education� ©AI systems 
intended to be used for monitoring and detecting prohibited behaviour of  students during 
tests in the conte[t of  or within educational and vocational training institutions at all levelsª 
(3ara. �(d)) and ©AI systems intended to be used to (..) monitor and evaluate the performance 
and behaviour of  persons in such relationshipª (3ara. �(b)) are to be considered as high-
risk systems. In the first category it is possible to include ©proctoring systems using )R7ª, 
while ©monitoring or surveillance systems using )R7 in workplace environmentsª could 
be considered part of  the second category (on this point, see 1. Menendez Gonzalez-G.. 
Mobilio, Between Prohibited Risks and High Risk, cit., 17�). 
92  )or an in-depth analysis, see, ex multis, 7. Rodriguez de las +eras Ballell, High-Risk AI 
Systems in the European AI Act, in O. Pollicino et al. (eds.), La disciplina dell’Intelligenza Artificiale, 
cit., 227; see also the contributions devoted to Chapter III in the AI Act Commentaries supra 
note 73.
93  Definition in art. �(1o. ��)� the (uropean Commission’s Guidelines provide some useful 
examples at Para. 316. 
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the purpose of  law enforcement94. 7his categorization was the subject of  
intense political contention during the legislative process. While the Euro-
pean Parliament – supported by the European Data Protection Supervisor 
and the European Data Protection Board95 – advocated for a more restri-
ctive approach, calling for far-reaching bans, the European Commission 
and the Council supported a partial ban, limited to real-time technologies, 
and a fle[ible framework allowing such systems under certain conditions96. 
As a result of  the negotiations between the (8 legislators, the definitive 
version of  the ban included in art. �(1)(h) uniquely targets remote iden-
tification systems employed in publicly accessible spaces for the purpose 
of  law enforcement and e[clusively those with a real-time capturing, com-
parison and identification, thus proposing a relevant differentiation from 
the post (retrospective) systems. 7his distinction is based on their ² suppo-
sedly ² differing risks and impacts on fundamental rights. As e[plained in 
Recital �1, in fact, real-time identification ©is particularly intrusive to the 
rights and freedoms of  the concerned persons, to the extent that it may 
affect the private life of  a large part of  the population, evoke a feeling 
of  constant surveillance and indirectly dissuade the exercise of  the fre-
edom of  assembly and other fundamental rights. Technical inaccuracies 
of  AI systems intended for the remote biometric identification of  natural 
persons can lead to biased results and entail discriminatory effects. Such 
possible biased results and discriminatory effects are particularly relevant 
with regard to age, ethnicity, race, se[ or disabilities. In addition, the im-
mediacy of  the impact and the limited opportunities for further checks or 
corrections in relation to the use of  such systems operating in real-time 
carry heightened risks for the rights and freedoms of  the persons concer-
ned in the conte[t of, or impacted by, law enforcement activities.ª As will 
be further discussed in Section 3, this differentiation and the consequent-
ly diverse discipline applied is considered one of  the most controversial 
aspects of  the AI Act97 and still continues to provoke a lively debate. 

94  Art. �(1o. ��). 
95  EDPB-EDPS, Joint Opinion 5/2021 on the proposal for a Regulation of  the European Parliament 
and of  the Council laying down harmonized rules on artificial intelligence (AI Act), 2021.
96  «7he 3arliament’s negotiating position version of  te[t from -une 202� was the strictest 
with RBIs >Remote Biometric Identification@ and )R7. It prohibited the use of  both real-
time and ex post RBIs in the (8ª, 1. Menendez Gonzalez-G. Mobilio, Between Prohibited 
Risks and High Risk, cit., 1��. )or a comprehensive analysis of  the evolution of  the 
legislative discourse from the initial draft to the final version of  the AI Act, with particular 
reference to prohibited practices, see R.-. 1euwirth, Prohibited Artificial Intelligence Practices 
Revisited, in 9.L. Raposo (ed.), The European Artificial Intelligence Act. Promises and Perils?, 
Cham, 2025, 131.
97  L. Bertuzzi, European Union Squares the Circle on the World’s First AI Rulebook, in Euractiv, 9 
December 2023.
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Although real-time systems for law enforcement purposes are general-
ly prohibited, the legislation provides for a significant number of  broad 
e[ceptions, which permit the use of  such instruments when strictly neces-
sary for� ©i) targeted search for specific victims of  abduction, trafficking 
in human beings or se[ual e[ploitation of  human beings, as well as the 
search for mission persons� ii) the prevention of  a specific, substantial 
and imminent threat to the life or physical safety of  natural persons or a 
genuine and present or genuine and foreseeable threat of  a terrorist at-
tack� iii) the localization or identification of  a person suspected of  having 
committed a criminal offence, for the purpose of  conducting a criminal 
investigation or a prosecution or executing a criminal penalty for offences 
referred to in Annex II and punishable in the Member State concerned by 
a custodial sentence or a detention order for a maximum period of  at least 
� yearsª (art. �(1)(h))98. 
In these exceptional cases, the provision strictly limits the use of  real-ti-
me identification for the confirmation of  the identity of  a ©specifically 
targeted individualª (art. �(2))� this formulation seems to e[clude the im-
plementation of  such systems for indiscriminate and bulk searches99, also 
called ©fishing e[peditions which could lead to generalized and indiscrimi-
nate surveillance»100. Additionally, due to the exceptional nature of  real-ti-
me systems, art. �(2) also mandates a careful assessment of  ©the nature of  
the situation giving rise to the possible use»101, as well as of  the potential 
consequences for rights and freedoms. 
1ecessity and proportionality safeguards should also be fulfilled, in accor-
dance with applicable national laws that may authorize such use. Moreo-
ver, a fundamental rights impact assessment ()RIA), as mandated by art. 
27 AI Act, must be conducted as a mandatory precondition for the autho-
risation and the employment of  the system, which must also be registered 
in a dedicated database (e[cept in cases of  urgency)102. 
According to art. �(�), a prior authorization from a judicial or independent 

98  As pointed out in Recital 33 of  the AI Act, «the list of  criminal offences provided in an 
Anne[ to this Regulation is based on the �2 criminal offences listed in the Council )ramework 
Decision 2002�����-+Aª.
99  As reported by EDRi, ©(meritus 3rofessor of  International Law, Douwe Korff, 
supports this interpretation on the basis of  case law of  the Court of  -ustice of  the (8, 
specifically the 31R (3assenger 1ame Records) caseª, in edri.org, accessed 20 January 
2026. 
100  1. Menendez Gonzalez-G. Mobilio, Between Prohibited Risks and High Risk, cit., 169.
101 «In particular the seriousness, probability and scale of  the harm that would be caused if  
the system were not usedª, art. �(2). 
102  Art. �(2). 

https://edri.org/our-work/how-to-fight-biometric-mass-surveillance-after-the-ai-act-a-legal-and-practical-guide/
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administrative national authority is required103. It should be granted only 
when, ©on the basis of  objective evidence or clear indicationsª, the use of  
the system is both necessary and proportionate to achieving the objectives 
specified in e[ceptions discussed above. )urthermore, the use must be 
limited to what strictly necessary in terms of  duration, geographic and 
personal scope. 
Once authorized, the deployment of  the system must be notified to the 
relevant market surveillance authority and national data protection autho-
rity, in accordance with national rules (art. �(�)). Importantly, to allow the 
described procedure to take place, Member States shall adopt national 
rules governing the process for requesting, issuing, exercising, supervising 
and reporting the authorization, as well as for determining the list of  re-
levant criminal offences referred to in the exemption determined in art. 
�(1)(h)(iii). Also in this conte[t, national legislators may choose to adopt 
stricter provisions than those provided in the AI Act104. As underlined by 
the European Commission in its Guidelines on prohibited AI practices, «only a 
domestic Member State law that fulfils, in particular, the requirements in 
art. �(2-7) AI Act, can allow the use of  real-time remote biometric identifi-
cation, as provided by Art. �(2)ª (3ara. �2�)� in the absence of  such natio-
nal provisions, the use of  the systems under analysis must be considered 
prohibited as of  2 )ebruary 202�105. 
While an overall critical assessment of  the analysed rules on real-time sy-
stems will be reserved for the concluding Section of  this work, it is already 
evident that, on the one hand, the prohibition on real-time identification 
systems e[clusively covers the law enforcement purpose and, on the other 

103 «)or the purposes of  paragraph 1, first subparagraph, point (h) and paragraph 2, each use 
for the purposes of  law enforcement of  a ¶real-time’ remote biometric identification system in 
publicly accessible spaces shall be subject to a prior authorisation granted by a judicial authority 
or an independent administrative authority whose decision is binding of  the Member State 
in which the use is to take place, issued upon a reasoned request and in accordance with the 
detailed rules of  national law referred to in paragraph �ª, art. �(�). 
104  )inally, annual reports shall be submitted to the (uropean Commission by the national 
market surveillance authorities and the national Data 3rotection Authorities, and published by 
the Commission itself, using aggregated data (art. �(�) and (7)). 
105 «According to Article 11� AI Act, Article � AI Act applies as from 2 )ebruary 202�. 
7he prohibitions in that provision will apply in principle to all AI system regardless of  
whether they were placed on the market or put into service before or after that date. 
At the same time, the chapters on governance, enforcement and penalties will become 
applicable on 2 August 2025. Consequently, the provisions on penalties for noncompliance 
with the prohibitions in Article � AI Act will not apply before 2 August 202�. In this 
interim period, there will also be no market surveillance authorities to monitor whether 
the prohibitions are being properly complied withª, (uropean Commission’s Guidelines, 
3aras. ��0-��1. See also Recital 179, e[plaining the reason why it has been considered 
necessary to anticipate the application of  prohibitions. 
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hand, the scope of  the exemptions is broad, despite the safeguards and 
requirements laid down to accompany them.
Beyond the prohibited practices outlined in art. 5, it is essential to recall 
– as previously noted – that certain biometric surveillance systems are 
qualified as high-risk. 7his follows art. �, which also refers to the practices 
listed in Annex III. According to Recital 54, the potential for inaccuracies, 
bias and discriminatory effects in biometric systems could pose significant 
threats to fundamental rights, thus justifying the classification as high-ri-
sks and the consequent need for strict safeguards, rigorous requirements 
and compliance obligations. Among the AI systems outlined in Annex III 
(3ara. 1(a), (b), (c)), are� remote biometric identification systems, including 
ex post identification106, biometric categorization “according to sensitive 
or protected attributes or characteristics based on the inference of  those 
attributes or characteristics”, as well as AI systems intended to be used for 
emotion recognition where used in conte[ts permitted by the AI Act107. 
:hen high-risk systems are involved, several conditions must be met, 
as laid out in Chapter III, Section 2 and 3 of  the AI Act. These pro-
visions (from art. � to 27) include the establishment of  a risk manage-
ment system, quality criteria for datasets employed to train AI models, 
the elaboration of  technical documentation, record-keeping obligations, 
transparency measures, human oversight guarantee and specific duties for 
providers, importers, distributors and deployers. With regard to the latter, 
art. 2� e[plicitly sets out rules concerning the use of  high-risk AI systems 
for post-remote biometric identification by law enforcement authorities. 
Specifically, in light of  ©the intrusive natureª of  such systems, their use 
©shall be subject to safeguardsª, without prejudice to applicable (8 law, in 
particular L(D provisions (Recital 9�). Consequently, post-remote iden-
tification systems should always be ©used in a way that is proportionate, 
legitimate and strictly necessary, and thus targeted» in terms of  individuals, 
location and scope. Recital 95 also emphasizes that such systems should 
not be used by law enforcement authorities to implement indiscriminate 
surveillance mechanisms. :hen employed ©in the framework of  an inve-
stigation for the targeted search of  a person suspected or convicted of  ha-
ving committed a criminal offence», the deployer is required to obtain an 
ex ante authorization ² and, in any case, without delay and within �� hours 
² from a judicial or administrative authority. +owever, this requirement 
does not apply when the remote identification system is implemented for 

106  As e[plicitly stated in Anne[ III, 3ara. 1(a), ©AI systems intended to be used for biometric 
verification the sole purpose of  which is to confirm that a specific natural person is the person 
he or she claims to beª are not included in the category of  high-risk systems. 
107  Anne[ III, para. 1 nonetheless specifies that such systems are considered as high-risk, 
in so far as their use is permitted under relevant 8nion or national law.
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©the initial identification of  a potential suspect based on objective and ve-
rifiable facts directly linked to the offenceª (art. 2�(10))108. Importantly, the 
legislators clarify, in Recital 9�, that ©in no case shall such high-risk AI 
system for post-remote biometric identification be used for law enforce-
ment purposes in an untargeted way, without any link to a criminal offence, 
a criminal proceeding, a genuine and present or genuine and foreseeable 
threat of  a criminal offence, or the search for a specific missing personª. 
Also with regards to the procedural rules disciplining ex post remote bio-
metric identification systems, Member States retain the discretion to intro-
duce more restrictive national laws, provided these are in line with (8 law. 
)rom this rapid overview of  the provisions regulating biometric systems 
in the AI Act, it becomes clear that, while some biometric applications 
fall outside both the high-risk and the prohibited practices109, a significant 
number are covered by the regulation and are subject to different classi-
fications, each with a detailed set of  safeguards and specific conditions. 
7hese provisions, distinctions and categorizations have sparked conside-
rable debate and criticism, which merits closer e[amination, as they will 
play a crucial role in shaping the future deployment and governance of  
AI-based biometric technologies under the AI Act. 

3. The Constitutional Governance of AI-Powered 
Biometric Systems: From Dystopia to Dignity

3.1. Assessing the AI Act Approach to Biometric 
Identification Systems: Regulatory Ambition and Legal 
Uncertainties

7he AI Act undoubtably marks a regulatory milestone, representing the 
first systematic legislative effort to comprehensively address AI-biometric 

108  Other requirements necessitate that «Regardless of  the purpose or deployer, each use 
of  such high-risk AI systems shall be documented in the relevant police file and shall be 
made available to the relevant market surveillance authority and the national data protection 
authority upon request, e[cluding the disclosure of  sensitive operational data related to law 
enforcement. 7his subparagraph shall be without prejudice to the powers conferred by 
Directive ((8) 201����0 on supervisory authorities. Deployers shall submit annual reports to 
the relevant market surveillance and national data protection authorities on their use of  post-
remote biometric identification systems, e[cluding the disclosure of  sensitive operational 
data related to law enforcement. 7he reports may be aggregated to cover more than one 
deploymentª, art. 2�(10). 
109  Such as verification systems, including authentication (Anne[ III, 3ara. 1), but also 
©biometric systems which are intended to be used solely for the purpose of  enabling 
cybersecurity and personal data protection measures should not be considered to be high-risk 
AI systems», Recital 54.
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systems by directly focusing on the technologies themselves. 
While regulating such practices has been one of  the most complex and he-
avily debated aspects of  the legislative process110, the AI Act deserves cre-
dit for recognizing a crucial issue� AI systems ² and in particular AI-powe-
red biometric systems ² often involve trade-offs between the protection 
of  fundamental rights and other competing interests, such as security, ef-
ficiency or promotion of  innovation and free circulation of  goods and 
services. Consequently, the Act proposes a range of  solutions aimed at 
striking a balance, distinguishing between practices that constitute unac-
ceptable surveillance and those that may be implemented as necessary and 
proportionate recognition tools111. 
7he AI Act should also be acknowledged for anticipating the risks posed 
by technologies and biometric systems that are not yet fully implemented 
or deployed in the EU, such as predictive policing, social scoring or emo-
tion recognition112. In this respect, the AI Act’s forward-looking approach 
adds significant value, especially given the rapidly evolving scenario of  AI 
adoption.
+owever, despite these courageous steps, several provisions of  the AI 
Act concerning biometric systems remain vague, leaving room for varied 
interpretations. This ambiguity grants national legislators substantial di-
scretion, principally in areas where security interests are invoked.
8pon closer e[amination, while it is true that the list of  prohibited practi-
ces was e[panded in the final version compared to the initial Commission 
proposal113, some of  the total bans adopted in the Act, as some scholars 
pointed out, appear more like restrictions on certain uses rather than ou-
tright prohibitions114. This consideration largely stems from the extensive 
use of  conditions to be fulfilled for the prohibition to apply as well as of  
e[ceptions, particularly concerning real-time biometric remote identifica-
tion systems employed by law enforcement authorities115. These exceptions 

110  R.-. 1euwirth, Prohibited Artificial Intelligence Practices Revisited, cit.
111  (. +aber, Racial Recognition, cit., 119.
112  Some scholars refer to them as “second generation of  biometric technologies”, using 
physiological processes or behavioural biometrics to ensure more developed, sophisticated 
and widespread systems (see M. Smith-S. Miller, Biometric Identification,cit.).
113  ).3. Levantino-I. 1eroni Razende, Rischio inaccettabile: usi proibiti, in O. Pollicino et al. (eds.), 
La disciplina dell’Intelligenza Artificiale, cit., 159. 
114  Ibidem. Similarly, see also C. Jasserand, Facial Recognition in Public Spaces and the Principle of  
Necessity, cit.� I. Barkane, Questioning the EU Proposal for an Intelligence Act, cit.� 3. Garcia Majado, 
Prohibited AI Practices under the EU AI Act, cit.
115  7he appropriateness of  referring to Council )ramework Decision 2002�����-+A�2 (n. 
iii) has been called into question, especially with regard to the fi[ed nature of  the list� several 
scholars have emphasized the importance to ensure fle[ibility and adaptability in a rapidly 
evolving landscape of  criminal activity (G 9illafuerte-Guerrero, Facial Recognition Systems under 
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«represent a point of  criticism, as they, if  interpreted broadly, may end up 
neutralizing and nullifying the effectiveness of  the established bans. Mo-
reover, the absolute nature of  the bans in the regulation is somewhat di-
minished in relation to other cases, given the specific characteristics of  the 
banned AI practices, as the prohibitions are very thoroughly constructed, 
effectively widening the scope of  AI systems that falls outside the banª116. 
Additionally, it may be considered difficult to understand or to justify the 
decision (and the underlying rationale) to prohibit certain uses of  AI sy-
stems, while permitting others. :ith regards to emotion recognition tools, 
for instance, it remains unclear why their acknowledged limited reliability 
– as stated in Recital 44117 – constitutes a valid ground for prohibition only 
in the conte[t of  employment and education� ©if  they are not scientifically 

the European Union’s Artificial Intelligence Act, in RFJ, 1�, 202�, especially 179). 
116  :. Gasparri-). 7esi, Artificial Intelligence and AI Act, cit., 299. Similarly, 1ikolinakos affirmed 
that «The proposed prohibition of  remote biometric recognition technologies contains too 
many e[ceptions, so that it becomes de facto not a real prohibitionª, 1.7h. 1ikolinakos, EU 
Policy and Legal Frameworks for Artificial Intelligence, Robotics and Related Technologies – The AI Act, 
Cham, 202�, ���� Lynch affirmed on this point� ©there is still considerable uncertainty around 
how the e[ceptions will be implemented (..). 7he parameters, particularly around the broader 
spread of  available offence types, will allow significant room for the use of  these technologies. 
(..) An obvious risk is that technologies such as )R7 will be seen as more acceptable or even as 
“approved” due to the wording of  the AI Actª, 1. Lynch, Facial Recognition Technology in Policing 
and Security, cit., 12. See also 1. Menendez Gonzalez-G. Mobilio, Between Prohibited Risks and High 
Risk, cit., 1�9� R.-. 1euwirth, Prohibited Artificial Intelligence Practices in the Proposed EU Artificial 
Intelligence Act (AIA), in Computer Law and Security Review, ��, 202�, 1. According to Barkane 
and Buka, ©7he (8 legislator has considerably e[tended the list of  prohibited AI practices 
during the negotiation process in comparison with the initial proposal, however it has failed 
to introduce clear prohibitions on AI-based mass surveillance and other unacceptable AI 
practices. The AI Act sets only partial prohibitions on the use of  real-time remote biometric 
identification, predictive policing, emotion recognition and biometric categorisation systems, 
severely limiting their scope and allowing for a large number of  e[ceptions. Consequently, the 
use of  remote biometric identification and predictive policing systems for law enforcement 
purposes, although permitted in e[ceptional cases, could almost always be justifiedª, I. 
Barkane-L. Buka, Prohibited AI Surveillance Practices in the Artificial Intelligence Act: Promises and 
Pitfalls in Protecting Fundamental Rights 127.
117  «7here are serious concerns about the scientific basis of  AI systems aiming to identify or 
infer emotions, particularly as expression of  emotions vary considerably across cultures and 
situations, and even within a single individual. Among the key shortcomings of  such systems 
are the limited reliability, the lack of  specificity and the limited generalisability. 7herefore, AI 
systems identifying or inferring emotions or intentions of  natural persons on the basis of  
their biometric data may lead to discriminatory outcomes and can be intrusive to the rights 
and freedoms of  the concerned persons. Considering the imbalance of  power in the conte[t 
of  work or education, combined with the intrusive nature of  these systems, such systems 
could lead to detrimental or unfavourable treatment of  certain natural persons or whole 
groups thereof. 7herefore, the placing on the market, the putting into service, or the use 
of  AI systems intended to be used to detect the emotional state of  individuals in situations 
related to the workplace and education should be prohibitedª.
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reliable or highly inaccurate, they may produce harmful results in other 
conte[ts as wellª118.
7his, combined with the “implementing” rules assigned to Member Sta-
tes legislators for specific and fundamental regulatory aspects119, may «not 
only lead to fragmentation in the implementation of  the regulation in the 
EU but also result in a broad and dangerous expansion of  their deploy-
ment»120. 
1otably, certain Member States have e[pressed concerns as well� Austria 
for e[ample highlighted in an official Statement that the e[ceptions out-
lined in art. �(1)(h) with regards to real-time biometric identification in 
publicly accessible spaces for law enforcement purposes are ©too far-rea-
ching and are not in keeping with Austria’s understanding of  proportiona-
te interference with citizens’ fundamental rightsª121.
Another significant limitation to the bans established by the AI Act lies 
in the national security e[emption (art. 2(�))122. Although this exclusion 
reflects the division of  competences between the (8 and Member States 
² where national security remains a national prerogative ², it nonethe-
less raises critical concerns, similar to controversial provisions in other 
regulatory areas involving data protection and security123. Indeed, as some 
have observed, ©the significant implementation challenge is that the line 
between national security and law enforcement is blurred in many con-
te[ts, particularly around terrorism, cybercrime, financial crimes, money 

118  3. Garcia Majado, Prohibited AI Practices under the EU AI Act, cit., 40. According to the 
Author, the power imbalance referred to in Recital �� may also arise in other conte[t, such as 
migration and law enforcement. Similar considerations may be e[tended to real-time remote 
biometric identification systems, which are not prohibited outside law enforcement use, 
thereby excluding their deployment by private actors from the ban. Similarly, on this point, 
G.M. Diaz Gonzalez, Prohibited Artificial Intelligence Practices, in A.-. +uergo Lora (ed.), The EU 
Regulation on Artificial Intelligence, cit., 60 and U. Cemalovic, Prohibited Artificial Intelligence Practices 
According to Article 5 of  the European Union’s Regulation on AI, cit., 13. 
119  Such as the authorisation process concerning the employment of  real-time remote 
identification systems, and the determination of  the competent authority.
120  A. Giannini-S. 7as, Much Ado About Nothing? AI Act and the Prohibition of  Real-
Time Biometric Identification, in Verfassungsblog, 10 December 2024. Similarly, European 
3arliamentary Research Service (Authors� G. González )uster and M. 1adolna 3eeters), 
Person Identification, Human Rights and Ethical Principles: Rethinking Biometrics in the Era of  
Artificial Intelligence (2021), analysing the regulatory trends at the time of  the AI Act 
Proposal.
121  Statement Interinstitutional )ile 2021�010�, 9����2� of  1� May 202�.
122  «7his Regulation does not apply to areas outside the scope of  8nion law, and shall not, 
in any event, affect the competences of  the Member States concerning national security, 
regardless of  the type of  entity entrusted by the Member States with carrying out tasks in 
relation to those competences».
123  See supra notes 27 and 64.
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laundering, and cross-border-organised crime»124. 
Alongside the sensitive and ambiguously defined e[ceptions for prohibi-
ted AI-based biometric practices, the distinction between real-time and ex 
post remote identification systems ² and the corresponding differentiation 
in terms of  risks evaluation ² has also been the subject of  intense deba-
te, with criticisms raised since the initial Commission proposal125. Some 
scholars have questioned the rationale behind this distinction, arguing that 
the level of  intrusiveness does not necessarily depend on the timing of  
biometric data processing126. In particular, they challenged the assumption 
that the delay between data capture and identification reduces the poten-
tial harm to fundamental rights. )or e[ample, ex post remote biometric 
identification in the conte[t of  a political protest could still have a chilling 
effect on the freedom of  assembly127. 
Similar criticisms have been directed at the distinction between identifica-
tion and verification ² a concept already introduced in the GD3R ² and at 
the resulting e[clusion of  verification systems from the scope of  high- and 
unacceptable risk regimes. Scholars have argued that ©the current binary 
distinction is reductionist and might fall short of  addressing the potential 
consequences in the current landscape»128. 
Concerns about vague and unclear provisions are not limited to the defi-
nitions, conditions or exceptions for prohibited practices; they also extend 
to the requirements and conditions for high-risk systems. )or instance, 
art. 2�(10), which allows the use of  post-remote biometric identification 
for the initial identification of  a potential suspect based on objective and 
verifiable facts directly linked to the offence, is notably unclear� the (practi-
cal) definitions of  targeted versus untargeted investigations, as well as the 

124  N. Lynch, Facial Recognition Technology in Policing and Security, cit., 13; N. Menendez 
Gonzalez-G. Mobilio, Between Prohibited Risks and High Risk, cit., 17�. It is worth recalling 
that art. 111 AI Act states that «Without prejudice to the application of  Article 5 as 
referred to in Article 11�(�), point (a), AI systems which are components of  the large-
scale IT systems established by the legal acts listed in Annex X that have been placed on 
the market or put into service before 2 August 2027 shall be brought into compliance 
with this Regulation by �1 December 20�0ª. 
125  The European Data Protection Supervisor (EDPS), Wojciech Wiewiorowski, affirmed in a press 
release in 2021 that «the EDPS regrets to see that our earlier calls for a moratorium on the 
use of  remote biometric identification systems ² including facial recognition ² in publicly 
accessible spaces have not been addressed by the Commission» in edps.europa.eu, accessed 
20 -anuary 202�. See also G. Gultekin-9arkonyi, Navigating Data Governance Risks: Facial 
Recognition in Law Enforcement under EU Legislation, in Internet Policy Review, 13, 2024, 1, in 
particular 18. 
126  1. Menendez Gonzalez-G. Mobilio, Between Prohibited Risks and High Risk, cit., 174.
127  A. Ribera Martinez, The Debiasing Paradox, cit. 1��-1��. 7he Author also criticizes the lack 
of  attention to the bias-related matters and concerns. 
128  B. Sumer, The AI Act’s Exclusion of  Biometric Verification, cit., 151. 

https://www.edps.europa.eu/press-publications/publications/newsletters/newsletter-86-_en
https://www.edps.europa.eu/press-publications/publications/newsletters/newsletter-86-_en
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concept of  bulk surveillance, are indeed highly contested within the (8, 
even in relation to other technologies and law enforcement practices, such 
as data retention. 
Significantly, also the Commission’s Guidelines on prohibited AI practices 
refer to the interpretation provided by the CJEU in the data retention and 
3assenger 1ame Records cases (3ara. ��7) to help clarify the conditions 
established by the AI Act in situations where the balance between securi-
ty and fundamental rights is at stake. It can be argued that this reference 
represents a weakness. 1otably, both the data retention saga and the disci-
pline on data transfers remain highly contentious, with the principles and 
conditions established by the -udges of  Lu[embourg’s case law continuing 
to provoke controversy. It is no coincidence that numerous preliminary 
rulings have been requested, in recent years, in these areas, reflecting not 
only the persistent need for clear interpretation of  multiple criteria but 
also the difficulties faced by national lawmakers to fully implement what 
are often conceived as too restrictive requisites established in the CJEU 
decisions. In fact, public authorities and security forces continue to debate 
whether it is realistically and concretely possible to comply with the re-
quirements determined by the supranational landmark judgments without 
rendering the technology (i.e. the data retention) ineffective for its inten-
ded purpose129.
)rom this analysis, it is therefore evident that reference to such suprana-
tional jurisprudence, rather than providing clarity, highlights the uncer-
tainties regarding legal interpretations as well as the unresolved questions 
surrounding the use and discipline of  surveillance instruments for law 
enforcement and security purposes130. 
Another aspect that is still contested is the strict necessity requirement, 
also recalled in art. 2�(10) of  the AI Act. 7his criterion is particularly 
difficult to assess and is often insufficiently evaluated due to technological 
solutionism drifts and the quasi-automatic reliance on the technology and 
the limited consideration of  alternative, less intrusive systems131. 
A further point of  complexity concerns the discipline of  targeted sear-
ches. It can be argued that such delicate measures should be accompanied 
by diverse and numerous safeguards ² not entirely specified in art. 2�(10) 

129  On this point, with regards to both data retention and data transfer, see (. 7uchtfeld et al. 
(eds.), Eyes Everywhere. Surveillance and Data Retention under the EU Charter, Berlin, 2025; T. Naef, 
Data Protection without Data Protectionism, Cham, 202�� S. <akovleva, Governing Cross-Border Data 
Flows: Reconciling EU Data Protection and International Trade Law, Oxford, 2024. 
130  (. Celeste-G. )ormici, Constitutionalizing Mass Surveillance in the EU: Civil Society Demands, 
Judicial Activism, and Legislative Inertia, in German Law Journal, 25, 2024, 427.
131  On this point, with regards to the data retention case as well as to the data transfer and 
31R instruments, see G. )ormici, La disciplina della data retention tra esigenze securitarie e tutela dei 
diritti fondamentali, cit. 
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AI Act ². 7his requires careful (national) legislative choices. )or instance, 
when a )R7 system is used for real-time or post identification purposes, 
a key consideration is the watchlist ² the set of  images against which one-
to-many matches are conducted. 7he manner in which this watchlist is 
determined is highly sensitive� the larger the watchlist, the more e[pansi-
ve the control on civil society. This is analogous to the use of  DNA for 
investigative purposes, using systems based on matching genetic samples 
against specific profiles included in D1A databases. 7hese databases ² 
which have been at the centre of  landmarks decisions by national and su-
pranational Courts132 ² raise(d) significant issues� rules must govern what 
genetic data are retained in the database (only convicted individuals" And 
for all crimes or e[clusively for certain specific types of  crimes ² maybe 
the most serious ones" Or also data concerning suspected or investigated 
persons, not yet convicted"), who can access the database, the scope of  
that access and the necessary data security measures. Similar challenges 
may arise for facial images and the regulatory framework that should di-
scipline the creation of  watchlists for )R7s� for e[ample, could a watchlist 
include images from social media to identify a suspect" :hat safeguards 
and conditions must lawmakers establish to prevent fishing e[peditions or 
overreach" 
All these legislative decisions and interventions, as clearly emerges, are 
crucial to determine the real dimension and impact of  such surveillance 
mechanisms on fundamental rights as well as to properly evaluate the con-
crete targeted nature of  “technological” searches. 
Beyond these concerns and the potential interpretative and practical chal-
lenges133, another sensitive issue lies in the interplay between the AI Act 
and e[isting legislative frameworks, particularly the GD3R and the L(D. 
Although the AI Act includes provisions intended to clarify and coordi-
nate its application with different legislations134, challenges may still arise 
in cases where definitions differ or where overlaps create uncertainty135. 

132  On this vast case-law, see L. Scaffardi (ed.), La banca dei dati italiana del DNA. Limiti e 
prospettive della genetica forense, Bologna, 2020� G. )ormici, From “Familial Searching” to “Forensic 
Genetic Genealogy”: New Frontiers – and Challenges – of  DNA Analysis in Criminal Investigations, in 
BioLaw Journal, 1S, 2021, 305.
133  Other critiques regard, for instance, the definition of  emotion recognition systems� 
on this point, see -. Czarnocki, Will New Definitions of  Emotion Recognition and Biometric Data 
Hamper the Objectives of  the Proposed AI Act?, in International Conference of  the Biometrics Special 
Interest Group (BIOSIG), 2021, 1; M. Durovic-T. Corno, The Privacy of  Emotions, cit. 
134  )or e[ample, art. 10(�).
135  :ith regards to real-time remote biometric identification systems, Recitals �� and �9 
provides some clarifications on the applicability of  the L(D provisions. In particular, Recital 
�9 specifies that ©Any processing of  biometric data and other personal data involved in the 
use of  AI systems for biometric identification, other than in connection to the use of  real-
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As suggested in the already recalled Commission’s Guidelines, ©where some 
practices would not fall within the scope of  a prohibition of  the AI Act 
or would be mentioned as an e[ception, same practices may still be prohi-
bited based on other primary or secondary 8nion or national lawª136. De-
termining the applicability of  (8 digital legislations, however, remains a 
comple[ task. Difference in key definitions are not merely formal issues� 
the divergence between the definition of  biometric data in GD3R and 
in the AI Act, already highlighted in Section 2.2.137, may create a difficult 
interplay between the two frameworks. 7his raises questions as to what 
should be considered “biometric data” and when the GD3R should ap-
ply “in the background” for data processing, considering that some data 
classified as biometric under the AI Act do not align with the GD3R 
definition and may, for this reason, fall outside the stricter data protection 
regime applicable to special categories of  data.
Moreover, inconsistencies can be identified with regard to the legal basis 
for processing such data. 7he AI Act allows, under art. 10(�), the pro-
cessing of  special categories of  data for bias monitoring, detection and 
correction in high-risk systems� however, this possibility is not clearly 
reflected in the e[emptions provided under art. 9 GD3R.  
In this conte[t, the work of  Data 3rotection Authorities could continue 
to represent a solution to gaps or doubts, by providing with guidelines on 
the use of  GD3R provisions in cases of  AI-systems, as was done in the 
past. Nevertheless the incoherence and applicative concerns could be po-
sed at the basis of  a perceived need for redesigning the existing legislative 

time remote biometric identification systems in publicly accessible spaces for the purpose 
of  law enforcement as regulated by this Regulation, should continue to comply with all 
requirements resulting from Article 10 of  Directive ((8) 201����0. )or purposes other than 
law enforcement, Article 9(1) of  Regulation ((8) 201���79 and Article 10(1) of  Regulation 
((8) 201��172� prohibit the processing of  biometric data subject to limited e[ceptions as 
provided in those Articles. In the application of  Article 9(1) of  Regulation ((8) 201���79, 
the use of  remote biometric identification for purposes other than law enforcement has 
already been subject to prohibition decisions by national data protection authorities». This 
reference recalls the relevant decisions adopted by DPAs, as underlined in Section 2.1. of  
this paper. Also art. �(1) states that ©3oint (h) of  the first subparagraph is without prejudice 
to Article 9 of  Regulation ((8) 201���79 for the processing of  biometric data for purposes 
other than law enforcementª.
136  :ith regards to real-time remote biometric identification systems, ©the AI Act applies as 
ex specialis to Article 10 LED, thus regulating such use and the processing of  biometric data 
involved in an e[haustive manner (..). All other provisions of  that Directive apply in addition 
to the conditions set out in the AI Act, in particular for the use of  real-time systems for law 
enforcement purposes when permitted, subject to the limited e[ceptions in Art. �(1)(h) AI 
Act», Paras. 15-16.
137  See supra note 75. See also B. Sumer, The AI Act’s Exclusion of  Biometric Verification, cit., 151.
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landscape138. Interestingly, this option has already emerged in the debate 
surrounding the so-called Digital Omnibus 3ackage, that will be discussed 
in Section 3.2.; it is not surprising, in fact, that this proposal for reform 
places particular emphasis on provisions concerning sensitive data. 
This recent development immediately suggests that the relationship 
between the AI Act and the GD3R is widely considered as a point of  we-
akness requiring legislative intervention, thereby limiting the strength and 
effectiveness of  the AI Act from the outset. 

3.2. Present and Future of Biometric Systems in the 
EU: Mastering the Genie of the Lamp for Good?

7aking into account all the comple[ aspects and open issues illustrated in 
the previous Section �.1, some concluding (and more general) reflections 
can be drawn. 
The unprecedented prohibitions introduced by the AI Act represent a 
©major step forward for regulating the use in the (8 of  biometric data sy-
stems in general and facial recognition technologies also for law enforce-
ment purposes. (..) 7he 3roposal >and subsequently the Act@ may be seen 
as a source of  inspiration for other countries and jurisdictions to enact 
comprehensive legislation which would allow (albeit in a restrictive way) 
the use of  automated facial recognition technologies by law enforcement 
authorities and its inclusion in the criminal justice system»139. 
(8 lawmakers have thus demonstrated a strong legislative activism and 
an innovative approach, informed by past regulatory shortcomings and 
aimed at governing not just a single instrument but the broader ecosystem 
of  AI-based biometric technologies. 7he (8 Institutions have also shown 
an ability to reach political and legal compromises necessary to achieve 
a unified regulatory outcome140 as well as to determine a balance point 

138  3olicy Department for 7ransformation, Innovation and +ealth, Directorate-General 
for Economy, Transformation and Industry, Interplay between the AI Act and the EU Digital 
Legislative Framework, European Parliament, 2025. 
139  R. Soares Pereira, Remarks on the Use of  Biometric Data Systems (and Facial Recognition 
Technologies) for Law Enforcement Purposes: Security Implications of  the Proposal for an EU 
Regulation on Artificial Intelligence, in D. Moura Vicente et al. (eds.), The Legal Challenges of  the 
Fourth Industrial Revolution. The European Union’s Digital Strategy, Cham, 2023, 208. 
140  )or a comparative analysis between the 8S and the (8 approach towards AI governance, 
C. Sbailò, Governing Artificial Intelligence: Technological Leadership and Regulatory Challenges in an Era 
of  Exponential Growth, in DPCE Online, �7(S3 �), 202�, 27�� 9. Lubello, From Biden to Trump: 
Divergent and Convergent Policies in the Artificial Intelligence (AI) Summer, in DPCE Online, 1, 2025, 
49; C. 1ovelli-A. Gaur-L. )loridi, Two Futures of  AI Regulation under the Trump Administration, 
in ssrn.com, �1 March 202�, accessed 20 -anuary 202�� see also G. )ormici, Transatlantic Debate 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5198926,
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between fundamental rights and competing interests141: the expanded list 
of  prohibitions, driven in part by pressure from civil society, stands in 
contrast with security needs, addressed in several e[ceptions. 
Despite these important efforts, it is clear that the debate around AI-powe-
red biometric systems in the EU remains far from settled. 
The concrete effectiveness of  such a far-reaching legislative initiative – and 
of  the prohibitions it establishes ² will, in practical terms, depend on the 
breadth with which the e[ceptions will be interpreted and applied, the de-
gree of  compliance by relevant actors (including providers and deployers) 
with the prescribed safeguards and requirements, as well as the manner 
in which Member States will regulate the sensitive aspects left to national 
intervention by the AI Act142. These include, in particular, the procedural 
requirements and the designation of  national authorities responsible for 
authorizing the use of  real-time and post remote biometric identification 
systems for law enforcement purposes143. 
In other words, the innovative nature of  this (8 legislative framework 
must ultimately be assessed through its practical implementation and en-
forcement. In this context, national Data Protection Authorities, compe-
tent judicial bodies and other institutions designated for the authorization 
process will play a central role in interpreting and enforcing the relevant 
provisions144. 
Member States legislators also bear significant responsibility in shaping 
national frameworks consistent with the AI Act. 1otably, different appro-
aches have emerged in the past years. 
7aking Italy as an e[ample, it is worth noting that, alongside various in-

on AI-Powered Facial Recognition Technologies: EU and US Regulatory Models, in Comparative Law 
Review, 1, 2026, 60. 
141  :e also have to consider that according to art. 112(1) AI Act, the (uropean Commission 
«shall assess the need for amendment of  the list set out in Annex III and of  the list of  
prohibited AI practices laid down in Article �, once a year following the entry into force 
of  this Regulation, and until the end of  the period of  the delegation of  power laid down in 
Article 97. 7he Commission shall submit the findings of  that assessment to the (uropean 
Parliament and the Council».
142  «It is our understanding that while the AIA should theoretically be directly applicable, 
including the e[clusion provided for in Article �(1)(h), it is only through national law that 
Member States will be able to benefit from the e[clusion of  the banª, A. Giannini-S. 7as, Much 
Ado About Nothing?, cit.
143  On this very delicate implementation point, see ). 3aolucci, Enhancing Oversight and 
Addressing Gaps: Assessing the Impact of  the AI Act on Biometric Identification Systems, cit.
144  M. 9eale-). =uiderveen Borgesius, Demystifying the Draft EU Artificial Intelligence Act. 
Analysing the Good, the Bad, and the Unclear Elements of  the Proposed Approach, in Computer Law 
Review International, 4, 2021, 101.
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terventions by the national Data Protection Authority145, the legislators 
adopted Law Decree (Decreto legge) No. 139 of  8 October 2021 –, later 
converted into Law 1o. 20� of  � December 2021 ². 7his measure in-
troduced a moratorium on the installation and use of  video surveillance 
systems incorporating )R7s in public spaces or areas open and accessible 
to public. The suspension applied to both private and public entities, al-
beit with specific e[ceptions for security purposes (namely, the prevention 
and prosecution of  crimes), subject to a prior favourable opinion of  the 
Garante146. 7he moratorium was subsequently e[tended until �1 December 
202� by art. �-ter, Law 1o. �7 of  � -uly 202�. 
More recently, as the extended deadline approached, the Italian legislators 
were once again required to assess whether and how to intervene in the 
field of  )R7s. 7hrough an amendment introduced in Law 1o. 2� of  27 
)ebruary 202�, converting Law Decree 1o. 200 of  �1 December 202� 
(the so-called Decreto Milleproroghe)147, the 3arliament decided to renew the 
existing moratorium until 31 December 2027.
The effects of  this measure may vary depending on the category of  tech-
nology considered. :ith regard to real-time remote biometric identifica-
tion systems (of  which )R7s are a key e[ample) used for law enforcement 
purposes in publicly accessible spaces, it should be recalled that art. �(�) 
of  the AI Act already imposes Member States to adopt domestic legisla-
tion fulfilling the conditions set out in art. �(2-7), in order to permit the 
exceptional use of  these instruments. Since the Italian legislature has not 
yet adopted such measures, the implementation and exploitation of  the 
aforementioned systems must be regarded as prohibited as of  )ebruary 
202�, when the supranational rules on unacceptable risk entered into for-
ce148.
While the Italian moratorium could therefore have limited practical impli-
cations on real-time systems for law enforcement purposes, it plays a si-
gnificant role with respect to post remote biometric identification techno-
logies based on )R7s. In fact, for these technologies, the rules on high-risk 
AI systems, under which they are classified, have not yet entered into for-

145  On this point, see Section 2.1 of  this work.
146  The list of  relevant offences and the procedural requirements for obtaining the approval 
of  the Garante are set out in Legislative Decree (Decreto legislativo) No. 51 of  18 May 2018, 
implementing the LED in Italy. The moratorium applies exclusively to video surveillance 
systems using )R7s. A prior favourable opinion of  the Data 3rotection Authority, as 
disciplined by art. 2�(1) of  Legislative Decree (Decreto legislativo) No. 51 of  18 May 2018, 
is not required in cases where such systems are used by judicial authorities or by the public 
prosecutor (Pubblico Ministero) (art. 9(12), Law Decree 1o. 1�9 of  � October 2021). 
147  7he amendment, proposed by Deputee Riccardo Magi, thus modified once again art. 9(9) 
of  Law Decree 1o. 1�9 of  � October 2021.
148  As analysed in Section 2.2 of  the present paper. 
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ce, leaving the matter primarily governed by the GD3R. 7he decision by 
the Italian Parliament to extend the moratorium consequently appears to 
respond to a perceived need for compliance of  such technologies with 
both data protection requirements and the broader framework of  funda-
mental rights reflected in the AI Act approach. )rom this perspective, the 
suspension may be considered a strongly protective solution, capable of  
avoiding regulatory gaps and a potential weakening of  safeguards pending 
the full application of  the AI Act.
In this conte[t, the debate remains largely open, with the e[tension of  
the moratorium providing additional time for legislators to determine the 
ne[t steps. )irst, the Italian lawmakers will be required to decide whether 
to adopt specific legislation on real-time systems in order to permit their 
exceptional use, or to refrain from doing so. In fact, as guaranteed by the 
AI Act, Member States may also choose to introduce stricter rules in this 
field (art. �(�) AI Act). Although it is difficult to predict if  such a fra-
mework will be adopted, any decision in this regard would require careful 
consideration of  the procedural safeguards to be put in place, as well as 
the authorities responsible for prior authorisation.
Secondly, as regards post systems, the extension of  the moratorium may 
be seen as acknowledging the necessity for a comprehensive and careful-
ly designed legislative intervention capable of  addressing risks to a wide 
range of  fundamental rights, not limited to data protection. Such an inter-
vention should take into account not only the guarantees established by 
the AI Act ² once fully applicable, and subject to possible delays, as will be 
discussed later in relation to the Digital Omnibus 3ackage ², but also the 
need for detailed rules on issues such as data retention, the composition 
of  the watchlist and potential differentiations depending on the private 
or public nature of  the actors involved. Alternatively, the legislature could 
follow the approach advocated by several 1GOs, among which Rete Diritti 
Umani Digitali, consisting in maintaining a general ban on the use of  these 
technologies, both real-time and post.
7he key choices and regulatory approaches that the Italian legislators will 
be required to adopt with regard to )R7s and biometric systems also form 
part of  a broader ongoing legislative process, primarily reflected in Law 
No. 132 of  23 September 2025, entitled “Provisions and delegation to the 
Government in the field of  AI” (Disposizioni e deleghe al Governo in materia di 
intelligenza artificiale). Among its various provisions149, art. 24 grants broad 

149  7his legislative intervention reaffirms several key principles of  AI governance 
adopted at the supranational level, including the anthropocentric dimension, respect 
for fundamental rights, the guarantee of  transparent, reliable and accurate AI systems. 
Alongside these general principles and without introducing additional obligations beyond 
those already introduced by the AI Act, the law also addresses specific sectors such as 
healthcare, education, economic development, public and national security, workplace 
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delegated powers to the Government, authorising it to adopt a signifi-
cant number of  legislative decrees (decreti legislativi) aimed at aligning and 
adapting national legislation to the supranational framework. Since these 
powers also e[tend to the security sector, including law enforcement, it 
will be particularly important to assess if  and how specific rules, also go-
verning biometric systems, will be introduced in compliance with the AI 
Act.
Given the space left by the AI Act to Member States’ intervention, its 
actual impact remains difficult to assess at this stage. 7his uncertainty is 
further compounded by recent developments associated with the so-called 
(8 Digital Omnibus 3ackage. It includes both the Digital Omnibus150, 
primarily concerning the reform of  data protection rules, and the Digital 
Omnibus on AI151, which directly affects the AI Act. Aimed at increasing 
efficiency, reducing the costs of  compliance and, consequently, enhancing 
competitiveness, as well as ensuring a simplified and proportionate im-
plementation of  certain AI Act measures152, these proposals have already 
sparked considerable controversy153. 

AI, public administration. 7he law further designates the national authorities for AI, 
namely the Agenzia per l’Italia digitale (AgID) and the Agenzia per la cybersicurezza nazionale 
(AC1). On the Italian legislation on AI, see ). 3aolucci, La legge italiana sull’intelligenza 
artificiale: attuazione nazionale dell’AI Act e primi nodi applicativi, in Quaderni Costituzionali, 4, 
202�, 9��� O. 3ollicino, G Muto, La legislazione delegata in materia di intelligenza artificiale: la 
costruzione di una disciplina organica al confine tra scelte governative, controllo parlamentare e vincoli 
europei, in this Journal, 2, 2025, 393. 
150  Proposal for a Regulation of  the European Parliament and of  the Council amending 
Regulations ((8) 201���79, ((8) 201��172�, ((8) 201��172�, ((8) 202��2��� and 
Directives 2002����(C, ((8) 2022�2��� and ((8) 2022�2��7 as regards the simplification of  
the digital legislative framework, and repealing Regulations ((8) 201��1�07, ((8) 2019�11�0, 
((8) 2022����, and Directive ((8) 2019�102� (Digital Omnibus), COM�202����7.
151  Proposal for a Regulation of  the European Parliament and of  the Council amending 
Regulations ((8) 202��1��9 and ((8) 201��11�9 as regards the simplification of  the 
implementation of  harmonised rules on artificial intelligence (Digital Omnibus on AI), 
COM�202�����.
152  As stated by the Commission, the proposal on Digital Omnibus «includes a set of  technical 
amendments to a large corpus of  digital legislation, selected to bring immediate relief  to 
businesses, public administrations, and citizens alike, and to stimulate competitiveness. It is 
a first step to optimise the application of  the digital rulebook. 7he immediate objective is to 
ensure that compliance with the rules comes at a lower cost, delivers on the same objectives, 
and brings in itself  a competitive advantage to responsible businesses» (in digital-strategy.
ec.europa.eu, accessed 20 -anuary 202�). With regards to the Digital Omnibus on AI, it is intended 
to introduce «targeted simplification measures to ensure timely, smooth and proportionate 
implementation of  certain of  the AI Act’s provisions» (ibid., accessed 20 -anuary 202�).
153  It is worth noting that some scholars and 1GOs e[pressed concerns about the 
potential impact of  the Omnibus 3ackage on fundamental rights and about the risk of  
increased legal uncertainty ² something that companies are also keen to avoid ², while 

https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-regulation-proposal
https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-ai-regulation-proposal
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Although a comprehensive analysis of  these initiatives falls beyond the 
scope of  this contribution, it is important to note that some of  the pro-
posed amendments are likely to have implications for biometric identifi-
cation systems. 
)irst, with regard to the Commission’s proposals154, several provisions are 
expected to affect the processing of  biometric data. In particular, the Di-
gital Omnibus seeks to address the legal basis for processing special cate-
gories of  personal data used in AI training and development, when such 
data are accidentally included in datasets due to the technical difficulty of  
removing them. It also introduces an exception to the already mentioned 
general prohibition on processing biometric data in cases of  biometric 
verification. 
Similarly, the Omnibus on AI includes changes that may directly influence 
the deployment and implementation of  biometric systems and the proces-
sing of  biometric data. In particular, it proposes to broaden the legal basis 
for providers and deployers of  AI systems to process special categories of  
personal data – including biometric data – for purposes of  bias detection 
and correction. 7his e[pansion would no longer be limited to high-risk 
systems, as is currently the case, but would also apply to other categories 
of  AI systems. This development may be understood as an instrument to 

others consider simplification measures both necessary and overdue (for first comments, 
see R. Mahieu, The Ominous Omnibus: Dismantling the Right of  Access to Personal Data, in 
Verfassungsblog, 3 December 2025; B. Lazarotto, The Data Omnibus: The Good, the Bad, and 
The Ugly Behind the DGA and Data Act Rewrite, in MediaLaws – Symposium, 19 December 
202�� +. +ofmann, This Is Not Simplification: How to Simplify the Digital Acquis Without 
Undermining Rights, in Verfassungsblog, � -anuary 202�). See also the study published by 
the 3olicy Department for (conomy and Growth, Directorate-General for (conomy, 
Transformation and Industry, A Digital Omnibus: Identifying Interlinks and Possible Overlaps 
Between Different Legal Acts in the Field of  Digital Legislation to Streamline Tech Rules, European 
Parliament, 2026; EDPB-EDPS Joint Opinion 1/2026 on the Proposal for a Regulation as Regards 
the Simplification of  the Implementation of  Harmonised Rules on AI (Digital Omnibus on AI), 21 
January 2026; EDPB-EDPS Joint opinion 2/2026 on the Proposal for a Regulation as regards the 
simplification of  the digital legislative framework (Digital Omnibus), 11 )ebruary 202�. In these 
documents, while recalling that joint guidelines with the Commission on the delicate 
interplay between the GD3R and the AI Act are e[pected later this year, the (D3B and 
(D3S stress the need of  ©A careful balance to be kept between reducing administrative 
burden where possible, without undermining the protection of  fundamental rights in the 
context of  AI». They expressed concerns about the potential impact on the protection 
of  fundamental rights of  the proposed moveable deadline of  the high-risks AI systems 
rules, also underlining the dangers in terms of  legal certainty. The EDPB and EDPS also 
warned of  the importance of  establishing clear limits and conditions on the possible 
extension of  the use of  sensitive data, as proposed in the Digital Omnibus on AI.
154  7he (uropean 3arliament on 2� March 202� adopted its position on the proposal with 
numerous amendments. 7his very recent development marks the beginning of  the negotiations 
with the Council on the final te[t. See the 3ress Release of  the (uropean 3arliament, Artificial 
Intelligence Act: Delayed Application, Ban on Nudifier Apps, 26 March 2026. 
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facilitate compliance with the data protection framework, which, as noted 
in the previous Section of  this paper, has been identified as a critical issue. 
In addition, a possible “stop-the-clock” mechanism may be introdu-
ced with regard to the implementation timeline for rules on high-risk 
AI systems. In particular, under art. 113 of  the AI Act, the provisions 
concerning high-risk AI systems listed in Anne[ III ² including certain 
non-prohibited biometric systems, as discussed in Section 2.2. of  this 
paper – are scheduled to apply from 2 August 2026. The Commission’s 
proposal would postpone the application of  these rules, in any event no 
later than 2 December 2027 for Anne[ III high-risk AI systems, while 
providing in the meantime for the adoption of  appropriate supporting 
measures, such as harmonised standards, guidance and compliance tools 
for high-risk AI requirements155. 
While it is true that the Omnibus on AI is not intended to immediately 
affect prohibited practices ² among which the most controversial biome-
tric systems ², the potential delay in the application of  rules on high-risks 
systems translates into a prolonged absence of  the vaster and more com-
prehensive safeguards established by the AI Act. The deferral thus raises 
questions as to the resilience of  the fundamental rights protection enshri-
ned in the AI Act in the face of  other priorities, such as competitiveness 
and efficiency, particularly in a conte[t shaped by increasing geopolitical 
tensions156. 
At the same time, the intention to facilitate the use of  biometric data for 
AI training and bias detection could undoubtedly prove useful for provi-
ders and deployers. 1onetheless, it also risks normalising the processing 
of  sensitive data and diluting both the necessity test and existing prohibi-
tions. 
More broadly, the objective of  simplification is both legitimate and un-
derstandable: it can contribute to enhancing the attractiveness and correct 
functioning of  the (8 internal market, while also improving consistency 
across a comple[ legislative framework. 7he main concern, however, is 
that of  missing the forest for the trees: further modifying the regulatory 
landscape may create uncertainty and blur one of  the fundamental pur-
poses of  legislative intervention in this field. 1amely, to ensure that tech-
nologies are embedded within the “constitutional” framework of  rights, 
freedoms and values established at the EU level through digital legislation 
and the case-law of  the C-(8, thereby preserving a unique and distinctive 
model in the global arena157. 

155  )or an in-depth analysis of  the described provisions, see (. Aldibs et al., White Paper on the 
Digital Omnibus Proposal and the AI Omnibus Proposal, Leuven, 2026.
156  E. Celeste, Digital Omnibus: Quo Vadis?, in docu.ie, , accessed 20 January 2026. 
157  We can recall the concept of  the Brussels Effect, valid also in the digital law sphere (A. 

https://www.dcu.ie/blog/2151/digital-omnibus-quo-vadis
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Considering this scenario and with specific regard to AI-powered biome-
tric systems, the main effort to be ensured, therefore, is the maintenance 
of  a high level of  fundamental rights protection throughout the reform 
process initiated by the Omnibus 3ackage. As the analysis presented in 
this paper suggests,  this can only be achieved by continuing to take into 
account the peculiar nature and intrinsic ² and unique ² risks related to 
biometric data and biometric systems, and by limiting their use to what 
is strictly necessary, within a framework of  rules capable of  delimiting 
practices that might otherwise lead to indiscriminate processing of  sensi-
tive data for the sake of  simplifying AI-related operations. 
As a consequence, the future discussion on the adoption of  such refor-
med rules must be carefully monitored throughout the legislative debate, 
as it will shape the trajectory of  the digital regulatory ecosystem the (8 is 
currently attempting to (re)define. +ow (8 Institutions will address this 
ambition will be of  crucial importance.  
7his ongoing legislative discussion clearly illustrates how regulatory effor-
ts in the field of  AI, data protection and, most notably for present pur-
poses, biometric data and AI-based biometric systems remain in constant 
evolution.
In conclusion, in this context of  constant regulatory developments, it is 
essential to situate both the existing discipline and the discussed refor-
ms concerning biometric systems within the broader constitutional fra-
mework. 7he real and profound challenge lies in guaranteeing that legisla-
tive interventions remain oriented towards the “constitutionalisation”158 
of  AI-based biometric technologies, understood as their interpretation in 
the light of  constitutional principles and fundamental rights. 
7his also requires moving beyond an oversimplified ©AI-as-e[istential 
threat narrative»159. At present, it seems unlikely that AI-powered biome-
tric systems can be entirely halted or banned. Once the genie is out of  the 
lamp, it is difficult to put it back and renounce to its powers, especially 
when its ability to fulfil desires makes it so appealing. <et, despite this re-
ality, the aim should be, as in the story of  Aladdin, to maintain conscious 
and responsible control over the genie, so as to prevent its misuse for 

Bradford, The Brussels effect, in Northwestern University Law Review, 1, 2012, 1� ). )abbrini-(. 
Celeste--. 4uinn (eds.), Data Protection beyond Borders: Transatlantic Perspectives on Extraterritoriality 
and Sovereignity, London, 2021. 
158  More generally, on the concept of  “constitutionalisation” of  mass surveillance practices 
see (. Celeste-G. )ormici, Constitutionalizing Mass Surveillance in the EU, cit.
159  R.-. 1euwirth, Prohibited Artificial Intelligence Practices in the Proposed EU Artificial Intelligence 
Act (AIA), cit.� on the simplified dichotomy between “adoption” or “ban”, see O. Lobel, The 
Law of  AI for Good, in Florida Law Review, 75, 2023, 1073.
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harmful purposes160. 
Regulatory decisions should therefore avoid simplistic solutions and in-
stead pursue nuanced, forward-looking and innovative responses, capable 
of  identifying a careful balance between overly restrictive provisions and 
insufficient safeguards. 
A first step in this direction is the development of  clearer, more preci-
se and stringent rules capable of  assessing whether a given AI-powered 
practice using biometric data is genuinely necessary161. This assessment 
should form part be part of  careful scrutiny by authorities, private actors 
and courts. Society should not be categorically deprived of  the benefits 
of  biometric systems, but it is essential first to determine whether these 
systems are truly and concretely useful for achieving a specific purpose. 
In this respect, the debate on necessity criterion, as noted in this paper, 
remains far from sufficiently e[plored162. 
If  the necessity test is satisfied, the ne[t step should be that of  evaluating 
if  and how the technology can be aligned with constitutional values. 
Drawing on the metaphor of  the lamp, the law should prevent certain de-
sires – and uses – from being expressed. In this regard, the AI Act appears 
to adopt a coherent approach, assessing ex ante when AI-based biometric 
systems have the potential to unacceptably jeopardise or erode other con-
stitutional rights or freedoms.
(ven when no such risk e[ists, there remains a need to establish rules that 
ensure the responsible, acceptable and proper use of  the genie. Doing so 
allows Aladdin ² and all the other potential users ² to harness the poten-
tial “good” of  these technologies while preventing misuse and dangerous 
effects. 
The development, interpretation and implementation of  these rules must 

160  :e refer to the original story in the well-known Arabian Nights. Although Aladdin initially 
used the genie for personal gain, his clever and strategic use ultimately produced positive 
outcomes. Similarly, AI-powered biometric systems, once unleashed, should be guided and 
regulated in ways that ma[imize their benefits while minimizing harm.
161  1. Menendez Gonzalez, Technical Solutions for a Proportional Use of  FRT, in N. Menendez 
Gonzalez-G. Mobilio (eds.), Next Democratic Frontiers for Facial Recognition Technology (FRT), cit., 
33.
162  The necessity of  such systems remains an often underexplored dimension of  analysis 
and evaluation� in fact, several scholars ©consider that much of  the discussion has taken for 
granted the existence of  such technologies as a necessary means for securing public safety», 
C. Jasserand, Facial Recognition in Public Spaces and the Principle of  Necessity, cit., 68; also Murray 
critically affirmed that the focus of  multiple legislative efforts related to )R7 and biometric 
systems have «been on limiting use, and establishing safeguards, rather than really questioning 
what the impact of  )R7 might be (..) and whether certain applications of  this technology 
should be used at all», D. Murray, Facial Recognition and the End of  Humal Rights as We Know 
Them?, cit., 1��. As already underlined, this aspect remains critical also with regards to other 
technologies, such as data retention schemes (see supra note 1�1).  
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be guided by a fundamental principle: shielding human identity and emo-
tions from interferences enabled by AI. This also entails averting dysto-
pian futures characterized by pervasive biometric surveillance, resisting 
the commodification of  our bodies and unique traits and preserving in-
timacy as an essential component of  human dignity163. The ability of  re-
sisting the weaponization of  sensitive data and surveillance mechanisms 
based on the e[ploitation of  our “identity�ies” is crucial to avoid control 
instruments by both public authorities and private actors.
Addressing this enormous and rapidly evolving challenge represents a key 
factor in determining whether the (8 can realize its ambition of  fostering 
a human-centered and trustworthy AI164. 

Abstract

Automated biometric systems are increasingly deployed across public and 
private sectors, raising urgent concerns for the protection of  fundamental 
rights. After outlining the main legal challenges posed by the implemen-
tation of  these technologies, the paper examines EU regulatory response, 
focusing on the recent innovations introduced by the AI Act. Particular 
attention is therefore attributed to the “prohibited AI practices” set out 
in Article �, AI Act. 7he analysis e[plores how (8 lawmakers seek to 
balance innovation, efficiency and security with the need to safeguard fun-
damental freedoms. 7he concluding Section identifies unresolved issues 
and persistent concerns, highlighting the difficulty of  regulating perva-
sive technologies that are increasingly embedded in contemporary socie-
ties. )uture regulatory efforts in this domain will be crucial to promoting 
human-centric and trustworthy AI systems and preventing surveillance 
practices. 
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163  <. :en et al., Face De-Indentification: Safeguarding Identities in the Digital Era, Cham, 2024; see 
also A. Pin, Artificial Intelligence, the Public Space, and the Right to Be Ignored, in J. Temperman-A. 
4uintavalla (eds.), Artificial Intelligence and Human Rights, Oxford, 2023, 177.
164  On this broad topic, ex multis, G. De Gregorio, Digital Constitutionalism in Europe. Reframing 
Rights and Powers in the Algorithmic Society, Cambridge, 2022; G. De Gregorio et al. (eds.), The 
Oxford Handbook of  Digital Constitutionalism, O[ford, 202�� M. )asan, Intelligenza artificiale e 
costituzionalismo contemporaneo, 1aples, 202�� :. Barfield-8. 3agallo (eds.), Research Handbook on 
the Law of  Artificial Intelligence. Current and Future Directions, Cheltenham, 202�� 3.K. Dutta et al. 
(eds.), Artificial Intelligence and Human Rights, Democracy, and the Rule of  Law, Boca Raton, 2026.


