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MedialLaws - Rivista di diritto dei media € una rivista quadrimestrale
telematica, ad accesso libero, che si propone di pubblicare saggi, note e
commenti attinenti al diritto dell'informazione italiano, comparato ed
europeo.

La rivista nasce per iniziativa di Oreste Pollicino, Giulio Enea Vigevani, Carlo Melzi d’Eril e Marco
Bassini e raccoglie le riflessioni di studiosi, italiani e stranieri, di diritto dei media.

I contributi pubblicati sulla Rivista di diritto dei media sono redatti dagli autori e concessi a titolo gratuito,
senza oneri per gli stessi.

Tutti i contributi sono pubblicati sotto licenza “Creative Commons Attribuzione — Non commerciale
4.0 International (CC BY-NC 4.0)”. La licenza consente la riproduzione, la distribuzione, la
comunicazione al pubblico e la rielaborazione dei contenuti per scopi leciti e non commerciali, a
condizione che sia adeguatamente attribuita la paternita dell’opera e indicata la fonte originale secondo
i termini previsti dalla licenza.

Per quanto non espressamente disciplinato dalla licenza, restano applicabili le normative vigenti in
materia di diritto d’autore e dei diritti connessi.

La rivista aderisce al Code of Conduct and Best Practice Guidelines for Journal Editors elaborato dal Committee
on Publication Ethics (COPE).

La qualita e il rigore scientifico dei contributi sono garantiti mediante procedura di valutazione
differenziate in relazione alla tipologia di contributi, come specificato nel Regolamento, che sono affidate
a un comitato di esperti selezionati secondo criteri di competenza, rotazione e aggiornamento periodico.

The Rivista di diritto dei media was founded on the initiative of Oreste Pollicino, Giulio Enea Vigevani,
Carlo Melzi d’Eril, and Marco Bassini. The journal provides a forum for scholarly discussion on media
law and brings together contributions from Italian and international scholars working in the field.
Contributions published in the journal are provided by their authors on a voluntary basis and are
published without any fees or charges for authors.

All articles are published under a Creative Commons Attribution—-NonCommercial 4.0 International
(CC BY-NC 4.0) licence. This licence permits the reproduction, distribution, public communication, and
adaptation of the material for lawful, non-commercial purposes, provided that appropriate credit is given
to the author and the original source is clearly acknowledged in accordance with the terms of the licence.
Matters not expressly governed by the licence remain subject to the applicable provisions of copyright
law and related rights.

The journal follows the Code of Conduct and Best Practice Guidelines for Journal Editors developed by the
Committee on Publication Ethics.

The quality and academic rigour of the journal’s publications are ensured through editorial and
peer-review procedures that vary depending on the type of submission, as specified in the journal’s
regulations. Submissions are assessed by a committee of experts selected on the basis of their expertise,
with attention to rotation and periodic renewal.
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MediaLaws - Rivista di diritto dei media
Regolamento per la pubblicazione dei contributi

1. “Rivista di diritto dei media” € una rivista telematica e ad accesso aperto che pubblica
con cadenza quadrimestrale contributi attinenti al diritto dell'informazione e dei media,
con una particolare attenzione all'impatto delle tecnologie emergenti. E facolta della Di-
rezione programmare la pubblicazione di numeri speciali di carattere monografico in ag-
giunta ai tre numeri annuali rilasciati con cadenza quadrimestrale.

2. Gli organi della rivista sono la Direzione, il Comitato scientifico, il Comitato degli
esperti per la valutazione, I'International advisory board e la Redazione. L’elenco dei com-
ponenti dei predetti organi & pubblicato sul sito della rivista e su ogni fascicolo. L'elenco
dei componenti del Comitato scientifico ¢ sottoposto ad aggiornamento con cadenza
quadriennale. L’elenco dei membri del Comitato degli esperti per la valutazione e dell’'In-
ternational advisory board é sottoposto ad aggiornamento con cadenza e annuale.

3. Ciascun numero della rivista si compone delle seguenti sezioni: “Saggi”, “Note”, “Cro-
nache e commenti” e “Recensioni”. | singoli numeri potranno altresi ospitare, in via d’ec-
cezione, contributi afferenti a sezioni diverse (per esempio, “Editoriali”).

4. La sezione “Saggi” ospita contributi che trattano in maniera estesa e approfondita un
tema di ricerca, con taglio critico e supporto bibliografico. I contributi pubblicati nella
sezione “Saggi” sono normalmente di lunghezza non inferiore alle 8.000 parole e non
superiore alle 20.000 parole.

5. La sezione “Note” ospita commenti alle novita giurisprudenziali provenienti dalle corti
italiane, europee e straniere, oltre che a provvedimenti di autorita indipendenti con un im-
patto rilevante sulle tematiche della rivista. | contributi destinati alla sezione “Note” sono
normalmente di lunghezza compresa tra le 4.000 e 10.000 parole.

6. La sezione “Cronache e commenti” ospita commenti a questioni e novita giuridiche di
attualita nella dimensione nazionale, europea e comparata. | contributi destinati alla se-
zione “Cronache” sono normalmente di lunghezza compresa tra le 2.000 e 10.000 parole.

7. La sezione “Recensioni” ospita segnalazioni e commenti relativi a opere monografiche
0 collettanee di recente pubblicazione.

8. La richiesta di pubblicazione di un contributo ¢ inviata all'indirizzo di posta elettroni-
ca redazione@rivistadidirittodeimedia.it, corredata dei dati, della qualifica e dei recapiti
dell'autore, nonché della dichiarazione che il contributo sia esclusiva opera dell’autore e,
nel caso in cui lo scritto sia gia destinato a pubblicazione, I'indicazione della sede edito-
riale.
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9. Affinché ciascun contributo possa essere valutato preliminarmente dalla Direzione,
I'autore deve inviare una versione conforme alle regole editoriali della rivista pubblicate
sul sito, un abstract in lingua italiana e inglese e un elenco di cinque parole chiave. Il man-
cato rispetto dei criteri redazionali costituisce motivo di rigetto della proposta.

10. La Direzione effettua un esame preliminare del contributo, verificando I'attinenza con
I temi trattati dalla rivista e il rispetto dei requisiti minimi della pubblicazione.

11. In caso di esito positivo, la Direzione procede ad assegnare il contributo alla sezione
opportuna e a sottoporlo alla procedura di valutazione scientifica (c.d. “referaggio”). In
caso di esito negativo (c.d. “desk rejection”), la Direzione informa l'autore del contributo
del rigetto.

12. 1 contributi destinati alla sezione “Saggi” sono inviati alla valutazione, secondo il me-
todo del doppio cieco, di due revisori, di cui almeno uno scelto dall’elenco degli esperti per
la valutazione della rivista secondo il criterio della competenza, della conoscenza lingui-
stica e della rotazione. | contributi destinati alle sezioni “Note”, “Cronache e commenti”
e “Recensioni” sono sottoposti alla valutazione di un revisore anonimo, tendenzialmente
scelto tra i membri del Comitato degli esperti per la valutazione nel rispetto dei criteri so-
pra ricordati. A discrezione della Direzione, i contributi in lingua straniera che presentano
un taglio internazionale possono essere affidati alla valutazione di membri dell’Internatio-
nal advisory board. I revisori ricevono una scheda di valutazione, da consegnare compilata
alla Direzione entro il termine da essa indicato. Nel caso di tardiva 0 mancata consegna
della scheda, la Direzione si riserva la facolta di scegliere un nuovo revisore. La Direzione
garantisce I'anonimato della valutazione.

13. I revisori formulano un giudizio del contributo sottoposto alla loro valutazione sce-
gliendo tra quattro diverse opzioni: “contributo pubblicabile”, quando il lavoro possa
essere pubblicato nella sua veste attuale, senza necessita di revisioni anche minori; “con-
tributo pubblicabile con revisioni non sostanziali”’, nel caso in cui il contributo sia ritenu-
to pubblicabile soltanto all’esito di alcune modifiche non impattanti sulla struttura e sul
contenuto del lavoro e senza necessita di un’ulteriore valutazione; “contributo pubblica-
bile con revisioni sostanziali”, nel caso in cui il contributo sia ritenuto pubblicabile sotto
condizione di modifiche di rilevante entita che rendono necessario un nuovo giudizio da
parte degli stessi revisori ovvero da parte di un revisore terzo; “contributo non pubbli-
cabile”, nel caso in cui il lavoro non presenti caratteristiche che lo rendano pubblicabile
anche all’esito di eventuali modifiche sostanziali. In ogni caso, la Direzione ha facolta di
formulare un giudizio complessivo alla luce delle osservazioni preliminari da essa formu-
late in merito al contributo e in considerazione dell’esito delle procedure di valutazione,
specialmente nel caso di giudizio divergente da parte di due revisori. E facolta della Dire-
zione, in caso di divergenze di giudizio, richiedere una terza valutazione ad altro esperto.
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14. Una volta ricevuta comunicazione dell’esito della procedura di valutazione, in caso di
giudizio positivo ovvero positivo subordinato a modifiche (sostanziali e non sostanziali),
'autore dovra inviare una versione definitiva ed eventualmente aggiornata del contributo.
Nel caso di giudizio positivo subordinato a revisioni non sostanziali, I'autore dovra inviare
il testo definitivo in modalita revisioni in modo da permettere I'individuazione delle mo-
difiche apportate. In caso di giudizio positivo subordinato a revisioni sostanziali, 'autore
dovra inviare il testo definitivo in modalita revisioni e una scheda recante una dettagliata
spiegazione delle modifiche effettuate rispetto a ciascuno dei rilievi formulati dai valuta-
tori. Nel caso di valutazione negativa, non é consentito all’autore sottoporre nuovamente
il contributo alla rivista.

15. Le valutazioni vengono archiviate dalla Redazione per almeno tre anni.

16. A discrezione della Direzione, i saggi di autori di particolare autorevolezza o richiesti
dalla direzione possono essere pubblicati senza essere sottoposti alla procedura di refe-
raggio a doppio cieco ovvero essere sottoposti a mero referaggio anonimo. Inoltre, la
Direzione potra eccezionalmente richiedere la valutazione di due revisori per contributi
destinati alle sezioni “Note” e “Cronache e commenti”.

17. La Direzione ha facolta di disporre a suo insindacabile giudizio la pubblicazione in
forma di anticipazioni di contributi che abbiano positivamente terminato la procedura
di valutazione e siano stati inviati in versione definitiva dall’autore in anticipo sulla data
prevista di pubblicazione del rispettivo numero. In ogni caso, I'invio del contributo e la
valutazione positiva alla pubblicazione non costituiscono titolo per la pubblicazione dello
stesso in forma di anticipazione, che é rimessa alla decisione della Direzione in base a
fattori quali I'attualita del lavoro e i tempi di pubblicazione e lavorazione del numero in
formazione.
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Abstract

This paper examines the role of data quality and governance in mitigat-
ing bias in artificial intelligence (AI) systems, with particular reference to
the EU AI Act. It advances a data-centric approach to bias mitigation as
a curation journey, positioning high-quality data as the essential starting
point. By integrating legal and technical perspectives, the paper argues
that synthetic data requires the same rigor as real data: well-documented
observability and uncompromising quality standards. This practice consti-
tutes the operational core of transparent data governance and establishes
a responsible first-line safeguard framework for effective bias mitigation
in Al systems.

Keywords
bias mitigation — Al systems — Al Act — high-quality data — transparent
data governance
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Regulation Meets Innovation

In Al: The Role of Regulatory

Sandboxes in the EU Digital
Ecosystem”

Filippo Bagni, Luciana Lazzeretti

Table of contents

1. Introduction. — 2. Artificial Intelligence and Ecosystems: Key Concepts.
—2.1. Artificial Intelligence as a Socio-Techno-Economic Paradigm. — 2.2.
The Entrepreneurial Ecosystem: Evolution of the Concept. — 3. The EU
Digital Ecosystem: Economic and Regulatory Perspectives. — 3.1. The
Economic Perspective. — 3.2. The Regulatory Perspective. — 4. Regulatory
Sandboxes: Definition, Main Features, and Legal Framework. — 4.1. Defi-
nition of the Tool. —4.2. Core Elements of Regulatory Sandboxing. — 4.3.
Al Regulatory Sandboxes under the AI Act and Their Integration into the
EU Digital Ecosystem. — 5. Concluding Remarks.

1. Introduction

The debate on postmodern society’s evolution towards a new digital soci-
ety characterised by algorithmic dominance is intensifying. Some of these
concerns are directly tied to the cybernetic nature of algorithms and the
concept of the “black box society”. There is also a growing demand for
discussions about the ethics of algorithms in both private and public dis-
course?, and jurists have also been active in highlighting issues related to
the loss of protection for fundamental rights®. Furthermore, the digital
economy plays a significant role in spreading fake news and propaganda,

* Peer-reviewed article. The information and views set out in this article belong to the
author and do not necessarily reflect the official opinion of the European Commission.

! See F Pasquale, The black box society, Cambridge, 2015.

2 See L. Floridi, The ethics of artificial intelligence. Principles, challenges, and opportunities, Oxford,
2023.

# See H.W. Micklitz - O. Pollicino - A. Reichman - A. Simoncini - G. Sartor - G. De Gregotio
(eds.), Constitutional challenges in the algorithmic society, Cambridge, 2021.
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which has economic, political and cultural implications®.

Artificial intelligence (AI), especially in its latest “generative” form, is a
paradigmatic technology characterised by innovative and transformative
capabilities that are pervasive and capable of rapidly changing not only
products and services, but also entire sectors and society itself. While it of-
fers significant opportunities, it also generates risks®. The EU institutions
have attempted to address these risks through a recent “wave” of regula-
tions®. This EU regulatory approach, including the AI Act, is human-cen-
tred and aims to protect the rights of citizens and society. However, it
also carries the risk of affecting the innovative capacity of EU companies
operating in the global market, where approaches to Al differ greatly (such
as the American and Chinese models)’.

In this complex context, it is crucial to analyse the economic and legal
aspects of this transformation together. One of the most debated issues
among academics and EU regulators is the relationship between regula-
tion and innovation in the context of Al technology applications. To this
end, the EU Commission has invested heavily in the experimental tool of
“regulatory sandboxes” in its new regulations (Al Act, Cyber Resilience
Act, Interoperable Europe Act). These are normative experimental spaces
in which companies and institutions situated in physical or virtual techno-
logical ecosystems interact to develop innovative processes for the idea-
tion, development, and testing of responsible and compliant Al systems®.

4 See L. Lazzeretti, The rise of algorithmic society and the strategic role of culture, Cheltenham, 2023;
S. Zuboff, The age of surveillance capitalism: The fight for a human future at the new frontier of power,
London, 2019.

5 See F Bagni, Commento agli articoli 57 e 58, in A. Mantelero — G. Resta — G.M. Riccio (a cura
di), Intelligenza artificiale. Commentario al Regolamento (UE) 2024/ 1689, Milan, 2025.

® During the first von der Leyen presidency (2019-2024), the EU experienced a

significant acceleration in digital regulation. Over the past decade, the EU has developed a
comprehensive and sophisticated body of law governing digital technologies, characterised by
the rapid production of effective directives and regulations. The most heavily regulated areas
include cybersecurity, covered by NIS2 (Directive (EU) 2022/2555), the EU Cybersecutity
Act (Regulation (EU) 2019/881), and most recently the Cyber Resilience Act (Regulation
(EU) 2024/2847); data protection, covered by the Data Governance Act (Regulation (EU)
2022/868) and the Data Act (Regulation (EU) 2023/2854); digital platforms, covered by the
Digital Services Act (Regulation (EU) 2022/2065) and the Digital Markets Act (Regulation
(EU) 2022/1925); and finally, Al, covered by the AT Act (Regulation (EU) 2024/1689).

" See E. Hine — L. Floridi, Artificial Intelligence with American Values and Chinese Characteristics: A
Comparative Analysis of American and Chinese Governmental Al Policies, in Al and Society, 2022, 1-2;
C. Cath — S. Wachter — B. Mittelstadt — M. Taddeo — L. Floridi, Artificial intelligence and the “good
society”: the US, EU, and UK approach, in Science and Engineering Ethics, 24, 2018, 505 ff.

¢ See K. Yordanova - N. Bertels, Regulating Al: Challenges and the Way Forward Through Regulatory
sandboxes, in H.S. Antunes et al. (eds.), Multidisciplinary perspectives on artificial intelligence and the
law, Cham, 2024, 441 ff.; OECD, Regulatory sandboxes in artificial intelligence, Patis, 2023.
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However, this evolving regulatory landscape poses challenges. The com-
plexity and compliance burden of Al regulation can create barriers to
innovation, particularly for start-ups and SMEs. Recognising this, EU pol-
icymakers have emphasised the need for mechanisms that strike a balance
between regulation and innovation-friendly policies. The Draghi 2024
report and the EU Commission’s new programme explicitly highlight
the importance of complementing regulation with policies that support
Al-driven business growth. In this context, the EU digital ecosystem has
a crucial role to play. This paper aims to explore the regulatory sandbox
tool and its potential application in Al innovation, particularly within dig-
ital ecosystems characterised by the presence of SMEs. We will examine
the contexts in which companies operate and how they can collaborate
efficiently to strike a balance between regulation and innovation through
co-participatory, multilevel governance.

The paper is organised as follows. After the introduction in the first sec-
tion, the second section discusses the paradigmatic nature of Al technol-
ogies and their impact on businesses’ innovation processes. It then in-
troduces the concept of an entrepreneurial ecosystem, where innovation
meets regulation. The third section discusses the “digital ecosystem” from
economic and regulatory perspectives. First, we distinguish between two
fundamental economic models: corporate and territorial frameworks. Sec-
ondly, we introduce the EU digital framework, defined by key policy ini-
tiatives implemented by EU legislators to support innovative enterprises.
Finally, the fourth section analyses the regulatory sandbox as an innovative
instrument for regulatory experimentation. It explores their core design
features, and the EU legal definitions introduced in 2024, paying particular
attention to the Al Act and the emerging secondary regulatory framework.
Some concluding remarks highlight the paper’s key contributions, particu-
larly its integrated economic and legal perspective on the subject matter.

2. Artificial Intelligence and Ecosystems: Key Concepts

2.1. Artificial Intelligence as a Socio-Techno-Economic
Paradigm

There are multiple definitions of Al’, as well as numerous theories from
various disciplines that have contributed to the emergence of “data sci-
ence”. However, even today, Al remains an umbrella term that encom-

> See H. Gardner, Frames of Mind: The Theory of Multiple Intelligences, New York, 1983.

0 See A. Agrawal — J. Gans — A. Goldfarb (eds.), The Economics of Artificial Intelligence: An
Agenda, Chicago, 2019, 648 ff.
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passes a diverse range of computational technologies. Generally, Al refers
to the ability of machines to reproduce or implement operations that are
typically associated with human cognitive functions.

Economists Furman and Seamans® describe Al as technologies with hu-
man-like intelligence, including machine learning, robotics, autonomous
vehicles, computer vision, language processing, virtual agents and neu-
ral networks. MIT scholars Acemoglu and Restrepo*? consider Al to be
a “technology platform” that can be developed in both the service and
production sectors. The EU Commission® states that Al-based systems
may be software operating in the virtual world (e.g. voice assistants, image
analysis software, search engines and voice and facial recognition systems)
or integrated into hardware devices (e.g. industrial robots, self-driving cars,
drones and IoT applications)*. This expands their scope and application
across various industries.

Regardless of the adopted definition, it is undisputed that Al is the re-
sult of a long evolutionary process beginning with the discovery of com-
putational theory and Turing’s first computer in 1937 and culminating
in the current “Summer of AI” phase®, including its relationship with
law*. Scholars in various scientific disciplines generally agree that Al is
a disruptive innovation'. This has resulted in the obsolescence of many
industries, products and professions, while simultaneously fostering the
emergence of new ones. Al-driven technologies exhibit several defining
characteristics, including transformative potential, transferability, perva-
siveness, accessibility, speed and opacity. This is essentially an innovation
that has generated a paradigmatic shift. Indeed, Kaplan'® emphasised its
socio-economic impact, and Von Hippel" highlighted the impact of mo-

1 See J. Furman — R. Seamans, Al and the economy, NBER Working Paper 24689, 2018.

12 See D. Acemoglu — P.P. Restrepo, The wrong kind of AL Artificial intelligence and the future of
labor demand, in Cambridge Journal of Regions, Economy and Society, 13(1), 2020, 25 ff.

B See European Commission, Artificial Intelligence for Eurgpe, Brussels, 2018.

14 European Commission (2018). Communication from the Commission to the EU Parliament, the
EU Council, the Council, the EU Economic and Social Committee and the Committee of the Regions,
available at eur-lex.europa.eu.

5 The “first real Summer of AI” can be pegged to 1956 at the famous Dartmouth University
workshop when John Mc Carty coined the term. But in new millennium the summer of Al
began in the first decade during the era of deep learning and big data.

6 See T.B. Capon — M. Araszkiewicz — K. Ashley — A.Z. Wyner, A history of Al and Law in 50
papers, in Arzificial Intelligence and Law, 20(3), 2012, 215 ff.

17" See C.M. Christensen, The Innovator’s Dilemma; When New Technologies Cause Great Firms to
Fail, Boston, 1997.

'8 See J. Kaplan, Artificial intelligence: what everyone needs to know, Oxford, 2016.
1 See E. Von Hippel, Democratizing innovation, Boston, 2005.

244



I valori fondamentali dell’'UE nell’ecosistema digitale

bile phones on social behaviour. Cristianini® consider the evolution of
Al to be a “social machine”. For these reasons, the seminal contributions
of Freeman® and Carlota Perez? on the nature of techno-economic par-
adigms are applicable to the digital revolution in the same way as they are
to the industrial revolutions triggered by the steam engine or electricity®.

Al technologies present many important features, some of which are par-
ticularly relevant in this context, including transformative capacity, trans-
ferability, pervasiveness, accessibility, speed and opacity®. Al-related tech-
nologies have a strong transformative character in terms of their effects
on innovation processes, both in terms of the evolution/transformation
of the technologies themselves, which are changing and updating rapidly,
and in terms of their impact on products and services, as well as on inno-
vation processes, production/sales processes, production machinery and
the tasks of workers. These technologies also have strong transmissibility
and find applications at a multisectoral level, generating clusters of inno-
vations in some cases. The sectors involved range from telecommunica-
tions and security to industry, education, management, finance, medicine
and art, although the main topics remain in science and computer science.
Generative Al plays a particularly strategic role as it evolves rapidly and
uses machine learning algorithms trained on large datasets to create orig-
inal content in various formats, including text, audio, images and video.
This capability has transformative potential across industries, but it also
raises significant legal and ethical challenges. Given the rapid development
of these technologies and their widespread applications, there is an in-
creasing urgency to implement regulatory measures that promote respon-
sible innovation while ensuring market integrity and consumer protection.

2.2. The Entrepreneurial Ecosystem: Evolution of the
Concept

The concept of an ecosystem in economic and managerial literature orig-
inated from ecological theory and was later adopted in studies of the evo-

0 See N. Cristianini — T. Scantamburlo, On social machines for algorithmic regulation, in Al and
Society, 2020, 1 ff.

2 See C. Freeman, The economics of industrial innovation, Harmondsworth, 1974.
2 See C. Petez, Technological revolutions and financial capital, Cheltenham, 2002.

% A paradigm shifts when a scientific community changes its values, goals and methods: and
it is perfect the case of Al according to the vision of the philosophetr Thomas Kuhn in The
Structure of Scientific Revolutions, Chicago, 1962.

% See D. Acemoglu — PP. Restrepo, The wrong kind of AI: Artificial intelligence and the futnre of
labor demand, cit., 25 ff.
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lution of economic systems, particularly those characterised by SMEs and
business networks. Over the past few decades, the ecosystem framework
has emerged as a key analytical tool for examining local economic systems,
particularly in Europe. Over time, it has overlapped with various theoret-
ical models, including Marshallian industrial districts, Porter’s clusters, re-
gional clusters, milieu innovators and regional innovation systems?. Today,
the ecosystem framework is one of the most widely applied paradigms for
analysing innovation dynamics in local economic development, focusing
particularly on collaborative interactions between economic and non-eco-
nomic actors.

Several definitions of ecosystems have been proposed in the literature,
each highlighting different core dimensions, such as the roles of business,
innovation, knowledge creation, and entrepreneurship. These elements
have subsequently converged into the broader concept of the entrepre-
neurial ecosystem. Some scholars define business ecosystems as «the in-
terconnectedness and dependency of organisations for mutual survival
and effectiveness; the coexistence of a collaborative and competitive ap-
proach among organisations that share the same fate and resources»®. In
the context of knowledge ecosystems, other scholars highlight a broader
spectrum of social and public actors engaged in collaborative, symbiotic
relationships that facilitate the exchange of tacit knowledge. The role of
local research centres and universities as key enablers of knowledge crea-
tion and dissemination is emphasised?.

The term “innovation ecosystem” has become popular in industry, aca-
demia, and government. It is used in corporate, national or regional con-
texts in idiosyncratic ways. Jackson®*defines an innovation ecosystem as
«the complex relationships formed between actors or entities whose func-
tional goal is to enable technology development and innovation». Howev-
er, the term is also used in several other contexts, such as the corporate
innovation system, where the territorial dimension is emphasised as being
useful for developing open innovation processes directly within regional
and national innovation ecosystems, also known as RIS (Regional Innova-
tion Systems), or city innovation ecosystems. A digital innovation ecosys-

% SeeR. Capello — PP. Nijkamp, Handbook of regional growth and development theories, Cheltenham,
2022; G. Becattini — M. Bellandi — L. De Propris, A handbook of industrial districts, Cheltenham,
2009; M. Porter, Clusters and the new economics of competition, Boston, 1998.

% See M. Iansiti — R. Levien, The Keystone Advantage What the New Dynamics of Business Ecosystems
Mean for Strategy, Innovation and Sustainability, Boston, 2004.

7 See B. Clarysse — M. Wright — J. Bruneel — A. Mahajan, Creating value in ecosystems: Crossing the
chasm between knowledge and business ecosystems, in Research Policy, 43, 2014, 1164 ff.; C.K. Prahalad,
The fortune at the bottom of the pyramid, Philadelphia, 2005.

# See B.DJ. Jackson, What is an innovation ecosystem?, Washington DC, 2011.
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tem refers to case studies of digital online platforms such as Apple and
Google, on which customers, users, and developers can build synergistic
relationships and generate network externalities, thereby increasing the
value of hardware and software innovations.

The concept of entrepreneurial ecosystems is now primarily used to de-
scribe environments that foster the creation of new ventures and start-ups,
as well as the development of innovation processes. Emphasis is placed
on ecosystems that drive digital technology advancements, including en-
trepreneurial digital ecosystems and digital platforms®.

In conclusion, although there is not yet a shared definition of an entrepre-
neurial ecosystem, it can be defined as «a set of interconnected entrepre-
neurial actors, institutions, organisations and processes that formally and
informally come together to connect, mediate and govern performance
within the local entrepreneurial environment»®. This includes all interde-
pendent actors and factors that are coordinated to enable productive en-
trepreneurship within a particular territory™.

3. The EU Digital Ecosystem: Economic and Regulatory
Perspectives

3.1. The Economic Perspective

With the rise of globalisation and digitalisation in the new millennium,
consumption patterns have evolved, and business models have undergone
profound transformation. The emergence of platform capitalism has re-
shaped global value chains and redefined relationships between firms, en-
couraging the adoption of network-based models that blur organisational
boundaries and make them more permeable. These platforms provide the
structural framework that enables economic actors to interact and co-cre-
ate value.

Broadly defined, a digital ecosystem — encompassing both corporate and
territorial models — can be understood as an organisational structure, ei-
ther physical or virtual, that operates within interconnected environments

¥ See H. Rocha — D.B. Audretsch, Entrepreneurial ecosystems, regional clusters, and industrial districts:
Historical transformations or rhetorical devices?, in Journal of Technology Transfer, 2022; M.G. Jacobides
— C. Cennamo — A. Gawer, Towards a theory of ecosystems, in Strategic Management Journal, 39(8),
2018, 2255 ff.

% See C. Mason — R. Brown, Entrepreneurial ecosystems and growth-oriented entrepreneurship, Final
Report to OECD, Paris, 2014.

8 See E. Stam, Entrepreneurial ecosystems and regional policy: a sympathetic critique, in European
Planning Studies, 23(9), 2015, 1759 ff.
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enabled by digital infrastructures, such as 5G networks, data centres and
cloud computing. Within these ecosystems, various stakeholders collabo-
rate, including economic players such as technology firms, start-ups, banks,
business angels and venture capitalists; non-economic entities such as uni-
versities and research centres; and institutional stakeholders such as public
authorities, regulatory agencies and regional governments, as well as users
and consumers. These actors play a critical role in fostering the sustainable
technological innovation that underpins digital transformation.

These systems first emerged within big tech companies such as Apple,
Microsoft, Alphabet (Google), Amazon and Facebook (Meta), where they
have primarily been studied through a corporate lens, particularly in the
United States. Digital platform-based corporations have fostered the de-
velopment of extensive and increasingly complex networked ecosystems
composed of constellations of interdependent firms built around com-
plementarities at local and global scales.

However, in Europe, digital ecosystems have largely adopted a territorial
approach, reflecting the institutional and economic diversity among EU
member states. Often designed to integrate innovation-driven activities
with entrepreneurial development (e.g. new ventures and start-ups), these
ecosystems have also been leveraged as industrial policy instruments. They
represent the natural evolution of the organisational models that shaped
industrial capitalism throughout the 20th and early 21st centuries, such
as industrial districts, clusters, and regional innovation systems (RIS). EU
digital ecosystems are typically characterised by a high concentration of
SMEs and business networks where cooperative strategies play a central
role. Key factors such as tacit knowledge, embeddedness, trust and social
capital serve as strategic drivers, reinforcing innovation and competitive-
ness within these ecosystems.

However, these models have faced significant challenges in terms of com-
petitiveness, primarily due to a delay in technological transition compared
to countries such as the United States, as well as the absence of major EU
technological platforms. This has created competitive disadvantages, par-
ticularly for SMEs operating in Al-based sectors with globally integrated
and linked value chains. Consequently, issues have arisen regarding the in-
tegration of territorial and corporate ecosystems, as well as the adaptation
to differing regulatory frameworks.

There is an extensive body of literature on these topics, with a predomi-
nant focus on US-centric perspectives. Early studies distinguished between
industry platforms, internal or company-specific platforms, and external
or industry-wide platforms. More recent research has shifted towards dig-
ital platforms and digital ecosystems, with the two concepts becoming
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increasingly intertwined®.

Parker et al.®define digital platforms as collections of digital resources,
including services and content, which facilitate value-creating interactions
between external producers and consumers. Hein et al.* build on this defi-
nition, describing a digital platform ecosystem as one in which a platform
owner implements governance mechanisms to facilitate value creation
between themselves and a network of autonomous complementors and
consumers. It isemphasised that digital platforms are built on digital in-
frastructures consisting of computing and network resources which ena-
ble various stakeholders to coordinate and fulfil their service and content
needs.

Many platform scholars have shifted their focus to corporate success.
Others have begun investigating the darker side of platform systems, in-
troducing topics such as dominant positions, platform risks, and the po-
tential for self-regulation within platforms®. One of the most debated
issues is that of competition and regulation®.

Another relevant topic is self-regulation®. From a historical perspective,
both pre- and post-Internet, they suggest that combining self-regulation
with credible threats of government regulation produces the best out-
comes. Furthermore, effective self-regulation does not have to occur ex-
clusively at the firm level. It requires collaboration between firms with
similar business models to establish a set of jointly accepted rules or codes
of conduct.

Finally, Bradford® addresses the prevalent belief that stricter regulation
of the digital economy invariably stifles innovation and hinders techno-
logical progress. This view is vigorously advocated by the tech industry
and has shaped public discourse in the United States, where lawmakers
have also traditionally embraced it. However, the EU has chosen a differ-
ent approach, regulating the digital economy with stringent data privacy,

2  See M. Cusumano, The Evolution of Research on Industry Platforms Academy of Management
Discoveries, in Academy of Management Discoveries, 2020.

® See G.G. Parker — M.W. Van Alstyne — S.P. Choudary, Platform Revolution: How Networked
Markets Are Transforming the Economy and How to Make Them Work for You, New York, 2016.

% See A. Hein et al., Digital platform ecosystems, in Electronic Markets, 30, 2020, 87 ff.

% See A. Gawer, Digital platforms and ecosystems: remarks on the dominant organizational forms of the
digital age, in Innovation, 24(1), 2022, 110 ff.

% See M.G. Jacobides — M. Bruncko — R. Langen, Regulating Big Tech in Europe: Why, so what,
and how understanding their business models and ecosystems can make a difference, Evoltionl.td White
Paper, 2020.

8 See M.A. Cusumano — A. Gawer — D.B. Yoffie, Can self-regulation save digital platforms?, in
Industrial and Corporate Change, 30(5), 2021, 1259 ff.

% See A. Bradford, The false choice between digital regulation and innovation, Oxford, 2024.
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antitrust and content moderation regulations, among others, which are
designed to shape the evolution of the tech economy towards EU values
of digital rights and fairness.

3.2. The Regulatory Perspective

The EU digital innovation ecosystem is a dynamic and rapidly evolving
landscape. It is shaped by a variety of instruments that support businesses
and public administrations in developing and deploying advanced digi-
tal technologies. Due to the scale and variety of initiatives across the 27
Member States, it is not yet possible to define the ecosystem with complete
precision. Nevertheless, several core components can be clearly identified.
Major funding programmers, most notably “Horizon Europe program-
me”* and the “Digital Europe programme”, provide strategic support
for research, innovation and digital capacity building. These financial tools
are complemented by specialised innovation infrastructures, such as the
“European Digital Innovation Hubs” (EDIHs)*, which help firms assess
their digital maturity, experiment with new technologies and access techni-
cal expertise and advisory services. The ecosystem also includes “Testing
and Experimentation Facilities” (TEFs)*, which enable companies to trial
Al-based technologies under real-world conditions, as well as “European
Digital Infrastructure Consortium” (EDIC)*, that coordinate large-scale,

¥ Horizon Europe is the EU% research and innovation framework programme for the

period 2021-2027, with an overall budget of approximately €95.5 billion. It offers extensive
opportunities to support research and innovation projects in the digital field, particularly
through Cluster 4 — Digital, Industry and Space, which promotes key technologies such
as artificial intelligence, cybersecurity, cloud computing, and the Internet of Things, with
the goal of strengthening Europe’s technological sovereignty. See European Commission,
Horizon Europe — the EU Research and Innovation programme (2021-2027), available at research-and-
innovation.ec.europa.eu.

“ The Digital Europe Programme is specifically dedicated to the digital transformation

of Europe, with a budget of around €7.5 billion for 2021-2027. It aims to support the
large-scale deployment of advanced digital technologies—including artificial intelligence,
supercomputing, cybetrsecurity, digital skills—to enhance the EU’ digital capacity and
resilience. Cf. EU Commission, Digital Europe Programme, available at digital-strategy.ec.europa.eu.

# Further information available on the official websites: European Commission, EU Digital
Innovation Hubs, available at digital-strategy.ec.europa.eu/en/policies/edihs.

% Further information available on the official websites: European Commission, Testing and
Experimentation Facilities (TEFs): Questions and answers, available at digital-strategy.ec.europa.eu;
European Commission, EU Digital Innovation Hubs Network, available at EU-digital-innovation-
hubs.ec.europa.eu.

# Introduced under the Digital Decade Policy Programme 2030, EDICs are a new legal and
collaborative instrument specifically designed to address a critical gap in the current digital
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cross-border digital projects. Meanwhile, EU “Data Spaces” are emerging
as strategic assets, providing secure, interoperable environments for shar-
ing sector-specific data across areas such as health, mobility, agriculture,
energy and public administration. These data spaces foster trusted data
flows and stimulate innovation across domains*. Most recently, “Al Fac-
tories” have been established to offer integrated environments for devel-
oping, training and scaling next-generation Al models, thereby lowering
entry barriers for SMEs and start-ups®.

This paper focuses specifically on TEFs, EDIHs and Al Factories, as their
interaction is central to supporting technological experimentation and in-
novation. Their combined operation also provides a crucial foundation
for understanding the function of Al regulatory sandboxes and how these
infrastructures can reinforce the EU’ broader approach to governing
emerging technologies.

TEFs are advanced technical environments designed to help companies -
especially SME:s - test innovative Al technologies in real-world conditions.
These facilities, both physical and digital, allow companies to evaluate the
performance of their Al-based solutions - such as intelligent software or
robotics - before bringing them to market. TEFs provide access to state-
of-the-art infrastructure, technical expertise and hands-on support to in-
tegrate, validate and improve technologies in realistic environments. This
enables companies to reduce innovation risks, accelerate development and

ecosystem: the capacity to plan, fund, and manage large-scale, cross-border digital infrastructure
projects in a coherent and strategic way. Unlike instruments such as TEFs and EDIHs -
which support technology testing and deployment at local or sectoral level — EDICs operate
on a broader scale, overseeing the long-term deployment of shared EU infrastructures that
surpass the capacity of individual Member States. Each EDIC is established by at least three
Member States, with the approval of the European Commission, and becomes a legal entity
tasked with delivering multi-country projects of strategic value—such as pan-EU data spaces,
digital identity systems, smart city platforms, or blockchain infrastructures. Their governance
is flexible, allowing Member States to define rules, funding mechanisms, and participation
models suited to the specific needs of the initiative, ensuring both national ownership and EU-
wide coherence. EDICs reflect Europe’s growing need for joint ownership, interoperability,
and sustainable management of digital infrastructure. Further information available on the
official websites: European Commission, EU Digital Infrastructure Consortium - EDIC, available
at digital-strategy.ec.europa.eu/en/policies/edic.

# By providing common rules, standards and governance frameworks, data spaces encourage
collaboration between public and private organisations and support Europe’s goal of digital
sovereignty. They play a particularly important role in linking data-driven innovation to other
elements of the ecosystem. More than 140 Data Spaces have been mapped across the EU,
though only 31 are currently operational in 22 Member States. They are funded through the
Digital Europe Programme and Horizon Europe, complemented by in-kind contributions
from industry. Further information available at: dataspaces-radar.org.

#  Further information available on the official websites: European Commission, Al Factories,
available at digital-strategy.ec.europa.eu.
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improve the quality and reliability of their products. There are current-
ly four active sector-specific TEFs in Europe - focusing on healthcare,
manufacturing, agri-food and smart cities - spread across several Member
States. Each TEF is structured as a network of centres — called nodes and
satellites - that collaborate with each other and with businesses to provide
coordinated and complementary services. While not every country hosts a
physical node, all EU businesses can access TEF services through a single
digital entry point for each sector. This model promotes not only tech-
nological innovation but also cross-border cooperation between Member
States, fostering the sharing of knowledge and resources and the develop-
ment of a truly integrated EU market for emerging technologies.

While TEFs focus primarily on the technological validation and experimen-
tation of mature Al solutions, EDIHs provide broader, hands-on support
for companies—especially SMEs—throughout their digital transforma-
tion journey. Acting as regional “one-stop shops”, EDIHs help business-
es assess their digital maturity and experiment with digital technologies,
offering access to expertise, testing facilities, and advisory services. They
also provide support in accessing funding, training workers, and integrat-
ing digital tools in a way that supports sustainable growth and innovation.
Jointly funded by the European Commission and Member States under
the Digital Europe programme, EDIHs form a pan-EU network of over
150 hubs®, ensuring wide geographical coverage and enabling cross-bor-
der collaboration and knowledge exchange. Together, TEFs and EDIHs
create a complementary system: TEFs support the technological readiness
of advanced solutions, while EDIHs ensure that these innovations are ef-
fectively adopted and scaled across Europe’s diverse industrial and public
sectofs.

Finally, Al Factories are a new and strategic initiative within the EU dig-
ital ecosystem, designed to play a central role in empowering innovation
among startups and SMEs in the field of Al These facilities will serve as
integrated hubs where computing power, high-quality data, technical ex-
pertise, and access to Al-optimised infrastructure converge—Ilowering the
barriers that small players typically face when trying to develop and scale
advanced Al solutions. Al Factories will give SMEs the chance to experi-
ment with, develop and train the next generation of Al models, including
generative Al. This will be achieved by bringing together supercomputing
capacity, secure data spaces and dedicated Al development environments.
This eliminates the need for substantial in-house infrastructure. The roll-
out of Al Factories has been prioritised as part of the 2024 “Al Innova-

A full list and mapping are possible to find at the official website EU-digital-innovation-hubs.
€c.europa.eu.
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tion Package”. Al Factories are also part of the wider digital ecosystem
and are not designed as isolated projects, but as connective infrastruc-
tures that will link with TEFs and EDIHs, complementing their support
to SMEs by providing the core computing and data resources needed to
turn Al innovations into market-ready solutions*®.

4. Regulatory Sandboxes: Definition, Main Features,
and Legal Framework

4.1. Definition of the Tool

The rapid pace of technological progress and the introduction of new
products and services have created a new era of regulatory complexity®.
The inherent fluidity of technological progress has tested the tradition-
al rigidity of law and policymaking®. As a result, innovative regulatory
approaches have been devised, some of which are referred to as “exper-
imental lawmaking”. These approaches include the addition of “experi-
mental clauses™?

 In a first wave, 7 Al Factories were established (Finland, Germany, Greece, Italy,

Luxembourg, Spain and Sweden), followed by a second wave of 6 more (Austria, Bulgaria,
France, Germany, Poland, and Slovenia). Further information available on the official
websites: EU Commission, Al Innovation Package, available at digital-strategy.ec.europa.eu.

*#  Building on this, the “AI Continent Plan” announced the launch of five Gigafactories
dedicated to developing and training the next generation of Al models. The AI Continent
Plan particularly envisages the construction of five Gigafactories, each equipped with
over one million advanced processors dedicated to training cutting-edge Al models.
These facilities will focus on transformative sectors such as healthcare, biotechnology,
manufacturing, robotics and scientific research. They will also be fully integrated into
the EU digital ecosystem by collaborating with EuroHPC (the EU High-Performance
Computing Joint Undertaking).

# See M. Weimer - L. Marin, The Role of Law in Managing the Tension between Risk and Innovation:
Introduction to the Special Issue on Regulating New and Emerging Technologies, in European Journal of
Risk Regulation, 3, 2016, 469 ff.

% For an in deep analysis of the difficulties related to regulate innovation see I.. Bennett

Moses, How to Think About Law, Regulation and Technology: Problems with “Technology” as a Regulatory
Target, in Law, Innovation & Technology, 5(1), 2013, 1 ff.

%8 Some of the best doctrine has referred to these adaptive regulatory approaches as

“experimental lawmaking”. See S. Ranchordas, Experimental lawmaking in the EU: Regulatory
Sandboxes, in University of Groningen Faculty of Law Research Paper Series, 12, 2021, 1 ff.

2 For a detailed analysis see: M. Mousmouti, Making Legislative Effectiveness an Operational
Concept: Unfolding the Effectiveness Test as a Conceptual Tool for Lawmaking, in European Journal
of Risk Regulation, 9(3), 2018, 445 ff.; R. Van Gestel - G. Van Dick, Better Regulation through
Experimental Legislation, in European Public Law, 17(3), 2011, 539 ff.
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Within this broader context, regulatory sandboxes have gained promi-
nence®, providing the flexibility needed to meet the needs of the EU’s
evolving digital regulation strategy®: to balance regulatory oversight and
innovation, while protecting fundamental rights and upholding funda-
mental legal principles.

The term “sandbox” traditionally evokes two images: one of playgrounds,
where children can play without restrictions; and the other of computing,
where it represents a safe testing environment that protects the system
from malicious programs®. The addition of “regulatory” refers to a tool
designed to test new services and products in a simulated regulatory en-
vironment.

A regulatory sandbox is a controlled environment in which companies
operating in regulated sectors, such as banking, finance and insurance, or
in high-tech areas, such as Al systems and digital products, can test their
innovative products and services for a limited period of time®. During
this time, the testing is carried out in continuous communication with
the supervisors responsible for ensuring the compliance of the innovative
product/service before it enters the market, potentially benefiting from a
simplified transitional regime. There is no one-size-fits-all sandbox model,
and it depends on factors such as the technology used, the sector, the su-
pervising authority, and others.

The main advantage of a regulatory sandbox lies in its ability to offer a
safe space for experimentation - even allowing for potential mistakes - un-
der the close supervision of regulators®. The goal is to develop an innova-

% The term “regulatory sandbox™ first appeared formally at the EU level in the “Better

Regulation Toolbox”, among the possible tools for improving regulation: «Technological
transformation, the emergence of new products, services, and business models can be quite
challenging from a regulatory perspective. To enable firms to test innovations in a controlled
real-world environment, under a specific plan developed and monitored by a competent
authority, a relatively new policy instrument — a ‘regulatory sandbox’ — can be set up». See EU
Commission, Better Regulation Toolbox, 2023, available at: commission.europa.eu.

% The expression “digital regulation” is not a legal one. It attempts to grasp the virtues of
the EU legislators and regulators in creating a new environment for the EU market to grow
by respecting fundamental rights and creating a balance between innovation and respect for
the law. In its important scholarly work on the effects of EU law worldwide, Anu Bradford
depicts digital regulation as a form of power that thoroughly influences the production and
market of digital services and, as such, the digital economy. See A. Bradford, The Brussels Effect:
How the EU Rules the World, Oxford, 2019.

% See K. Yordanova, The shifting sand of regulatory sandboxes for Al, in KU Leuven CiTiP Blog,
2019.

% See F. Bagni F, The Regulatory Sandbox and the Cybersecurity Challenge: from the Artificial
Intelligence Act to the Cyber Resilience Act, in Rivista Italiana di Informatica e Diritto, 2, 2023, 201 ff.

7 See A. Attrey - M. Lesher - C. Lomax, The role of sandboxes in promoting flexibility and innovation
in the digital age, in OECD Going Digital Toolkit Policy, 2, 2020.
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tive product/service that complies with EU matket rules by the end of the
testing period. Specifically, regulatory sandboxes have a dual purpose: (a)
promoting business learning, development and testing of innovations in a
real-world environment; and (b) supporting regulatory learning by creat-
ing experimental regulatory frameworks to guide and support businesses
in their innovative activities under the supervision of regulators.

The essence of the sandbox is based on a traditional win-win scenario.
On the one hand, it facilitates market growth and development by ena-
bling rather than hindering the introduction of technologically innovative
products and services. At the same time, it ensures an appropriate level
of consumer protection and competition through ongoing dialogue with
regulators. While the company develops a product within an environment
that provides guidance and, under certain conditions, possible regulatory
exemptions, the regulator gains insight into the operator’s activities and,
through continuous dialogue, acquires new technical expertise.

The regulatory sandbox model first emerged in the financial sector, where
the combination of technological complexity and strict regulation pro-
vided an ideal environment for regulatory experimentation®. The Unit-
ed Kingdom (UK) played a pioneering role when, in 2016, the Financial
Conduct Authority” (FCA) launched the world’s first regulatory sandbox
to facilitate fintech development and innovation®. This initiative quickly
became a reference point for global regulatory practice, inspiring the cre-
ation of numerous sandbox schemes in jurisdictions worldwide®. Follow-
ing its success in finance, the sandbox model has progressively been ex-

%8 See S. T. Omarova, Technology v Technocracy: Fintech as a Regulatory Challenge, in Journal of
Financial Regulation, 6(1), 2020, 75 ff.

*  For more information on FCA’s Regulatory Sandbox, refet to fea.org.uk/ firms/ innovation/
regulatory-sandbox.

8 See: T. A. Hemphill, How State ‘Regulatory Sandboxes’ are Laboratories for Innovation, 2021; J. R.
Everhart, The Fintech Sandbox: An Overview of Regulatory Sandbox Regimes, in Southern Journal of
Business and Ethics, 12, 2020, 64 ff.; J.J. Goo - H.J. Yeun, The Impact of the Regulatory Sandbox on
the Fintech Industry, with a Discussion on the Relation between Regulatory Sandboxes and Open Innovation,
in Journal of Open Innovation: Technology, Market, and Complexity, 6(2), 2020.

8 Another significant example within the EU fintech domain is the regulatory sandbox

established by Banca d’Italia (the Italian Central Bank). In particular, Banca d’Italia has
developed a comprehensive experimentation framework based on three complementary
pillars: (1) the Fintech Channel, consisting of an Innovation Hub created in 2017 to provide
regulatory support to firms; (2) the Milano Hub, established in 2020 as a research-oriented
space dedicated to the development phase of innovative projects; and (3) the regulatory
sandbox propet, introduced in 2021.
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tended to other areas, including data protection® and, more recently, AI%.

4.2. Core Elements of Regulatory Sandboxing

Although the concept of regulatory sandboxes varies widely, certain com-
mon elements can be identified®. These common elements provide a
clearer framework for understanding how sandboxes work and what con-
ditions need to be met for their successful implementation®.

First and foremost, regulatory sandboxes are designed for innovative
products or services that are not yet available on the market. These offer-
ings typically involve new technologies, business models or applications
that do not fit neatly into existing regulatory frameworks®.

8 In this area, the role of national data protection authorities (DPAs) has been pivotal.
Two particularly relevant examples come from the United Kingdom and Norway. In
the UK, the Information Commissioner’s Office (ICO) has set up a regulatory sandbox
centred on personal data protection, exploring emerging technologies such as voice
biometrics and facial recognition. In 2020, the Norwegian Data Protection Authority
(Datatilsynet) launched a regulatory sandbox with a specific focus on the intersection of
privacy and artificial intelligence. Initially introduced in 2021 as a two-year pilot under
the national Al strategy, the sandbox aimed to foster privacy-friendly innovation and
digitalisation.

8 Two particulatly relevant examples in this area are the CNIL Sandbox in France and
the UK’ AI Airlock. The French initiative, developed by the Commission Nationale
de I'Informatique et des Libertés (CNIL), offers a sector-specific sandbox dedicated
to Al applications in public administration. It provides a structured environment for
collaborative regulatory experimentation and offers bespoke legal and technical guidance
to public and private organisations looking to develop Al systems that comply with data
protection and privacy requirements. The UK’ Medicines and Healthcare Products
Regulatory Agency (MHRA) launched Al Airlock in 2024. It is the UKs first sandbox
dedicated to Al as a medical device (AIaMD) and addresses the regulatory challenges
arising from the increasing use of Al in clinical settings.

8 For a detailed analysis see F. Bagni, Regulatory sandboxes as a bridge between Al and cybersecurity:
Exploring the interplay between the ai act and the cyber resilience act, in F. Bagni — F. Seferi (eds.),
Regulatory sandboxes for Al and Cybersecurity. Questions and answers for stakeholders, Florence, 2025,
54 ff.

% For a proper overview of the selection criteria, such as the innovative character of the

project, public interest, alignment with broader policy objectives, project maturity, consumer
safeguatds, identification of regulatory barriers, time limits, specific authority mandates, the
need for testing and increased legal certainty, please refer to the following studies and reports:
EU Commission, Commission Staff Working Document, Regulatory learning in the EU, Guidance on
regulatory sandboxes, testbeds, and living labs in the EU, with a focus section on energy, 2023, available at
data.consilium.europa.eu.

% The degree of innovativeness of the solution is the most frequent critetion emerging from
Seferi comparative analysis. For a detailed analysis see E Seferi, A working experimentation model
for cyber resilience regulatory sandboxes, in Joint National Conference on Cybersecurity, 1(3926), 2025.
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Secondly, the product or service should demonstrate a social added value
for consumers or society. This added value can include economic effi-
ciency, increased accessibility, or contributions to broader public policy
goals - such as financial inclusion, environmental sustainability, or digital
transformation.

Thirdly, the product or service must be mature enough to be tested. This
means that it must not be at the idea stage, but also not so mature that
meaningful changes would be impossible during the testing period. It
should be ready for market-like conditions, but still adaptable based on
feedback.

Fourthly, the proposed activity must be commercially viable throughout
the sandbox period. Participating companies must demonstrate that they
have the financial capacity to carry out the test without risking business
failure due to lack of resources. Economic sustainability is essential to
ensure the continuity and reliability of the experimental process.

Finally, for the sandbox to function effectively, it is crucial to identify the
applicable legal framework and the regulatory barriers that the innova-
tion may face. This includes clarifying the specific legislation against which
the product or service will be tested, as well as identifying the competent
authority responsible for supervising the experimentation and providing
regulatory guidance.

In addition, to ensure the success of the experimentation process, a num-
ber of parameters need to be clearly defined from the outset. Legal pre-
dictability is essential for participating companies, and the boundaries
and conditions of the sandbox should be defined in advance. Ideally, this
should be done through legislation, regulatory guidance or memoranda
of understanding with market surveillance authorities. Key parameters to
be defined include: applicable legislation, eligible sectors, planned exemp-
tions, rules for participation and selection, duration of the sandbox and
conditions for exiting the scheme. These elements are fundamental for
measuring results and assessing the impact of the sandbox.

Furthermore, appropriate safeguards must be put in place in a controlled
environment to mitigate potential risks, particularly if testing is conducted
in real-world conditions. For example, testing autonomous vehicles re-
quires specific safety protocols to protect participants and the public®.
Participation in regulatory sandboxes is generally subject to approval,
supervision and evaluation by the competent authority. Access is often
limited to a select number of participants during predefined application

% For a contribution emphasising the importance of safeguards in sandbox testing,

particularly in the field of autonomous vehicles, see R. Von Thiessen, Learnings from the Al
sandbox in Zurich: A practical perspective, in E Bagni — E Seferi (eds.), Regulatory sandboxes for Al
and Cybersecurity. Questions and answers for stakeholders, cit., 177 ff.
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windows. Authorities typically invite interested operators to submit pro-
posals, which are then evaluated through a structured selection process,
including interviews and due diligence. Only after this process are projects
formally admitted to the sandbox and allowed to begin testing under the
agreed conditions.

For a long time, there was no precise institutional definition of regulatory
sandboxes®. This absence is significant, as it shows that, despite the wide-
spread use of sandbox-like instruments in various EU Member States,
EU legislators had not yet formally conceptualised them. This changed
in 2024 when three major EU regulations introduced explicit legal defini-
tions, signalling a clear political and regulatory decision to invest in sand-
box mechanisms in the context of the recent digital regulatory “wave”.
Specifically, the Artificial Intelligence Act (Regulation (EU) 2024/1689)
defines “Al regulatory sandboxes” in art. 3(1)(55); the Interoperable Eu-
rope Act (Regulation (EU) 2024/903) defines “interoperability regulato-
ry sandboxes” in art. 2(1)(14); and the Cyber Resilience Act (Regulation
(EU) 2024/2847) refers to “cyber resilience regulatory sandboxes” in att.
33(2)%. These provisions establish a clear and explicit legal basis for sand-
box mechanisms at the EU level for the first time, providing a direct and
binding framework across all Member States.

Although a detailed analysis of the sandbox regimes under each of these
regulations is beyond the scope of this section, three observations are
particularly relevant.

Firstly, the definitions provided in the Al Act, the Interoperable Europe
Act and the Cyber Resilience Act broadly reflect the core features outlined
above. This convergence enables the formulation of a general operational
definition: a regulatory sandbox is a controlled environment established
by a competent authority that enables public or private entities to develop,
test and validate innovative solutions under regulatory supervision for a
limited period and, where appropriate, in real-world conditions™. For the

% The Better Regulation Toolbox also recognises the lack of clarity surrounding the

concept of regulatory sandboxes: «Although no commonly agreed definition exists,
regulatory sandboxes can be broadly described as schemes enabling producers to test
innovations in a controlled real-world environment, under a specific plan developed and
monitored by a competent authority» (at 131).

% For the sake of completeness, it should be noted that a fourth regulation — the Net-Zero
Industry Act (NZIA, Regulation (EU) 2024/1735) — was adopted in 2024. This introduces
“net-zero regulatory sandboxes”, which are defined as controlled real-world environments
in which undertakings can test innovative net-zero technologies. These are developed and
monitored by a competent authority (Arts. 26-27).

™ The real-world testing enables more accurate, context-sensitive and practically relevant

experimentation. However, it also introduces additional risks, particularly when real personal
data or high-impact scenarios are involved. To mitigate these risks, for example, the AI Act
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first time, therefore, a common conceptualisation of the instrument be-
gins to emerge at EU level.

Secondly, although key secondary legislation in the form of implementing
acts is envisaged under both the AI Act and the Interoperable Europe
Act, the Cyber Resilience Act does not include an equivalent provision.
These implementing acts are expected to play a crucial role in defining the
operational parameters of regulatory sandboxes, including the criteria for
eligibility, the procedural requirements and the supervisory arrangements.
Thirdly, the distinguishing feature of the AI Act is that it requires the
creation of regulatory sandboxes at a national level; under the other two
regulations, this remains optional. For this reason, the following section
focuses specifically on the Al Act’s regulatory sandbox provisions, as this
framework will likely influence the future design and implementation of
sandbox mechanisms within the European digital ecosystem.

4.3. Al Regulatory Sandboxes under the Al Act and
Their Integration into the EU Digital Ecosystem

Due to the complexity of the regulatory framework, the aim of this sec-
tion is not to provide an exhaustive analysis of the Al Act’s sandbox
regime™. Instead, it highlights several key elements that are particularly
relevant when considering regulatory sandboxes as part of the wider Eu-
ropean digital ecosystem.

As mentioned previously, the AI Act is the only EU regulation that oblig-

requires robust oversight by the relevant authority, the adoption of a specific “real-wotld
testing plan” (see art. 3(1)(53)), and the implementation of appropriate safeguards to protect
fundamental rights, health, and safety (see art. 57(4)).

™ The AI Act exptessly recognises regulatory sandboxes as instruments for fostering

innovation (Chapter VI), dedicating arts. 57 and 58 to defining their objectives, structure,
and operation. According to art. 57, each Member State must establish at least one fully
operational national Al sandbox by August 2026. This marks a shift from fragmented,
voluntary experimentation to a mandatory, harmonised EU-wide framework. Sandboxes
are intended to enhance legal certainty, support the exchange of best practices, encourage
innovation — particularly among SMEs and start-ups, who can participate free of charge —
and facilitate structured regulatory learning. At the end of each experimentation cycle, the
relevant authorities must issue an exit report and, where requested, additional documentation.
While this does not create any presumption of conformity, it must be given due consideration
by notified bodies and market surveillance authorities. Art. 58, in turn, assigns the EU
Commission a central role in shaping the practical functioning of sandboxes through one
or more implementing acts. These acts — still pending at the time of writing — will be
decisive in ensuring a coherent and harmonised approach across the Union. They will define
the operational architecture of national sandboxes in detail and ultimately influence their
capacity to function as effective instruments of adaptive, collaborative, and forward-looking
regulatory governance.
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es Member States to set up Al regulatory sandboxes at a national level
(art. 57(1))™ Consequently, a comprehensive network of Al regulatory
sandboxes is expected to emerge across Member States in the near future.
While this will significantly expand the European digital ecosystem, it will
also create substantial challenges in terms of coordination, governance
and operational consistency.

One of the most significant coordination challenges concerns the institu-
tional dimension. Art. 57(10) of the Al Act, supported by recital 139, stip-
ulates that national data protection authorities (IDPAs) must be involved in
operating and supervising Al sandboxes where personal data processing is
concerned. Furthermore, art. 59 of the Al Act regulates the processing of
personal data in the public interest within sandbox environments™. These
provisions emphasise the importance of effective coordination between
the relevant authorities, reinforcing the multi-authority nature of sandbox
governance. The operational parameters of the sandboxes will be defined
through one or more implementing acts adopted by the European Com-
mission under art. 58(1). These acts are expected to address three key ar-
eas: (i) eligibility and selection criteria (art. 58(1)(a))™; (ii) procedural rules
(art. 58(1)(b))™; (iii) and terms and conditions for participation (art. 58(1)
(©).

At the time of writing, the final version of the Implementing Act had not
yet been adopted. However, a draft was published in December 2025,
Despite expectations of a detailed and prescriptive framework, the draft
is relatively concise, consisting of 25 recitals and 10 articles. Nevertheless,

2 The core mandate of art. 57(1) is that each Member State shall establish at least one

national regulatory sandbox for Al and ensure that it is fully operational within 24 months of
the entry into force of the Regulation. The essential requirement is that, within this timeframe,
each Member State guarantees the existence of at least one functional and accessible sandbox,
providing market participants with a dedicated space to test their Al systems before placing
them on the market.

™ For an interesting focus on art. 59 of the AI Act and, more generally, on data protection
aspects related to the Al Act and sandboxes, please refer to D. Baldini, Legislative intersection
perspectives on regulatory sandboxes: Navigating the interplay between the Al Act and the GDPR, in F.
Bagni — F. Seferi (eds.), Regulatory sandboxes for Al and Cybersecurity. Questions and answers for
stakeholders, cit., 70 ff.

™ These rules will define who can apply to participate in a sandbox and how applications are
to be evaluated. Eligibility refers to the general requirements that applicants must meet, while
selection criteria relate to the qualitative indicators used to select applicants.

™ These include the full procedural lifecycle of sandbox participation, from application and
acceptance to monitoring, reporting and exit.

" See Commission Implementing Regulation (EU) .../... laying down rules for the

application of Regulation (EU) 2024/1689 of the European Parliament and of the Council
as regards the establishment, development, implementation, operation and supervision of Al
regulatory sandboxes, draft text available at digitalstrategy.ec.europa.eu/en/consultations.
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several important elements can already be identified.

Recital 5 clarifies that, in order to comply with the Al Act, each Member
State must establish at least one “horizontal” national Al regulatory sand-
box that is open to experimentation with any Al system that meets the
general eligibility criteria set out in the Regulation.

Regarding participant eligibility and project selection — arguably one of
the most legally significant aspect of the entire framework — recital 13
emphasises the need to consider regulatory and practical challenges, the
maturity and competitiveness of the Al system, and the potential for reg-
ulatory learning to be scaled up. Notably, the draft adopts a nuanced un-
derstanding of “innovation”, recognising that Al systems already on the
market may qualify for sandbox participation if they are deployed in a new
or significantly different context. Recital 13 should be read in conjunction
with art. 3 of the same Act, which provides further specifications of the
eligibility requirements (art. 3(2)) and the selection criteria (art. 3(3)). The
references to scalability of regulatory learning, contribution to the public
interest, maturity, economic viability and innovative character of the sys-
tem are particularly relevant.

Another important point is the clear acknowledgement of the need to
integrate Al regulatory sandboxes into the wider European digital eco-
system. Recital 16 and art. 4(5) of the draft Implementing Act emphasise
the importance of connecting sandboxes to other key infrastructures such
as TEFs, EDIHs and Al Factories. This approach is consistent with art.
57(4) of the AI Act, which anticipates the development of a coordinated,
multi-level sandbox ecosystem throughout the EU”. The Al Act also re-
quires structured coordination between national authorities, the European
Al Office™ (art. 64) and the European Artificial Intelligence Board (art.
05), to ensure coherence, transparency and harmonised implementation
across Member States™.

This systemic perspective makes clear that Al regulatory sandboxes should
not be viewed as standalone instruments. Instead, they are part of an in-
terconnected landscape alongside TEFs, which validate emerging technol-

" This framework includes a mandatory sandbox in each Member State, with the possibility
for additional initiatives at regional or local level, as well as a dedicated data protection sandbox
under the supervision of the European Data Protection Supervisor (EDPS).

8 Tt is established within the Directorate-General for Communication Networks, Content

and Technology (DG CNECT) in the European Commission. The AI Office is the office in
charge of supervise and enforce the Al Act requirements on general purpose Al models and
Al systems across the 27 EU Member States.

” Such a complex structure requires efficient coordination at the European level. Art.

57 emphasises the importance of cross-border collaboration between national authorities
(par. 13), especially within the context of the Board (para. 14) and enables them to request
assistance and advice from the Al Office (para. 15).
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ogies, EDIHs, which support SMEs in their digital transformation, and Al
Factories, which provide the infrastructure needed to develop advanced
Al systems. In this architecture, regulatory sandboxes serve as bridges,
connecting innovation and regulation and providing entry points for com-
panies, particularly SMEs and start-ups, into the broader digital support
system. By integrating sandboxes into this value chain, EU regulators are
seeking to create a coordinated pathway that supports companies from the
earliest stages of product development through to regulatory alignment
and full market deployment. However, the effectiveness of this model
depends on all components being propetly connected and mutually rein-
forcing, a condition that remains to be demonstrated in practice.

5. Concluding Remarks

This contribution examined the relationship between regulation and inno-
vation within the evolving landscape of EU digital ecosystems. It has em-
phasised the paradigm-shifting nature of the ongoing technological trans-
formation and the significant influence of the economic and institutional
contexts in which innovation occurs. The analysis reveals that the EU is
simultaneously presented with significant development opportunities and
substantial systemic risks. These arise in an environment characterised by
accelerating technological change, increasingly fragmented economic eco-
systems, growing complexity in global value chains and an ever-expanding
regulatory framework.

The EU brings together profoundly heterogeneous realities: large glob-
al technology firms embedded in extensive digital corporate ecosystems,
and territorial industrial systems composed of networks of small and
medium-sized enterprises, often organised into clusters or technological
districts. A third dimension must be added to this picture: the EU digi-
tal ecosystem, consisting of infrastructures, programmes, and multi-level
governance mechanisms.

This inevitably produces tensions. Businesses must balance the demands
of global markets with the obligations imposed by EU regulation. They
also face rising compliance costs and the risk of competitive asymmetries
widening with large technology companies. These challenges are intensi-
fied by Europe’s recent “regulatory wave”, which has resulted in a com-
plex body of legislation. While these measures are crucial for safeguarding
citizens, fundamental rights and fair competition, they may also result in
overlaps, inconsistent implementation and coordination issues among reg-
ulatory authorities, potentially impacting SMEs with legal uncertainty and
additional barriers to innovation.

Against this backdrop, regulatory sandboxes have emerged as a potentially
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pivotal mechanism for bridging the gap between technological innovation
and regulatory oversight. By providing a controlled environment in which
firms and authorities can experiment together with emerging technolo-
gies, sandboxes offer a practical way to reconcile technological dynamism
with regulatory safeguards. From an economic perspective, they can re-
duce compliance costs, facilitate market access for SMEs and start-ups,
and mitigate competitive imbalances with Big Tech. Institutionally, they
promote regulatory learning and investment, enabling authorities to gain
detailed, practical knowledge of new technologies — insight that conven-
tional regulatory instruments rarely provide.

Sandboxes can also help to manage the complexity of digital ecosystems.
Such ecosystems are highly interconnected, as are the value chains of local
and global firms, as well as the legal frameworks that govern economic
and social life. This interconnectedness generates two main categories of
risk. First, infra-ecosystem risks stem from the need to reconcile the bot-
tom-up economic logic of enterprises with the top-down constraints of
regulatory ecosystems. Inter-ecosystem risks arise when SMEs must com-
ply with both global market rules, which are often linked to participation
in global value chains, and the requirements established by EU regulators.
SMEs must assess the economic and competitive consequences of this
overlapping regulatory landscape, particularly given competitive pressure
from Big Tech and the risk of structural asymmetries.

The paper’s suggestion of using regulatory sandboxes is precisely intend-
ed to address this complexity. By enabling companies to innovate within
regulatory boundaries while pursuing competitive advantages and reduc-
ing exposure to competitive asymmetry through participatory and opera-
tional experimentation, sandboxes facilitate innovation. At the same time,
they allow regulators to learn directly from the challenges firms encounter
and address these through structured dialogue. Thus, sandboxes support
a more participatory, efficient and sustainable governance model based on
cooperation between institutions and enterprises.

From a regulatory perspective, the sandbox model reveals its most inno-
vative dimension. Traditional regulation usually follows a top-down ap-
proach: rules are established first and the industry must adapt. In contrast,
the sandbox model introduces an important inversion. Rather than merely
applying pre-existing rules, regulators and regulated entities can collab-
oratively design regulatory solutions through structured, hands-on ex-
perimentation to some extent. In the field of emerging technologies, law
becomes an iterative, dialogic process shaped not only by abstract princi-
ples, but also by concrete operational evidence. In this sense, the sandbox
functions as a “laboratory” for norm-making, where experimentation can
inform future regulatory standards, guidance, and supervisory strategies.
This evolution reflects a broader conceptual shift towards viewing regula-
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tion as an adaptive, relational, and evidence-based activity. The widening
gap between traditional regulatory methods and rapidly advancing tech-
nologies cannot be overcome with static rules alone. There is an increasing
need for instruments that evolve alongside the technologies they aim to
govern.

The sandbox model is not without limitations. The AI Act’s sandbox re-
gime — also in light of the draft Implementing Act — highlights this. Key
aspects, including eligibility criteria, selection procedures and operational
arrangements, still need to be specified and tested in practice. The man-
datory involvement of Data Protection Authorities in some cases intro-
duces a coordination requirement that cannot be taken for granted. More
broadly, the absence of unified governance structures, the risk of forum
shopping across Member States, the possibility of regulatory capture or
ethics washing (Francis, 2025; Zarra, 2025), and persistent asymmetries in
technical expertise demonstrate that sandboxes are not a universal solu-
tion. They require substantial resources, methodological rigour, clear ob-
jectives, and robust institutional capabilities, as well as a genuine commit-
ment to sound sandbox design from all parties involved. If applied in the
wrong context or with insufficient safeguards, a sandbox risks becoming,
metaphorically, “quicksand”. Therefore, careful assessment and clear cri-
teria are essential in determining what should be subject to experimenta-
tion and under what conditions.

Nevertheless, regulatory sandboxes are one of the most ambitious at-
tempts to balance technological innovation with legal protection — two
objectives at the heart of Europe’s strategic positioning. Their long-term
effectiveness depends on their implementation, but their underlying ra-
tionale closely aligns with the EU’s commitment to fostering innovation
and becoming a global leader in developing safe, trustworthy, and val-
ue-driven artificial intelligence.

As mentioned previously, the AI Act mandates that each Member State
establish at least one national Al sandbox by August 2026, though com-
pany participation remains voluntary. Therefore, it will be crucial for EU
regulators to calibrate the model so that it is both effective and attractive
without distorting competition. The success of this balancing exercise will
ultimately determine whether regulatory sandboxes evolve into a stable in-
strument of co-regulation and adaptive governance within the EU digital
ecosystem.
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Abstract

Artificial intelligence (Al is a transformative technology that is reshaping
economic and social systems. In response to the challenges it poses, the
European Union has developed a comprehensive regulatory framework,
including the AI Act, which aims to balance innovation, fundamental
rights and economic competitiveness. Central to this framework is the EU
digital ecosystem, which is based on a decentralised and territorial model.
Unlike the centralised structures of US Big Tech, the European approach
relies on SMEs, industrial clusters and entrepreneurial networks. However,
regulatory fragmentation and high compliance costs risk stifling innova-
tion. Against this backdrop, regulatory sandboxes are emerging as pivot-
al policy instruments to foster Al development. By providing controlled
testing environments, they aim to reduce regulatory burdens, particulatly
for SMEs and start-ups, and to foster structured dialogue between regu-
lators and innovators. Taking an interdisciplinary approach that combines
legal and economic perspectives, this paper explores these dynamics, em-
phasising the importance of balancing market forces and societal values
when shaping Europe’s digital future.

Keywords
digital regulation - digital ecosystem - regulatory sandboxes - artificial in-
telligence - innovation
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Quantum Preparedness as
a Constitutional Obligation
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1. Introduction

The necessity of preparing for the quantum era represents not merely a
technological challenge but a legal duty for the European Union (EU).!
In order to understand why this duty arises, it is first necessary to clarify
what is meant by quantum computing, Contemporary technologies are
undergoing what several authors have described as a second quantum rev-
olution,? in which the principles of quantum mechanics are no longer only
the object of theoretical description but become the operating core of
new devices capable of processing, transmitting and securing informa-
tion in ways that classical electronics cannot achieve. Quantum computing
belongs to this family: it is a form of computation that no longer relies
on the traditional bit, which can take only the value 0 or 1, but on the

" Peer-reviewed article.

1 R. De Wolf, The Potential Impact of Quantum Computers on Society, in Ethics and Information
Technology, 19, 2017, 271 ff.; C. Bush, Quantum Computing and Digital Payments; Opportunities,
Threats, and the Path toward Regulation, in International Review of Law, Computers and Technology,
2026, 1 ff.; N. Bindel — M. Mosca — B. Munson, The Quantum Threat to Cybersecurity and
Privacy, in The Boundaries of Data, 2024, 35 ff.

2 JP. Dowling — G.J. Milburn, Quantum Technology: the Second Quantum Revolution,
in Philosophical Transactions of the Royal Society of London, 2003, 1655 ff.;; I1.H. Deutsch,
Harnessing the Power of the Second Quantum Revolution, in PRX Quantum, 1, 2020, 020101; K.
Intonti et al., The Second Quantum Revolution: Unexplored Facts and Latest News, in Encyclopedia,
4,2024, 630 ff.; A. Ferreira — V. Lipidinen — C. Polito, Quantum Technologies and Cybersecurity,
CEPS Research Paper, Brussels, 2023.
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quantum bit (qubit), a physical system governed by quantum laws that can
be prepared in a superposition of states, so that, before measurement, it
can encode simultaneously the information corresponding to 0 and to 1.
This property of superposition, to which one may add the possibility of
correlating qubits through entanglement — a phenomenon in which two
or more qubits become linked in such a way that the quantum state of
each cannot be described independently of the others, even when separat-
ed by large distances — allows a quantum processor to explore in parallel
portions of the computational space that a classical machine could reach
only through sequential or exponentially costly steps. It was precisely this
insight, already noted by Feynman in the early 1980s, that suggested that
certain phenomena described by quantum physics cannot be efficiently
simulated by classical computers, and that, conversely, a computer built ac-
cording to quantum rules could solve specific classes of problems with far
superior efficiency. The decisive confirmation came in 1994 with Shot’s
algorithm,® which showed that a sufficiently powerful quantum computer
would be able to factor large integers in polynomial time, thus attacking
the mathematical problems on which today’s most widespread public key
cryptographic schemes are based. From that moment it became evident
that quantum information and quantum computers were not only a theo-
retical exercise, but a technology with concrete and disruptive applications
in cryptography, optimization, simulation of materials and chemical pro-
cesses, and even in the acceleration of certain artificial intelligence tasks.
Precisely because they are able to manage information in a way that ex-
ploits the laws of the subatomic world, quantum machines can produce
benefits of extraordinary scope, but they can also generate risks of the
same magnitude, including risks for cybersecurity, national security and
the protection of personal and strategic data.

Seen in this light, quantum computing, while promising revolutionary ad-
vances in computation, simulation, and cryptographic analysis, simultane-
ously introduces a class of risks unprecedented in both scale and systemic
impact. The capacity of quantum machines to disrupt current public key
encryption schemes threatens the confidentiality of communications, the

® Shot’s algorithm and Grover’s algotithm are two landmark quantum-computing

algorithms. Shor’s algorithm allows a quantum computer to factor large composite
integers in time that is polynomial in the logarithm of the integer, thereby achieving
an exponential speed-up over the best-known classical factoring methods, and raising
critical implications for cryptographic systems based on integer-factorisation hardness
(such as RSA). Grover’s algorithm is tailored to the “unstructured search” problem
(i.e., finding a target entry in an unsorted database of size N) and achieves a quantum
quadratic speed-up (roughly O(\/N) queries, where N denotes the size of the database
and O denotes standard asymptotic complexity notation) compared to the classical O(N)
brute-force search; while not exponential, the quadratic improvement remains widely
significant, especially for cryptographic brute-force attacks on symmetric-key systems.
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protection of data, and, by extension, the foundational values of the Eu-
ropean Union’s legal order.* At stake are the effectiveness of fundamental
rights, the credibility of digital governance, and the preservation of the
Union’s autonomy.

Within the European legal framework, stretching from primary law to
the extensive body of secondary legislation, the institutions of the Union
and Member States bear positive obligations to ensure that freedoms and
rights remain effective within the digital environment. This includes the
duty to maintain the technological conditions necessary for the exercise
of those rights. The security and reliability of cryptographic infrastruc-
tures are therefore not merely technical matters, but legal preconditions
for the continued validity of arts. 7 and 8 of the Charter of Fundamental
Rights of the European Union, which guarantee the confidentiality of
communications and the protection of personal data. In this sense, quan-
tum preparedness designates the legal and institutional capacity to antici-
pate, absorb, and mitigate the disruptive effects of quantum technologies
while ensuring their responsible incorporation into the Union’s regulatory
ecosystem, embodying a legal obligation of foresight in the form of a duty
of technological diligence flowing from art. 2 TEU and the principle of
sincere cooperation enshrined in art. 4(3) TEU.

This obligation has already begun to acquire operational relevance. The
EU Cybersecurity Strategy and the 2030 Digital Compass identify the
transition to post-quantum cryptography as a strategic priority, while the
Cybersecurity Act (Regulation 2019/881) mandates the European Union
Agency for Cybersecurity (ENISA) to monitor emerging threats and to
promote crypto-agility, as the ability to adapt swiftly to new encryption
standards. Recent analyses, including the RAND report The Quantum Age
and Its Impacts on Civil Justice System,® warn that persisting in reliance on
classical encryption without structural adaptation amounts to the accu-
mulation of deferred vulnerabilities: a latent erosion of trust that will ma-
ture precisely when the technological asymmetry becomes irreversible. To
neglect this trajectory would be to compromise, in advance, the Union’s

* Cf. A. Castiglione — J.G. Esposito — V. Loia — M. Nappi — C. Pero — M. Polsinelli,
Integrating Post-Quantum Cryptography and Blockchain to Secure Low-Cost IoT Devices, in IEEE
Transactions on Industrial Informatics, 2024, 1674 ff.; A. Castiglione — J.G. Esposito — V. Loia
— M. Nappi — C. Pero — M. Polsinelli, Enhancing Trust of Deep Learning Models with Post-
Quantum Digital Signatures, in Journal of Supercomputing, 81, 2025, 1191 ff.; EJ. Zuiderveen
Borgesius et al., The Right to Communications Confidentiality in Europe: Protecting Privacy,
Freedom of Expression, and Trust, in Theoretical Inquiries in Law, 2019, 291 ff.

® J. Dimarogonas — M. Gtisé — M. Buenaventura — E. Silfversten — A.J. Lohn — J.M.
Anderson — B. Saunders-Medina, The Quantum Age and Its Impacts on the Civil Justice System,
RAND Corporation, RR-A1020-1, 2025, in rand.org.
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promise of security and privacy.®

Yet, the problem transcends the technical dimension and strikes at the
legal and geopolitical core of digital governance. Quantum computing
compels a re-examination of the balance between innovation, freedom,
and sovereignty in the digital order.” The values proclaimed in art. 2 TEU
— respect for human dignity, freedom, democracy, equality, and the rule of
law — require not only passive respect but active protection through legal
measures capable of anticipating technological disruption. The Court of
Justice of the European Union has consistently held that the rights of the
Charter impose duties of action on public authorities whenever neces-
sary to secure their effectiveness. From Digital Rights Ireland (C-293/12) to
Schrems 11 (C-311/18),* the Court has clarified — in particular, in §§ 3942
of the former and §§ 176177 of the latter — that data protection entails a
continuous responsibility to adapt safeguards to evolving risks. Quantum
preparedness can thus be conceived as the next expression of this juris-
prudential line: an obligation to preserve the material conditions under
which digital rights can exist.

Several jurisdictions have already begun to articulate different models of
quantum governance.’ The United States has opted for security-oriented

¢ F Fabbrini — E. Celeste — J. Quinn (eds.), Data Protection beyond Borders: Transatlantic
Perspectives on Extraterritoriality and Sovereignty, Hart, 2021.

7 Cf. F. Fabbrini — E. Celeste — J. Quinn (eds.), Data Protection beyond Borders, cit.

8 ECJ, Joined Cases C-293/12 and C-594/12, Digital Rights Ireland and Seitlinger and Others
(2014), §§ 39-42; ECJ, C-311/18, Data Protection Commissioner v Facebook Ireland Ltd and
Maximillian Schrems (“Schrems I1”) (2020), §§ 174—177. See also 'T. Ojanen, Privacy Is More
Than Just a Seven-Letter Word: The Court of Justice of the European Union Sets Constitutional
Limits on Mass Surveillance, in European Constitutional Law Review, 10, 2014, 528 ff.

 R. Courtland, China’s 2,000-km Quantum Link Is Almost Complete, in spectrum.ieee.org, 26
October 2016; E. Parker et al., An Assessment of the U.S. and Chinese Industrial Bases in
Quantum Technology, RAND Cotporation, February 2022, in rand.org; United States House
Committee on Science, Space, and Technology, Full Committee Hearing: Advancing American
Leadership in Quantum Technology, 118th Cong;, 7 June 2023 (Statement of C. Merzbacher,
Executive Director of Quantum Economic Development Consortium), in democrats-
science.house.gov; University of Science and Technology of China (USTC), H [E £} 545
KRR R T S KA 5L LRy i T2 A i 4% (USTC Successfully Realises the
World's Largest 51-Qubit Entangled State Preparation), in 15 5. F¥ 4% %24 (Information Network
Security), 23, 2023, 129; B.K. Williams, The Innovation Race: US-China Science and Technology
Competition and the Quantum Revolution, Wilson Centre, in Wilsoncenter.org, 25 October 2023;
Z.. Weilan, US Blockades Won't Hinder China’s Quantum Computing Technology Development:
Leading Scientist, in globaltimes.cn, 26 July 2024; University of Science and Technology of
China (USTC), H IR} BEAR R 744 1 [ Bm i 5 T 1 B ) Sk &7~ k9 4% (USTC
Builds the World’s First Entanglement-Based Metropolitan Quantum Network), in {55 5 WX 2% 22 4>
(Information Network Security), 24, 2024, 981; M. Wimmer —T.G. Moraes, Quantum Computing,
Digital Constitutionalism, and the Right to Encryption: Perspectives from Brazil, in Digital Society, 1,
2,2022, 12 ff.; A. Zornetta, Quantum-safe Global Encryption Policy, in International Journal of
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pragmatism, as illustrated by the Quantum Computing Cybersecurity Prepared-
ness Act (2022),% which instructs federal agencies to map and replace cryp-
tographic infrastructures that will become vulnerable to quantum attacks.
China, by contrast, is advancing a state-led project of technological sov-
ereignty, combining substantial public investment with the creation of na-
tional standards in quantum communications and post-quantum encryp-
tion. Both approaches generate extraterritorial effects, often described
as the Washington effect and the Bejing effect,}* which influence how trust,
interoperability and technical benchmarks are defined at the global level.
Within this increasingly binary context, the European Union must articu-
late a path of its own, one that aligns scientific competitiveness with legal
and fundamental rights safeguards, so that technological development is
integrated into the rule of law rather than absorbed entirely by logics of
national security or administrative control.

For the European Union, quantum preparedness therefore has a dual ori-
entation. On the internal side, it means guaranteeing that the concrete
enjoyment of rights and freedoms remains protected from the disruptive
potential of quantum computing. On the external side, it means preserv-
ing strategic autonomy in setting the legal, ethical and technical parameters
of the quantum era. Part of the recent doctrine has referred to this project
as a Quantum Acquis Planétaire,”? that is, a body of cooperative norms for
quantum technologies built on principles of ethical universality and re-
ciprocal limitation of power. This remains an aspirational construct, yet it
indicates the possibility of a global governance arrangement that, in spirit,
would resemble the 1968 Nuclear Non-Proliferation Treaty, converting
technological rivalry into a more orderly and mutually comprehensible
form of coexistence.

A comprehensive treatment of the legal and policy challenges posed by the
quantum age, including the implications for intellectual property, national
security, and civil liberties, is offered by Hoofnagle and Garfinkel.”® The
most systematic analysis to date of the relationship between information

Law and Information Technology, 32(1) 2024, art. eaae020.

0 H.R. 7535 — Quantum Computing Cybersecurity Preparedness Act, 117th Cong, 2022, in
£oNgress.gov.

V. Weber, The Diffusion of Cyber Norms: Technospheres, Sovereignty, and Power, DPhil thesis,
University of Oxford, 2021, in ora.ox.ac.uk.

2. M. Kop, Establishing a Legal-Ethical Framework for Quantum Technology, in yo/t.org,
30 March 2021; J. Mokander — P. Juneja — D. Watson — L. Floridi, The US Algorithmic
Accountability Act of 2022 vs the EU Artificial Intelligence Act: What Can They Learn from
Each Other?, in Minds and Machines, 32, 2022, 751 ff.; M. Kop, Towards an Atomic Agency for
Quantum-Al, arXiv:2505.11515, 2025, 87 ff.

B C.J. Hoofnagle — S.L. Garfinkel, Law and Policy for the Quantum Age, Cambridge, 2022
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security governance and human rights, encompassing both encryption and
quantum computing, is provided by Van Daalen,* whose monograph de-
velops a normative framework centred on the ECHR and the Charter,
analysing the duties of States within what he terms the information security
cycle — the continuous dynamic of making and breaking security measures.
While that work focuses primarily on the assessment of existing govern-
ance through the lens of human rights compatibility, the present article
adopts a complementary and propositional perspective, advancing concrete
institutional proposals — the European Digital Code and the QSDP — de-
signed to operationalise the Union’s legal duty of quantum preparedness.
The analysis that follows proceeds from this premise. It interprets quan-
tum preparedness not as a speculative and captivating metaphor, but as
a concrete manifestation of the Union’s duty of foresight, interpreted as
an obligation to preserve, within the quantum horizon, the unity between
freedom, security, and technological progress that defines the European
project. The following sections will demonstrate how this duty can be
articulated through existing legal frameworks, from data protection and
cybersecurity to digital services and market governance, and how it may
culminate in the proposal of an integrated European Digital Code de-
signed to ensure that the law itself becomes quantum-ready.

2. Legal Foundations: From Cryptographic Vulnerability
to a Right to Adequate Encryption

2.1. Quantum Threats and Legal Responsibility

Quantum computing constitutes a stress test for the European Union.
By undermining the technical foundations upon which data protection,
privacy, and digital trust depend, it challenges the effectiveness of rights
guaranteed under arts. 7 and 8 of the Charter of Fundamental Rights, en-
sured not only by the GDPR,* but also by the ePrivacy Directive (Direc-
tive 2002/58/EC), the Law Enforcement Directive (Directive 2016/680),
and the Regulation applicable to EU institutions and bodies (Regulation
2018/1725). The duty to preserve these rights cannot be discharged mere-
ly through abstract recognition of the forthcoming adoption of quantum
technologies; rather, it entails the proactive maintenance of the technical

¥ Q. van Daalen, From Encryption to Quantum Computing: The Governance of Information
Security and Human Rights, Springer Nature, 2024.

5 Regulation (EU) 2016/679 of the European Patliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, O] L. 119/1 (heteinafter “GDPR”).
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means that make them operational. In the digital environment, cryptogra-
phy constitutes one essential dimension of the material substratum upon
which legal guarantees and obligations rest. To be sure, privacy and data
protection encompass a range of principles far broader than confidenti-
ality alone, including transparency, purpose limitation, data minimisation,
and accountability. Yet, without adequate encryption, even these broader
safeguards lose much of their practical efficacy: a transparent and fair
processing framework provides scant protection if the data it governs can
be accessed through cryptanalysis. When the cryptographic substratum
becomes obsolete, the rights it supports risk becoming nominal.

The capacity of quantum computers to execute Shor’s and Grover’s al-
gorithms will render today’s dominant public-key systems — RSA and
elliptic-curve cryptography — computationally vulnerable. Long-lived or
high-sensitivity datasets,”® including genomic archives, diplomatic corre-
spondence, and intellectual property registries, are particularly exposed
to the so-called harvest now, decrypt later strategy, whereby adversaries in-
tercept and store encrypted data today to decrypt them once quantum
capability becomes available. Continued reliance on classical encryption
effectively accumulates latent vulnerabilities whose consequences will ma-
terialize once the technological asymmetry becomes irreversible. The risk
of unlawful access has been identified as a central factor in any measure
affecting encryption;’ by extension, the foreseeable erosion of classical
encryption intensifies this obligation, since the risk of unlawful access is
no longer hypothetical but structurally embedded in the current techno-
logical trajectory.

From a legal standpoint, this prospect gives rise to a positive obligation of
foresight. Art. 2 TEU commits the Union to respect for human dignity,
freedom, and the rule of law; those values are not static ideals but opera-
tive principles that impose duties of protection. The Court of Justice has
repeatedly confirmed that where the effectiveness of a Charter right de-
pends on technical safeguards, public authorities must act to ensure their

adequacy. In Digital Rights Ireland (C-293/12, §§ 39-41) and Tele2 Sverige (C-

%6 P Quinn — L. Quinn, Big Genetic Data and Its Big Data Protection Challenges, in Computer
Law and Security Review, 34, 2018, 1000 ff;; M. Shabani — P. Borry, Rules for Processing
Genetic Data for Research Purposes in View of the New EU General Data Protection Regulation, in
European Journal of Human Genetics, 26, 2018, 149 ff.; P. Parmar et al., A Review of DNA
Cryptography: From a Data Protection Perspective, in Proceedings of the 2023 16th International
Conference on Security of Information and Networks (SIN), IEEE, November 2023, 1 ff.

7 O.L. Van Daalen, The Right to Encryption: Privacy as Preventing Unlawful Access, in Computer
Law & Security Review, 49, 2023, 105804, 8 ff.; M. Mladenov — M. Galetin, The Unbreakable
Code Shaping Digital Resistance: A Right to Encryption in the Jurisprudence of the European Court
of Human Rights and the Court of Justice of the European Union, in Juridical Tribune — Review of
Comparative and International Taw, 2025, 578 ff.

272



Davide Clementi

203/15, §§ 100-107), the Court invalidated data-retention regimes primat-
ily because indiscriminate and general retention of data, without sufficient
safeguards such as purpose limitation, oversight, and security guarantees,
undermined the substance of the right to privacy and data protection.
In Schrems 11 (C-311/18, §§ 176-177), it extended this logic to transatlan-
tic data transfers, emphasizing the obligation to maintain an “essentially
equivalent” level of protection.'

Similarly, the foreseeable breakdown of current encryption systems gives
rise to a legal duty to adapt the protective infrastructure of the Union.
Failure to act would amount to a structural omission in fulfilling the Un-
ion’s mandate to safeguard the integrity and reliability of information. In
this sense, quantum preparedness should be read as a responsibility to pre-
vent the gradual weakening of fundamental rights caused by technological
obsolescence, reframing what could be seen merely as technological up-
dating into a problem of legal continuity and effectiveness.

2.2.Evolving Accountability and Technological Diligence

The principle of accountability, central to the GDPR and to the Union’s
data-governance architecture, requires that controllers and processors
be able to demonstrate compliance with applicable standards of protec-
tion. Yet accountability cannot remain static while the threat landscape
evolves. A dynamic accountability model must ensure that responsibilities
— whether of public authorities, corporations, or professionals — evolve
in parallel with technological progress.” This imperative is reinforced by
the conceptualisation of information security as a continuous cycle of
making and breaking: security measures are taken, circumvented, and then
replaced by new measures, in an ongoing dynamic that renders any static
notion of adequacy inherently insufficient.® If, as recent scholarship con-
cludes, ‘doing nothing to develop and adopt quantum-resistant encryption
technologies would be quite likely to be a violation of Convention and
the Charter’? the principle of dynamic accountability acquires immediate

' C. (J) Li, The Legal Implications for International Data Transfers in the Outsourcing Contracts
following the CJEU’s Schrems 11 Decision, in ssrn.com,

Y P.G. Thomas, The Changing Nature of Accountability, in Taking Stock: Assessing Public
Sector Reforms, 2, 1998, 348 ff.; P'T.J. Wolters, The Security of Personal Data under the GDPR:
A Harmonized Duty or a Shared Responsibility?, in International Data Privacy Law, 7, 2017, 165
ff.; R. Baldwin — M. Cave — M. Lodge, Understanding Regulation: Theory, Strategy, and Practice,
Oxford, 2021.

2 hid., 1-3 and 346.
2 Ibid,, 338.
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urgency. In this respect, arts. 24, 25 and 32 GDPR — mandating, respec-
tively, the responsibility of the controller, data protection by design and
by default, and “appropriate technical and organizational measures” in
light of the state of the art — already anticipates a regime of continual
adaptation.”? This same logic extends to quantum vulnerability: regulatory
inertia would constitute a culpable omission of the State’s duty of care
toward citizens’ informational integrity. An additional and complementary
strategy is data minimisation: eliminating data that is no longer necessary
constitutes a direct means of protection against quantum attacks,? since
data that no longer exists cannot be decrypted. The GDPR’s principles
of purpose limitation and storage limitation (arts. 5(1)(b) and (e)) thus
acquire renewed significance in the quantum horizon, operating as an in-
dependent safeguard alongside cryptographic resilience. The Union must
therefore guarantee a timely transition to post-quantum cryptography
(PQC) and to quantum-secure solutions such as quantum key distribution
(QKD). Only through such adaptation can the present standard of pro-
tection avoid abrupt obsolescence once quantum computation becomes
operational reality.

The dynamic interpretation of “appropriate” security measures already
reflects an established regulatory understanding: the standard is not fro-
zen in time but evolves with the state of the art. As quantum computing
approaches operational maturity, this existing principle acquires new ur-
gency, since what counts as a reasonable safeguard today will no longer
be defensible once quantum computation becomes operational. Securi-
ty agencies and research institutions, including ENISA, have emphasized
that information intended to remain confidential for decades must already
be protected by quantum-resistant algorithms. Failing to account for this
time horizon would amount to negligence. Within the logic of risk-based
regulation, proportionality is not a static balance but a moving equilibrium
between evolving capabilities and foreseeable harms.

Comparable reasoning is emerging in other jurisdictions. In the United
States, the Quantum Computing Cybersecurity Preparedness Act 2022 obliges
federal agencies to inventory and replace vulnerable cryptographic sys-
tems. The American Bar Association has further clarified that lawyers’
ethical duties of competence and confidentiality include keeping abreast

2 G. Almeida Teixeira — M. Mira da Silva — R. Pereira, The Critical Success Factors of GDPR
Implementation; A Systematic Literature Review, in Digital Policy, Regulation and Governance, 21,
2019, 402 ff.; A. Selzer — D. Woods — R. Béhme, An Economic Analysis of Appropriateness
under Article 32 GDPR, in European Data Protection Law Review, 7, 2021, 456 ff.; A. Selzer,
The Appropriateness of Technical and Organisational Measures under Article 32 GDPR, in
European Data Protection Law Review, 7, 2021, 120 ff.

% Q. van Daalen, From Encryption to Quantum Computing, cit., 339.
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of technological change relevant to client data protection.*® Over forty
State Bars have incorporated a “technology-competence” requirement
into their codes of professional conduct, obliging practitioners to remain
aware of both the benefits and the risks of emerging technologies.”® By
extension, failing to consider the quantum threat could soon amount to
professional negligence.

These trajectories illustrate a common normative insight: accountability
evolves as knowledge advances. The European Union should articulate its
own conception of technological diligence, combining anticipatory prag-
matism with the rights-oriented ethos of its legal order. Pursuant to art.
2 TEU, the Union’s foundational values entail not only a duty to respect
fundamental rights but also an obligation of due care in the face of fore-
seeable technological disruption.

2.3. From Technical Safeguards to a Right to Adequate
Encryption

At the intersection of these developments lies the conceptual emergence
of a right to adequate encryption. This right is not a new fundamental
entitlement, but a corollary of the existing right to data protection under
art. 8 of the Charter and the operational obligations of art. 32 GDPR. It
denotes the individual’s legitimate expectation that personal information
be protected through cryptographic means proportionate to the techno-
logical state of the art, including quantum-resistant standards once these
become available. Such a right would articulate, in legal form, the require-
ment that technological adequacy evolve with foreseeable threats. The
scholarly foundations for this claim have been developed, in particular, by
Van Daalen, who conceptualises the right to encryption as an expression

% American Bar Association, Formal Opinion 498: Virtual Practice, Standing Committee
on Ethics and Professional Responsibility, 10 March 2021, in lawnext.com; American Bar
Association, Model Rules of Professional Conduct — Table of Contents, 2025, in americanbar.org.

% R. Ambrogi, Tech Competence: 40 States Have Adopted the Duty of Technology Competence,
in lawnext.com, 2021; R. Ambrogi, N.J. Supreme Court Adopts Tech CLE Requirement But
Declines to Adopt Duty of Tech Competence, in lawnext.com, 16 April 2025. The New Jersey
Supreme Court, in April 2025, adopted a mandatory continuing legal education (CLE)
requirement obliging lawyers to complete at least one hour of technology-related training
every two years, while expressly declining to amend Rule 1.1 of the Rules of Professional
Conduct to incorporate a “duty of technology competence”. This makes New Jersey
the first state to impose a tech CLE requirement without formally recognising a duty
of technological competence, diverging from over forty states that have followed the
American Bar Association’s Comment 8 to Rule 1.1.
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of the right to privacy understood as the prevention of unlawful access,” and
who, in a subsequent monograph, situates the governance of encryption
within the broader trajectory from classical information security to quan-
tum computing and human rights.”” Van Daalen’s framework, centred on
the ECHR and the Charter, demonstrates that States bear positive obliga-
tions to safeguard a vibrant encryption landscape — one in which a wide range
of cryptographic technologies, including user-controlled encryption, are
available and actively promoted.” Within this framework, the risk of un-
lawful access operates as a central criterion for assessing the proportion-
ality of any measure that restricts or weakens encryption. The quantum
threat radicalises this logic: if current cryptographic schemes become vul-
nerable, the risk of unlawful access becomes not merely individual and
contingent but systemic and foreseeable. It follows that the positive ob-
ligation to protect encryption must extend, a fortiori, to the obligation
to anticipate and prevent cryptographic obsolescence through the timely
adoption of quantum-resistant standards. The right to adequate encryp-
tion proposed here can thus be understood as the EU-law expression of
the same normative imperative that Van Daalen articulates through the
ECHR: a duty to ensure that the material conditions for the prevention of
unlawful access remain effective in the quantum horizon.

The logic underpinning this right finds support in the Court’s jurispru-
dence on positive obligations.” In La Quadrature du Net (Joined Cases
C-511/18 and others, §§ 129-133),% the Court confirmed that ensuring the
effectiveness of rights under arts. 7 and 8 entails not only refraining from
interference but also maintaining sufficient guarantees against external in-
trusion. By extension, where the collapse of cryptographic security would
nullify those guarantees, public inaction would itself constitute a breach.®
The principle of technological equivalence — that protection must remain
commensurate with risk — becomes an operational criterion of legal com-

% (O.L. Van Daalen, The Right to Encryption, cit.; P.A.E. Davis, A Right to Encryption in the
European Union’s Charter of Fundamental Rights, in Columbia Journal of European Law, 30,
2024, 52 ff.

2 O. van Daalen, From Encryption to Quantum Computing, cit.; O. van Daalen, Developing a
Human Rights Compatible Governance Framework for Quantum Computing, in Research Directions:
Quantum Technologies, 2024.

% O. van Daalen, From Encryption to Quantum Computing, cit., 325-326.

» ECJ, C-300/21, Osterreichische Post AG (2023); ECJ, C-687/21, MediaMarktSaturn
(2024), §§ 36-42; EC]J, C-340/21, Natsionalna agentsia 3a pribodite (NALL) (2023), §§ 26-30
and 42-46; ECJ, C-683/21, Nacionalinis visnomenés sveikatos centras (2025).

% ECJ, Joined Cases C-511/18, C-512/18 and C-520/18, La Quadrature du Net and Others
v Premier ministre and Others, §§ 123-133.

8 ECJ, C-470/21, La Quadrature du Net and Others (Personal data and action to combat
counterfeiting) (2024); ECJ, C-129/21, Proximus NV v. Gegevensbeschermingsautoriteit (2022).

276



Davide Clementi

pliance. Recognizing a right to adequate encryption would have two major
implications. First, it would guide regulatory interpretation: the adequacy
of technical measures would be assessed not only ex post, by reference to
current practice, but also ex ante, against foreseeable quantum capabilities.
Second, it would establish a normative benchmark for institutional con-
duct: the Union and the Member States would be bound to ensure a timely
migration toward post-quantum cryptography within their administrative
systems and critical infrastructures.

This evolution is already implicit in policy instruments and binding norms,
such as the Cybersecurity Act,”2 the NIS2 Directive (Directive 2022/2555),
which imposes cybersecurity risk-management measures and reporting
obligations across essential and important entities, and the Cyber Resil-
ience Act (Regulation 2024/2847), which establishes hotizontal cyberse-
curity requirements for products with digital elements. The EU Cyberse-
curity Strategy (2020) and the 2030 Digital Compass identify crypto-agility
as a dimension of resilience, while ENISA’s Advancing Cryptographic Agility
report (2024) recommends that regulatory bodies incorporate transition
planning into compliance obligations (see further infra, note 55). The rec-
ognition of a right to adequate encryption would simply render explicit
what these instruments presuppose: that the protection of digital rights is
inseparable from the capacity of law to evolve with technology.®

From a comparative perspective, the transatlantic and Chinese experienc-
es expose divergent articulations of the same underlying principle.® In

# Regulation (EU) 2019/881 of the European Patliament and of the Council of 17 April
2019 on ENISA (the European Union Agency for Cybersecurity) and on information
and communications technology cybersecurity certification and repealing Regulation
(EU) No 526/2013, OJ L. 151/15; ENISA, Post-Quantum Cryptography: Current State and
Quantum Mitigation, in enisa.europa.eu, 3 May 2021; European Commission, EU Reinforces
Its Cybersecurity with Post-Quantum Cryptography, in digital-strategy.ec.europa.eu, 23 June 2025.

% Cf. ECJ, C-817/19, Ligue des droits humains ASBL v Conseil des ministres (2022), where
the CJEU reaffirmed that data processing systems for the purposes of preventing and
suppressing crime must ensure effective protection of the fundamental rights enshrined
in arts. 7 and 8 of the Charter of Fundamental Rights of the EU, in particular against
interference resulting from the automated collection, evaluation, and retention of PNR
data. Such systems must adopt appropriate technical and organisational measures to
protect the security, confidentiality, and integrity of the data, ensuring transparency,
human oversight, non-discrimination, and allowing the effective exercise of the right to
a judicial remedy. The Court emphasised the need for these safeguards to be constantly
updated in light of technical developments and emerging risks, but did not explicitly
mention the principle of future-proof protection nor make a direct reference to quantum-
resilient infrastructures; instead, it emphasised that the safeguards must be interpreted in
light of current and future risks and technologies in the protection of data processed for
public security purposes.

¥ Cf. G. Resta— V. Zeno-Zencovich (eds.), La protezione transnazionale dei dati personali: dai
“Safe Harbour Principles” al “Privacy Shield”, 5, Rome, 2016; B. Bessone, Oltre le censure della
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the United States, even in the absence of an explicit right to privacy and
personal data protection, the awareness of quantum risk has prompted
executive action: the 2022 Presidential Memorandum on National Security
instructed federal agencies to identify vulnerable cryptographic systems
and to plan their substitution.* Professional sectors, from law to health-
care, will incorporate quantum-readiness into their technological due dili-
gence. The United States has increasingly subjected quantum technologies
to export controls, including through the Commerce Control List and the
Wassenaar Arrangement, reflecting the strategic significance attributed to
quantum computing as a foundational technology for national security.
China, by contrast, interprets the challenge as a vector of strategic asser-
tion.*® Through massive public investment in quantum technologies and

CGUE: il Data Privacy Framework e la nuova decisione di adeguatezza per il trasferimento dei dati
personali verso gli Stati Uniti, in Rivista di Diritto dei Media, 2, 2024, 62 ff.

% The White House, National Security Memorandum on Promoting United States Leadership in
Quantum Computing While Mitigating Risks to Vulnerable Cryptographic Systems (NSM-10), in
bidenwhitehouse.archives.gov, 4 May 2022.

% State Council, National Medium- and Long-Term Science and Technology Development Plan
(2006-2020), in gov.cn, 2006; Geng Xi, Interview with Chen Zengbing of the University of
Science and Technology of China: Interpretation of Quantum Communication That “Will Not Be
Stolen”, in Beijing Science and Technology Daily, 11 November 2008; State Council, Medium-
and Long-Term Plan for the Construction of Major National ST Infrastructure, in gov.cn, 23
February 2013; Xi Jinping, Deepen the Reform of the Science and Technology System and Enhance
the Viitality of Scientific and Technological Innovation, in Xinhua, 17 July 2013; Xi Jinping Hosted
the Ninth Study Session of the Politouro of the Central Committee, in People’s Daily, 1 November
2013; The Wall Has Ears: Eavesdropping, Invisible Radio Waves, in People’s Daily, 8 November
2013; Xi Jinping, Explanation of the Recommendations Provided by the Central Committee of
the CCP on the Formulation of the 13th Five-Year Plan on the National Economic and Social
Development, in Xinhua, 3 November 2015; Outline of the 13th Five-Year Plan for National
Economic and Social Development, in Xinhua, 17 March 2016; The Launch of Quantum Satellites
Will Give Birth to a Market of 100 Billion in the Communication Industry Chain, in People’s Daily,
16 August 2016; V. Zhou, China’s Orbiting Quantum Satellite Links with Ground Stations,
in South China Morning Post, 24 September 2016; State Council, Outline of the National
Information Technology Development Strategy, in gov.cn, 19 December 2016; Chinese Academy
of Sciences, 13th FYP for the Development of the Chinese Academy of Sciences, 2016; Ministry
of Science and Technology, 13th FYP for National Key Basic Research and Development
Program, in most.gov.cn, 8 June 2017; S. Chen, Chinese Satellite Makes Breakthrough in Quantum
Communication, in South China Morning Post, 16 June 2017; University of Science and
Technology of China, The National Quantum Confidential Communication “Beijing—Shanghai
Trunk Line” Project Passed the General Technical Acceptance, in quantum.ustc.edu.cn, 4 September
2017; E.B. Kania — J.K. Costello, Quantum Hegemony? China’s Ambitions and the Challenge to
US Innovation Leadership, Center for a New American Security, in (nas.org, 12 September
2018; J. Whalen, China’s Top Quantum Scientist Has Ties to the Country’s Defense Companies, in
The Washington Post, 26 December 2019; S. Chen, Chinese Scientists Develop Portable Quantum
Satellite Communication Device, in South China Morning Post, 3 January 2020; S. Chen, China
Is Developing Drones That Use Quantum Physics to Send Unhackable Messages, in South China
Morning Post, 10 January 2020; During the 24th Study Session of the Politburo of the Central
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the deployment of pilot quantum-communication networks such as the
Beijing—Shanghai backbone, the Chinese state promotes quantum cryp-
tography as a sovereign capability and a means of consolidating national
control. This approach elevates technological mastery over the protection
of individual rights.

The European Union must instead articulate a third path: adopting the
foresight and decisiveness of the American model while orienting it to-
ward the protection of rights rather than mere securitization — under-
stood, in the sense developed by the Copenhagen School, as the discursive
process through which an issue is framed as an existential threat warrant-
ing exceptional measures” — and investing in quantum technologies with
the ambition of the Chinese strategy yet for the purpose of enhancing
freedom, not control. Accordingly, the evolution of cybersecurity obli-
gations under art. 32 GDPR and related jurisprudence points toward the
crystallization of a right to adequate encryption,” a right inherent in, and
derivative from, the right to data protection itself. Citizens and enterpris-
es could claim that their data be protected through cryptographic means
commensurate with the technological state of the art. It signifies the in-
dividual’s legitimate expectation that personal information be secured
through cryptographic means proportionate to the technological state of

Committee, Xi Jinping Emphasized the Importance of Promoting the Development of Quantum
Technology, in Xinhua, 17 October 2020; C. Feng, China Telecom Launches Quantum Encrypted
Phone Calls on Smartphones in a New Pilot Programme, in South China Morning Post, 7 January
2021; L. Zhen, China’s Experiment in Quantum Communication Brings Beijing Closer to Creating
a Hack-Proof Network, in South China Morning Post, 9 January 2021; State Council, Outline
of the People’s Republic of China 14th Five-Year Plan for National Economic and Social Development
and Long-Range Objectives for 2035, in gov.cn, 13 March 2021; S. Chen, China Launches New
Satellite in “Tmportant Step” towards Global Quantum Communications Network, in South China
Morning Post, 27 July 2022; E. Patker et al., An Assessment of the U.S. and Chinese Industrial
Bases in Quantum Technology, RAND Corporation, RR-A869-1, 2022, in rand.org; A. Shalal
— D. Brunnstrom, US and China Diplomats Communicating, But Not Militaries, in Reuters, 17
February 2023; Qian Tongxin, China Is Developing Medium-High Orbit Quantum Satellites, in
Yicai, 4 March 2023; US Department of Energy Office of Science Advanced Scientific
Computing Research, Scientific Enablers of Scalable Quantum Communications, in SCience.osti.gov,
18 April 2023; National Institute of Standards and Technology, Quantum Communications
and Networks, in nist.gov; National Institute of Standards and Technology, Post-Quantum
Cryptography, in csrc.nist.gov; R. Lemos, Satellite Hacking, in Defense One; National Security
Agency, Quantum Key Distribution (QKD) and Quantum Cryptography (QC), in nsa.gov.

% B. Buzan — O. Waver — J. de Wilde, Security: A New Framework for Analysis, Boulder,
1998.

% Q.. Van Daalen, The Right to Encryption, cit.; O. van Daalen, From Encryption to Quantum
Computing, cit. See also V. Ciriani et al., Fragmentation and Encryption to Enforce Privacy in Data
Storage, in Proceedings of the European Symposium on Research in Computer Security, Springer,
2007; S. Bellamkonda, Securing Data with Encryption: A Comprehensive Guide, in International
Journal of Communication Networks and Security, 11, 2019, 248 ff.
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the art, including quantum-resistant standards.

3. Toward an Integrated Framework for the EU Digital
Acquis in the Quantum Age

3.1. The Need for Regulatory Integration

The growing complexity of the European digital acquis has generated an
increasingly fragmented legal landscape. Over the past decade, the Union
has adopted a series of major legislative instruments — the General Data
Protection Regulation (GDPR), the Digital Services Act (DSA),” the Dig-
ital Markets Act (DMA),® the Data Governance Act (DGA),* the NIS2
Directive,”? the Cyber Resilience Act (CRA),”® and the eIDAS2 Regula-
tion,* inter alia — each addressing discrete aspects of the digital ecosystem.
While these frameworks collectively advance the Union’s strategic goal of
technological sovereignty, their proliferation risks undermining coherence,
accessibility, and legal certainty.* The Union’s quest for digital sovereignty

# Regulation (EU) 2022/2065 of the European Patliament and of the Council of 19
October 2022 on a Single Matket for Digital Services and amending Directive 2000/31/
EC (Digital Services Act), O] L 277/1.

% Regulation (EU) 2022/1925 of the European Patliament and of the Council of 14
September 2022 on contestable and fair markets in the digital sector (Digital Markets
Act), O] L 265/1.

# Regulation (EU) 2022/868 of the European Patliament and of the Council of 30 May
2022 on European data governance and amending Regulation (EU) 2018/1724 (Data
Governance Act), O] L 152/1.

“ Directive (EU) 2022/2555 of the European Patliament and of the Council of 14
December 2022 on measures for a high common level of cybersecurity across the Union
(NIS 2 Ditective), OJ L 333/80.

# Regulation (EU) 2024/2847 of the Eutopean Patliament and of the Council of 23
October 2024 on horizontal cybersecurity requirements for products with digital elements
and amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and Ditective (EU)
2020/1828 (Cyber Resilience Act), O] L 307/23.

# Regulation (EU) 2024/1183 of the European Patliament and of the Council of 11
April 2024 amending Regulation (EU) No 910/2014 as regards establishing the European
Digital Identity Framework (e[DAS 2 Regulation), see G. Comandé — M. Varilek, The
Many Features Which Make the eIDAS 2 Digital Wallet either Risky or the Ideal \ehicle for the
Transition to Post-Quantum Encryption, in Computer Law and Security Review, 54, 2024, art.
106022.

® Exc multis, V. Zeno-Zencovich, Artificial Intelligence, Natural Stupidity and Other 1egal Idjocies,
in Rivista di Diritto dei Media, 1, 2024, 9 ff.; M. Pathak, Data Governance Redefined: The
Evolution of EU Data Regulations from the GDPR to the DMA, DSA, DGA, Data Act and Al
Act, in European Data Protection Law Review, 10, 2024, 43 ff.
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is itself increasingly intertwined with the capacity to govern quantum in-
novation in a manner consistent with its legal identity.*

This dispersion is particularly problematic when emerging technologies
such as quantum computing introduce systemic risks that cut across reg-
ulatory domains. Quantum vulnerability, for instance, simultaneously af-
fects data protection, cybersecurity, digital identity, and trust services. Ad-
dressing it through isolated amendments or ad hoc instruments would
multiply overlaps and inconsistencies. The problem is therefore not the
absence of legislation but its compartmentalization.

To meet this challenge, the Union should pursue a process of principled
coordination aimed at ensuring, at a minimum, the internal coherence and
forward compatibility of its digital legislation. The objective need not be
the wholesale merger of disparate regulatory domains — whose subject
matters, from competition law to cybersecurity to digital identity, are le-
gitimately diverse and respond to distinct policy rationales — but rather
the alignment of shared horizontal principles, particularly those relating
to quantum preparedness and cryptographic security.”” Such a process of
normative alignment would be grounded in the Treaties and aimed at ra-
tionalizing the interfaces between existing instruments. The objective is
not expansion but alighment: ensuring that the legal architecture of the
internal market remains functional, intelligible, and technologically adap-
tive.*

3.2. A European Digital Code: Legal Foundations and
Design

Within the framework of the Digital Package on Simplification, a Europe-
an Digital Code should be conceived as a consolidating framework, not as an
additional layer of regulation. Its legal feasibility rests upon two comple-
mentary treaty bases.

First, art. 114 TFEU empowers the Union to adopt measures for the

% P Vogiatzoglou, The EU’s Quest for Digital Sovereignty: A Matter of Quantum Innovation?,
in Digital Society, 4, 2025, 16.

# European Commission, Simplification: Digital Package and Ommnibus, Better Regulation
Portal, Initiative 14855, in €c.europa.eu.

“# Typical examples include medical and biometric records, genetic profiles, long-term

financial or legal data, and information concerning minors preserved until adulthood. For
such data, the ordinary safeguards of Article 32 are insufficient; a differentiated regime of
obligations is required to ensure continuity of protection across technological paradigms,
see L. Janciate, Cybersecurity in the Financial Sector and the Quantum-safe Cryptography Transition:
In Search of a Precautionary Approach in the EU Digital Operational Resilience Act Framework, in
International Cybersecurity Law Review, 6, 2025, 145 ff.
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approximation of laws to ensure the establishment and functioning of
the internal market, particularly where regulatory fragmentation impedes
cross-border digital services. Second, art. 16 TFEU provides the compe-
tence to regulate the protection of personal data. Together, these provi-
sions supply a robust foundation for a codified instrument harmonizing
the principles, definitions, and enforcement mechanisms of the Union’s
digital legislation.

A Digital Code established under these competences would not supersede
existing acts but restructure them into a coherent framework. Each major
regulation or directive (GDPR, DSA, DGA, NIS2, CRA, and eIDAS2)
would retain its specific material scope but operate within a unified con-
ceptual and terminological grammar. Common definitions (e.g., of “data,”
“controller,” “digital service”) would be aligned where genuine interpre-
tive inconsistencies undermine legal certainty, while recognising that some
definitional variations across instruments are contextually justified: for
instance, the notion of “significant incident” under the NIS2 Directive
appropriately reflects risk-management concerns specific to critical in-
frastructure, which differ from the product-safety logic that governs the
same concept under the Cyber Resilience Act. Cross-references between
acts would be rationalized, and overlapping obligations would be harmo-
nized through a single interpretative matrix.

From an institutional perspective, the Code could be established through a
two-tier legislative instrument: a first tier would define a framework regula-
tion codifying shared principles and horizontal obligations (privacy-by-de-
sign, cybersecurity-by-design, algorithmic transparency, quantum safety);
and a second one would set up series of sectoral annexes corresponding
to existing instruments, to be progressively aligned and updated through
delegated acts under art. 290 TFEU and, where uniform conditions of
implementation are required, through implementing acts under art. 291
TFEU. Such a structure would preserve the autonomy of sector-specific
regimes while introducing legal interoperability among them. It would also
enable future integration of emergent fields — quantum communication,
artificial intelligence, or digital identity — without requiring new legislative
packages.

It must be acknowledged that the feasibility of such a comprehensive
codification is open to legitimate objection. The legislative instruments
encompassed by the proposed Digital Code address materially hetero-
geneous domains — from competition and platform governance to data
protection and cybersecurity — and the very notion of “digital law” as a
unitary analytical category remains contested. Nevertheless, the category
retains an operative function for the purposes of codification insofar as it
identifies a corpus of legislative instruments that share specific structur-
al features — obligations of algorithmic transparency, data protection by
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design, interoperability, and now crypto-agility — which functionally dis-
tinguish them from non-digital legislation. The European Commission’s
Digital Package on Simplification itself employs this very category as an
operational tool, confirming that, however contested in theoretical terms,
“digital law” serves a concrete regulatory purpose. To address these legiti-
mate concerns, the present proposal adopts a two-stage architecture. The
first stage (de lege ferenda) is immediately practicable and independent of
codification: it encompasses the adoption of a dedicated Quantum Act,
or the insertion of horizontal obligations of crypto-agility into each exist-
ing instrument through targeted revisions during their scheduled review
cycles. Either approach could deliver substantial gains in quantum prepar-
edness without requiring the political and institutional effort of a full-scale
codification, and both can proceed autonomously from — and in advance
of —any codification process. This article does not conceive codification as
a precondition for its operative recommendations; the Quantum Act and
the sectoral interventions proposed herein retain their full validity regard-
less of whether the broader codification project materialises. The second
stage is prospective: the progressive codification of the digital acquis into
a coherent framework, toward which the process of sectoral alignment
tends as a regulatory horizon. The institutional design outlined above —
the framework regulation, the sectoral annexes, the mechanisms of dele-
gated and implementing acts under arts. 290 and 291 TFEU — pertains to
this second stage. It constitutes a reference architecture whose value lies
not in its immediate enactability but in the discipline it imposes on the
incremental process of legislative adaptation: each sectoral revision, each
delegated act, each new standard would be assessed for its contribution
to overall coherence, guided by the Code’s underlying logic of principled
integration. The normative case for this horizon rests on the observation
that quantum vulnerability is inherently cross-cutting: it simultaneously
affects data protection, cybersecurity, digital identity, and trust services, so
that a purely sectoral approach — however effective within each domain —
risks reproducing the very incoherences and gaps that the paper identifies.
Crucially, the Code would embody the Union’s duty of legislative coher-
ence, an expression of the general principle of good administration under
art. 41 of the Charter. By providing a single, systematic framework for
digital regulation, the EU could enhance legal certainty for economic ac-
tors and the intelligibility of digital rights for citizens, echoing the logic
of previous codifications, such as the Consumer Code and the Customs
Code, which have transformed dispersed legislation into accessible and
coherent normative systems.
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3.3. Anticipatory Governance: Operational Mechanisms
for Quantum Readiness

The integration of quantum preparedness into the Digital Code would
translate the obligation of technological foresight into a concrete legal
mechanism. Whether through a dedicated Quantum Act — which, as ar-
gued above, represents an immediately viable first stage — or through the
incorporation of quantum-safe requirements into the Code’s horizontal
provisions, the Union would ensure that existing rights and obligations
evolve in synchrony with scientific progress.

Under the GDPR component and via interpretative guidance or delegat-
ed regulation, for example, art. 32 on “security of processing” could be
clarified to specify that adequacy of technical measures includes resist-
ance to foreseeable quantum attacks. The NIS2 and CRA segments could
adopt consistent definitions of quantum risk and crypto-agility, establish-
ing common assessment methodologies across sectors. The eIDAS2 and
trust-services components could mandate the recognition of post-quan-
tum signature algorithms such as CRYSTALS-Dilithium, CRYSTALS-Ky-
ber,® SPHINCS+, and XMSS.

This anticipatory capacity could be operationalized through a European
Committee for Quantum Security and Technological Standards, coot-
dinated by ENISA and reporting annually to the Commission and Par-
liament. The Committee would maintain a unified repository of quan-
tum-safe algorithms, certification benchmarks, and transition guidelines
applicable across the Code’s domains. This mechanism would embed tech-
nological vigilance within the law, ensuring that regulatory obsolescence does
not undermine the Union’s values.

The integration of such a system within the Digital Code would also satis-
fy the requirements of proportionality and subsidiarity under art. 5 TEU.
Member States would retain primary responsibility for implementation
and enforcement, while the Union would ensure coherence, interoper-
ability, and minimum harmonization standards. The aim is a federalized
model of digital governance, in which the Union defines common safe-
guards and methodologies, leaving operational details to national authori-
ties within a harmonized framework.

¥ E.g. CRYSTALS-Kyber for encryption and CRYSTALS-Dilithium for digital
signatures. See J.W. Bos — L. Ducas — E. Kiltz — T. Lepoint — V. Lyubashevsky — J.M.
Schanck — P. Schwabe — G. Seiler, CRYSTALS-Kyber: A CCA-Secure Module-L attice-Based
KEM, in 2018 IEEE European Symposium on Security and Privacy (EuroS&P), IEEE, 2018,
353 ff.; L. Ducas et al., CRYSTALS-Dilithium: A Lattice-Based Digital Signature Scheme,
in IACR Transactions on Cryptographic Hardware and Embedded Systems, 2018, 1, 238 ff; J.
Shurson, A European Right to End-to-End Encryption?, in Computer Law and Security Review,
55, 2024, art. 106063
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4. The Quantum Secure Data Protocol: Legal Design
and Institutional Architecture

4.1. Quantum-Secure Adequacy: Foundations and
Normative Design

Within the framework of the proposed European Digital Code, the
Quantum Secure Data Protocol (QSDP) — a legally binding procedural
framework designed to establish, validate and periodically update quan-
tum-secure cryptographic standards applicable across the Union’s digital
legislation — should not be envisaged as a stand-alone regulatory instru-
ment, but rather as an annexed and harmonized component that opera-
tionalizes the Union’s duty to preserve the integrity of digital infrastruc-
tures in the quantum era. ® Its function would be to translate the principle
of technological foresight into a normative architecture capable of en-
suring coherence, interoperability, and resilience across the Union’s digital
legislation.

The legal foundation of the QSDP may be found in the combined read-
ing of arts. 114, 16 and 290 of the Treaty on the Functioning of the
European Union. art. 114 provides the competence to approximate laws
in order to secure the functioning of the internal market, a competence
that naturally encompasses the harmonization of cryptographic standards
whenever fragmentation jeopardizes the circulation of data or the pro-
vision of cross-border digital services. Art. 16, by contrast, anchors the
entire operation in the dimension of data protection, ensuring that the
regulatory pursuit of interoperability does not come at the expense of
individual rights. arts. 290 and 291 TFEU enable the Commission, respec-
tively, to adopt delegated acts supplementing or amending non-essential
elements of legislative instruments, and implementing acts where uniform
conditions of implementation are required; through these mechanisms,
the QSDP could be periodically updated to reflect the evolving state of
scientific knowledge without requiring new legislative procedures.

The normative design of the QSDP should avoid the technocratic temp-
tation to legislate algorithms. The goal is not to prescribe a specific cryp-
tographic formula but to establish a legally binding procedure through
which certain standards acquire the status of quantum-secure adequacy
within the Union. Compliance with the Protocol would constitute pri-
ma facie evidence that the relevant entity has satisfied the cryptographic

%0 M. Taleby Ahvanooey et al., Future of Cyberspace: A Critical Review of Standard Security
Protocols in the Post-Quantum Era, in Computer Science Review, 57, 2025, art. 100738; K. Csenkey
— N. Bindel, Post-quantum Cryptographic Assemblages and the Governance of the Quantum Threat,
in Journal of Cybersecurity, 9(1) 2023, art. tyad001.
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component of the “appropriate technical and organisational measures”
required under the applicable sectoral legislation — from data protection
to cybersecurity, trust services, and digital platforms. The presumption
is thus circumscribed to the cryptographic dimension of sectoral obliga-
tions, not to their entirety: it does not discharge the entity from its broader
duties of data protection or cybersecurity, but establishes that the specific
requirements of quantum-secure encryption have been met. Such a pre-
sumption would, at the same time, foster market confidence and reduce
administrative complexity by providing a single European benchmark for
encryption adequacy.

At the technical level, the Protocol would refer to families of post-quan-
tum cryptographic algorithms, such as those standardized by NIST and
evaluated within ETSI’s Quantum-Safe Cryptography Group, * but it
would do so only by reference and without embedding them directly into
the text of the law. These design choices find independent support in
the emerging literature on human-rights-compatible quantum computing
governance, which emphasises the need to mandate the adoption of PQC
through regulation, to require its use in public procurement, to eliminate
intellectual property barriers that hinder the diffusion of quantum-resist-
ant standards, and to promote adoption through education and standard-
isation campaigns. This approach preserves technological neutrality and
ensures that the Union’s regulatory order remains adaptable to scientific
progress. A clarification is in order regarding the scope and ambition of
the Protocol. The QSDP is not conceived as a single monolithic standard
that absorbs or replaces the multiplicity of sectoral standards already in
existence or under development — a task that would be neither practicable
nor desirable, given that the Cyber Resilience Act alone has generated over
forty separate standardisation requests, each addressing distinct product
categories and risk profiles. Rather, the Protocol operates on a different
plane: it defines a horizontal layer of minimum cryptographic require-
ments — principally, reference families of quantum-resistant algorithms,
mandatory crypto-agility obligations, and key-management principles —
that cut across and complement the sectoral standards without pretending
to subsume them. The complexity of the current standardisation land-
scape is, in this perspective, an argument in favour of a coordinating frame-
work rather than against it. Precisely because dozens of sectoral standards
coexist, a transversal cryptographic baseline is needed to ensure that quan-
tum-readiness requirements are coherent across domains, avoiding the

% Commission mandates to ETSI and CEN/CENELEC issued under the European
standardisation framework, pursuant to Regulation (EU) No 1025/2012. ETSI:
European Telecommunications Standards Institute; CEN: European Committee for
Standardization; CENELEC: European Committee for Electrotechnical Standardization.
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risk that different sectors adopt incompatible or inconsistent post-quan-
tum transition paths. The QSDP thus functions as the connective tissue
between sectoral standards, not as their replacement: a modular family of
quantum-related harmonised principles, organised around shared security
objectives, that reduces fragmentation while respecting the autonomy of
each regulatory domain.

A clarification of institutional design is warranted at this juncture. The
QSDP is conceptually and operationally independent of the codification
project outlined in the preceding section. The Protocol could be adopt-
ed as a free-standing instrument — a regulation on quantum-secure cryp-
tographic standards founded upon arts. 114 and 16 TFEU — or as an
annex inserted into each of the existing sectoral instruments (GDPR,
NIS2, CRA, eIDAS2) through targeted legislative revisions. Its placement
within the European Digital Code represents the optimal solution from
the standpoint of normative coherence, but it is not a precondition for its
effectiveness. This institutional modularity is a deliberate feature of the
proposal, not a weakness: it ensures that the transition to quantum-safe
cryptography can proceed regardless of the political trajectory of the
broader codification process, while preserving the option of subsequent
integration into a unified framework.

At the organizational level, the Protocol would require entities subject to
the Code (controllers, processors, service providers, and public authori-
ties) to maintain documented policies for algorithmic transition, key man-
agement, and cryptographic renewal, in accordance with the principle
of crypto-agility already endorsed by ENISA in its 2024 reportAdvancing
Cryptographic Agility.2 At the institutional level, a European Committee for
Quantum Security Standards, coordinated by ENISA and composed of
representatives from the Commission, the Member States, and recognized
standardization bodies, would be entrusted with maintaining the QSDP
annex, approving updates, and advising supervisory authorities on its in-
terpretation. In this way, the Protocol would embody a model of delegat-
ed self-correction, ensuring that the legal order evolves in synchrony with
technological change.

The QSDP would operate horizontally within the European Digital Code,
serving as a common reference for the interpretation and implementation
of sector-specific obligations. In the domain of data protection, com-
pliance with the Protocol would constitute prima facie evidence that the
controller or processor has implemented “appropriate technical and or-
ganisational measures” within the meaning of art. 32 GDPR. In cyber-
security and product-security regulation, adherence to the QSDP would
demonstrate conformity with the cybersecurity risk-management meas-

%2 ENISA, Advancing Cryptographic Agility, 2024.
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ures and incident-reporting obligations imposed by the NIS2 Directive
and the Cyber Resilience Act, while in the context of trust services, it
would define the quantum-secure parameters applicable to qualified elec-
tronic signatures and identity credentials pursuant to eIDAS2. The same
logic could extend to data-sharing and platform-governance frameworks,
such as the DGA and DSA, where the Protocol would establish a baseline
for encryption, key management, and risk assessment.

Rather than multiplying certifications and overlapping conformity assess-
ments, the QSDP would aim at rationalising them. Its adoption would
promote a modular family of quantum-related harmonised standards, or-
ganised around shared security principles, which could reduce fragmen-
tation without requiring a single monolithic standard purporting to cover
all essential cybersecurity requirements across all sectors.® Such a modular
approach would acknowledge that quantum-secure adequacy may differ in
its technical parameters depending on the sectoral context, while ensuring
that the underlying principles of cryptographic resilience and transition
planning remain uniform. The distinction between harmonised standards
and certification schemes is crucial: the former define the technical specifi-
cations against which compliance is assessed, while the latter establish the
procedures through which conformity with those specifications is verified.
The QSDP would operate primarily at the level of standards-setting, while
leveraging existing certification frameworks — such as those established
under the Cybersecurity Act — to verify compliance. This system would
significantly enhance legal certainty for operators while reducing regulato-
ry costs and strengthening the internal market’s technological coherence.
Public authorities and critical infrastructures could, in turn, incorporate
QSDP conformity into public procurement procedures, thereby aligning
market incentives with the Union’s obligation to safeguard technological
sovereignty.

The Protocol’s international dimension would be equally essential. As an
annex of the European Digital Code — or, in its absence, as a free-stand-
ing instrument or as an annex to existing sectoral legislation — the QSDP
would articulate a European profile of global interoperability. It would
build upon existing cooperation within international standardization fora,
including ISO/IEC JTC 1/SC 27, ITU-T, and ETSI, while promoting
reciprocal recognition of quantum-secure profiles with strategic partners
such as the United States and Japan. By doing so, the Union would avoid
the formation of competing “quantum blocs” characterized by incom-

% Cf. PG. Chiara, Towards a Right to Cybersecurity in EU Law? The Challenges Ahead, in
Computer Law and Security Review, 53, 2024, 1 ff.; V. Papakonstantinou, Cybersecurity as Praxis
and as a State: The EU Law Path towards Acknowledgement of a New Right to Cybersecurity?, in
Computer Law and Security Review, 44, 2022.
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patible standards, and at the same time it would assert its capacity to pro-
ject normative influence into the governance of emerging technologies.
Cooperation with non-European actors would thus coexist with a strong
commitment to autonomy, particularly in the promotion of open-source,
verifiable implementations developed within the Union and the cultiva-
tion of a domestic industrial base for cryptographic hardware and ran-
dom-number generation.

The legal meaning of the QSDP ultimately lies in its ability to translate val-
ues into infrastructure. By embedding quantum preparedness within the
European Digital Code, the Union would render tangible its duty to act
with foresight in the face of technological transformation. The Protocol
would guarantee that the rights protected by arts. 7 and 8 of the Charter
remain materially effective even when the computational paradigms that
sustain them evolve. It would also reaffirm the Union’s vocation to govern
technology through law, demonstrating that legality and innovation are
not opposing forces but complementary expressions of the same project.
In this perspective, the QSDP becomes not only an annex of the Digital
Code, but an emblem of the European commitment to a lawful digital
future, one in which the endurance of rights depends on the adaptability
of the legal order itself.

4.2. Normative Coherence in the EU Digital Acquis

The integration of quantum preparedness within the European Digital
Code requires that the normative principles underlying the Digital Ser-
vices Act and the Data Governance Act be interpreted and, where neces-
sary, progressively adapted in light of the QSDP. Both instruments were
conceived as pillars of the Union’s emerging regulatory framework for
the digital environment® — a framework that some scholars have begun to
analyse through the lens of “digital constitutionalism”:® the DSA govern-
ing the accountability of platforms and intermediaries in the digital public
sphere, the DGA establishing the conditions for trustworthy data sharing
and intermediation. Yet neither instrument, in its current formulation, ad-
dresses the implications of quantum computing for the confidentiality,
integrity, and authenticity of information flows on which their respective
architectures depend.

By incorporating the QSDP into their operative logic, these frameworks

% On the principle of technological foresight, see the Commission’s Communication
Shaping Europe’s Digital Future, COM(2020) 67 final.

% G. De Gregorio, Digital Constitutionalism in Europe: Reframing Rights and Powers in the
Algorithmic Society, Cambridge, 2022.
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can evolve from static regulatory instruments into dynamic systems of
technological due diligence. The premise is simple but profound: if en-
cryption, authentication, and key management are the infrastructural
foundations of trust, then the obsolescence of these mechanisms — fore-
seeable in the quantum horizon — entails not merely a technical deficiency
but a potential breach of the legal duties of care that these Acts impose
on their subjects.

Within the DSA, the embedding of quantum preparedness manifests it-
self primarily through the principle of platform accountability. * Art. 34
of the Regulation obliges very large online platforms and search engines
to identify and mitigate systemic risks, including those that affect the in-
tegrity of the information environment and the protection of fundamen-
tal rights. Although the provision was drafted with disinformation and
algorithmic opacity in mind, its underlying logic applies equally to tech-
nological vulnerabilities capable of compromising data integrity and user
security. The capacity of a platform to ensure that user communications
remain confidential and authentic against foreseeable quantum attacks
constitutes, in this sense, a dimension of systemic risk management. Inter-
preting the DSA in coherence with the Digital Code and the QSDP would
therefore entail recognizing that the implementation of quantum-secure
encryption and verification mechanisms is part of the due diligence ob-
ligations incumbent upon intermediaries. The Commission, acting under
art. 87 DSA, could adopt delegated acts or guidelines clarifying that ad-
herence to the QSDP constitutes a presumption of compliance with the
systemic-risk mitigation duties established by the Regulation.

The same reasoning applies, mutatis mutandis, to the Data Governance Act.
The DGA’s central aim is to foster trust in data intermediaries by ensuring
that data sharing occurs under conditions of neutrality, security, and trans-
parency. This architecture presupposes the reliability of the cryptograph-
ic and authentication processes that protect both personal and industrial
data. Quantum vulnerability directly undermines these premises, exposing
data intermediation to risks of unauthorized access, manipulation, or de-
cryption. Embedding the QSDP into the DGA would thus amount to
safeguarding the very condition of possibility of data governance: the
credibility of the technological infrastructure that sustains it.

In practical terms, data intermediaries registered under the DGA could be
required to demonstrate conformity with the QSDP as part of their tech-
nical compliance assessments. Such conformity would evidence that their

% Regulation (EU) 2022/2065 (Digital Services Act), cit., recital 3. The DSA imposes
obligations on providers of digital services — particularly Very Large Online Platforms
(VLOPs) and Very Large Online Search Engines (VLOSEs) — to identify, assess, and
mitigate systemic risks associated with their operations.
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systems incorporate encryption schemes resilient to foreseeable quantum
attacks and that they maintain algorithmic transition plans consistent with
the principle of crypto-agility. This would not impose new obligations
but rather specify the existing duty — already implicit in art. 12 DGA — to
implement adequate technical and organizational measures ensuring the
protection and confidentiality of data.

This imperative is textually reinforced elsewhere in the Act. Art. 12(j)
DGA requires data intermediation services providers to put in place “ade-
quate technical, legal and organisational measures” to prevent the transfer
of or access to non-personal data that is unlawful under Union or nation-
al law, while art. 12(I) DGA obliges them to take necessary measures to
ensure “an appropriate level of security for the storage, processing and
transmission of non-personal data,” and the highest level of security for
competitively sensitive information.” In the quantum horizon, howev-
er, even these techniques depend upon key-exchange systems that must
evolve toward quantum-resilient configurations. Beyond the DGA’s re-
gime for data intermediation, business-to-government (B2G) data sharing
is governed by Chapter V (arts. 14-22) of the Data Act (Regulation (EU)
2023/2854), which obliges data holders to make data available to public
sector bodies, the Commission, the ECB and Union bodies on the basis
of an exceptional need — whether arising from public emergencies such
as natural disasters, pandemics or major cybersecurity incidents, or from
specified tasks of public interest that cannot otherwise be discharged. The
two instruments form complementary components of the European data
strategy, with the European Data Innovation Board — established under
art. 29 DGA — contributing cross-cutting interpretative guidance on the
governance of the Union’s data economy. Within this architecture, the
integration of the QSDP would supply a uniform framework for secure
key exchange and data transmission between data holders and the public
authorities acting as trusted custodians. Emerging technologies such as
quantum key distribution (QKD) offer paradigmatic examples of how
cryptographic innovation can be channeled into compliance architectures
rather than remaining confined to research laboratories.

The normative coherence achieved through the QSDP thus ensures that
the infrastructures of trust envisioned by the DSA and DGA remain op-
erational in the quantum age. It also reinforces the legal foundations of
data altruism, ** understood as the voluntary sharing of personal informa-

% Regulation (EU) 2022/868 (Data Governance Act), cit., art. 12, letts. (j) and (0).
Advanced cryptographic mechanisms include homomorphic encryption, secure enclaves,
and multi-party computation.

% M. Christofidou et al., Data Altruism and the “Consent” Question: A Study into the “Consent”
Models Used under the GDPR and How the Data Altruism Mechanism Can Act as a Potential
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tion for purposes of public interest, research, and innovation. The capac-
ity to guarantee confidentiality and authenticity through quantum-secure
infrastructures strengthens the ethical and juridical legitimacy of such
mechanisms, ensuring that altruistic data sharing remains compatible with
the Charter’s requirements of consent, autonomy, and proportionality.
At a systemic level, the alignment of the DSA and DGA with the QSDP
within the Digital Code would realize the principle of normative coherence
that underpins the entire digital acquis. Both instruments were drafted to
promote trust in the digital economy through transparency and accounta-
bility; quantum preparedness gives concrete content to those abstract val-
ues by ensuring that the infrastructures of trust remain technically sound.
The QSDP thereby becomes the connective tissue of European digital
governance, translating legal foresight into operational certainty.

The incorporation of the QSDP would also enhance institutional coordi-
nation. Supervisory and enforcement authorities (ranging from data pro-
tection agencies to the Digital Services Coordinators) would operate with-
in a shared technological vocabulary and a common evaluative framework.
This would mitigate the fragmentation that currently characterizes Euro-
pean enforcement in the digital domain, where overlapping competences
often produce inconsistent interpretations. The convergence around the
QSDP would promote uniformity without sacrificing flexibility, as up-
dates to the Protocol through delegated acts under art. 290 TFEU would
automatically propagate across all relevant sectors of the Digital Code,
maintaining coherence between its components.

In a comparative perspective, this approach situates the Union midway
between the American and Chinese regulatory philosophies. The Unit-
ed States has pursued a pragmatic, security-oriented model of quantum
readiness, focusing on federal migration to post-quantum cryptography
through administrative orders and agency guidelines. China, conversely,
has developed a sovereignty-based model centered on state-controlled
certification and standardization. The European path, as embodied in the
QSDP and its embedding within the DSA and DGA, articulates a distinct
legal philosophy: one of constitutional interoperability. It seeks neither
unilateral control nor laissez-faire adaptation, but rather the institutionaliza-
tion of technological foresight within the normative fabric of the Union,
ensuring that the evolution of technology remains governed by law and
oriented toward the protection of rights.

Solution for the Research Community in the Reuse of Health Data, in Frontiers in Medicine, 11,
2025, art. 1489925.
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5. Quantum Sovereignty as Constitutional Vigilance

The emergence of quantum technologies marks a decisive turning point
in the evolution of the Union’s relationship with science, innovation, and
the market. What is at stake is not merely the regulation of a new techno-
logical field but the redefinition of Europe’s capacity to govern the infra-
structures upon which its normative order depends. Quantum computing,
quantum communication, and post-quantum cryptography collectively
form what may be described as critical infrastructures: systems whose
control determines the Union’s ability to safeguard its autonomy, enforce
its law, and protect the rights of its citizens.

The legal basis of this project can be traced to art. 173 TFEU, which
mandates the Union and the Member States to ensure that “the condi-
tions necessary for the competitiveness of the Union’s industry exist.”
This provision, initially conceived for the industrial policies of the single
market, has gradually assumed a constitutional dimension as technology
itself has become a precondition for the exercise of sovereignty.® In the
context of digital transformation, competitiveness is no longer reducible
to productivity or innovation metrics: it encompasses the Union’s capacity
to preserve normative independence in the face of global technological
asymmetries. When the means of encryption, computation, or standardi-
zation are controlled externally, the autonomy of European law becomes
contingent upon foreign infrastructures. The constitutionalization of in-
dustrial policy under art. 173 TFEU thus expresses a functional equiva-
lence between technological capability and legal self-determination.

This logic is further tested by the tension between export controls on
quantum technologies and the right to science. While the Dual-Use Reg-
ulation and the Wassenaar Arrangement increasingly restrict the export
of quantum-related components, such controls must be balanced against
the imperative of international scientific cooperation, which the right to
science under the Charter and the International Covenant on Economic,
Social and Cultural Rights protects.® In the quantum domain, where active
international cooperation and open exchanges remain “imperative” for
technological progress,” the governance of export controls becomes a test
of the Union’s capacity to reconcile sovereignty with openness. This logic
underlies the European Commission’s Communication “Shaping Europe’s

% M. Ivezic, Quantum Technology Initiatives in Europe and EU, in postquantum.com, 20
November 2024.

8 O. Pollicino, Judicial Protection of Fundamental Rights on the Internet: A Road towards Digital
Constitutionalism?, Oxford, 2021.

5 Ibid., 339-340.
82 C.J. Hoofnagle — S.I.. Garfinkel, Law and Policy for the Quantum Age, cit., 408.
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Digital Future”, which identifies technological sovereignty as a structural
objective of the Union’s digital policy. The document defines sovereignty
not as autarky or isolation, but as the ability to make independent techno-
logical choices and to shape global standards in line with European val-
ues. The growing body of literature on European digital sovereignty and
strategic autonomy — encompassing both the conceptual foundations of
digital self-determination and the global contest over regulatory models
for technology — has increasingly recognised that this capacity is tested,
above all, by emerging technologies whose governance implications cut
across established regulatory boundaries.®® An empirical analysis of over
thirty EU policy documents demonstrates that the Union’s discourse on
digital sovereignty is increasingly intertwined with quantum innovation,
as illustrated by the Digital Decade Policy Programme 2030, which sets the
target of a first European quantum computer by 2025 as a milestone of
strategic autonomy. Yet this convergence also carries risks: the rhetori-
cal association of quantum technologies with sovereignty may generate
unrealistic expectations if not accompanied by robust scientific evidence
and proportionate regulatory responses.* This formulation is of consti-
tutional significance: it situates sovereignty within the normative order of
the Treaties, connecting it to the Union’s founding principles of human
dignity, democracy, and the rule of law. Sovereignty, in this perspective, is
a derivative of legality. It does not consist in exercising control for its own
sake, but in preserving the integrity of the legal and ethical foundations
that enable technological innovation to remain compatible with the Un-
ion’s fundamental rights architecture.

The integration of quantum technologies into this framework demands
a reconsideration of how sovereignty is operationalized. The Union’s tra-
ditional instruments of market regulation and competition law are insuf-
ficient to secure control over infrastructures characterized by cumulative
technological complexity and strategic dependency. Quantum computing
epitomizes this challenge: it is both a scientific frontier and a potential
vector of asymmetry in the distribution of computational power, with
implications that reach far beyond economics. Four possible scenarios for
the quantum future have been mapped — state takes all, corporation takes all,
public-private development, and quantum winter — each carrying distinct implica-
tions for the distribution of decryption power and, consequently, for the

& Ibid.; see also O. Pollicino, Judicial Protection of Fundamental Rights on the Internet, cit. For
the broader theoretical framework on digital sovereignty, see L. Floridi, The Fight for Digital
Sovereignty: What It Is, and Why It Matters, Especially for the EU, in Philosophy & Technology, 33,
2020, 369 ff.; A. Bradford, Digital Empires, cit.; E. Celeste, Digital Constitutionalism: The Role
of Internet Bills of Rights, Routledge, 2023; P. Timmers, Strategic Autonomy and Cybersecurity,
EU Cyber Direct, 2019.

8 P, Vogiatzoglou, The EU's Quest for Digital Sovereignty, cit., 12-15.
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protection of fundamental rights.® In all scenarios except quantum winter,
the prospect of quantum decryption entails significant risks for privacy
and communications freedom, reinforcing the argument for pre-emptive
governance. If the capacity to decrypt, simulate, or optimize becomes mo-
nopolized by a limited number of actors — whether corporate or state
— the informational balance underpinning the rule of law risks being dest-
abilized.*® The Union’s constitutional duty, therefore, extends to the pre-
vention of technological dependency in critical quantum sectors.

This duty finds institutional articulation in the principle of strategic au-
tonomy, which has evolved from a primarily foreign-policy concept into a
transversal criterion of Union governance. In the digital domain, strategic
autonomy denotes the ability of the Union to maintain sovereign control
over essential technologies, data infrastructures, and standardization pro-
cesses while remaining open to international cooperation. The principle
implies a balance between openness and resilience: Europe seeks to re-
main integrated into the global scientific community but under conditions
that preserve its regulatory capacity. The European Quantum Communi-
cation Infrastructure (EuroQCI)* and the Quantum Flagship programme
exemplify this dual logic of autonomy through cooperation. ® Both initia-
tives pursue interoperability with international partners while maintaining
independent development of secure quantum networks and post-quan-
tum cryptography.

The notion of quantum sovereignty thus encapsulates a juridical synthesis:
it unites the industrial rationale of art. 173 TFEU with the constitutional
imperatives of art. 2 TEU. By investing in quantum infrastructures, the
Union not only promotes industrial competitiveness but also upholds the
conditions of its legal system. This is why the governance of quantum
technologies cannot be relegated to the domain of research policy; it con-
stitutes a form of constitutional governance, concerned with preserving
the material preconditions for legality itself. The security and integrity of

% Ibid., 305-372 (Chapter 8).

8 Cf. M.V. Vargas — G. De Gregorio, The Transformation of European Risk Regulation:
Managing Uncertainty and Powers in the Digital Age, in European Journal of Risk Regulation,
2026, 1-17.

% FHuropean Commission, Call for Proposals CEF-DIG-2024-EUROQCI-WORKS:
European Quantum Communication Infrastructure — The EuroQCI Initiative, version 2.0, 14
January 2025; European Commission, European Quantum Communication Infrastructure —
EuroQClI, in digital-strategy.ec.europa.eu; European Space Agency — European Commission,
ESA and European Commission Partner to Develop Secure Quantum Communication Infrastructure,
in connectivity.esa.int, 30 January 2025.

% 1CFO, MWC Quantum Projects, ICFO, February 2024; European Commission —
Quantum Flagship, Strategic Research and Industry Agenda 2030: Roadmap and Quantum
Ambitions over the Decade, European Quantum Flagship, February 2024.
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the Union’s information infrastructures have become, in effect, compo-
nents of legal identity.*’

From this perspective, the integration of the QSDP within the Europe-
an Digital Code acquires broader significance. It does not merely estab-
lish a standard for cryptographic adequacy; it operationalizes the Union’s
commitment to strategic autonomy. The QSDP ensures that the technical
standards governing encryption and data integrity remain under demo-
cratic supervision, subject to the normative oversight of the Union’s insti-
tutions rather than external certification authorities. In doing so, it bridges
the gap between industrial policy and fundamental rights, between stand-
ardization and sovereignty. The capacity to define and maintain a Euro-
pean profile of quantum security thus becomes a function of the Union
itself.

Comparatively, the European model distinguishes itself from both the
United States and the People’s Republic of China. The American ap-
proach to quantum innovation is market-driven and security-oriented:
it relies on decentralized standardization led by NIST, framed within a
logic of technological pragmatism. The Chinese approach, conversely, is
state-centred and sovereignty-driven: 7 it subordinates technological de-
velopment to political imperatives of control and self-reliance. ™ The Eu-
ropean trajectory seeks a third path, grounded in constitutional pluralism:

“ M.G. Porcedda, The Recrudescence of “Security v. Privacy” after the 2015 Terrorist Attacks,
and the Value of “Privacy Rights” in the European Union, in E. Orrua et al. (eds), Rethinking
Surveillance and Control: Beyond the

“Security versus Privacy” Debate, Betling, 2017, 137 ff.

" Huang Zhaolong — Han Zhaoying, Sviluppo delle tecnologie dell'informazione quantistica e
sicurezza nazionale (Liangzi xinxi jishu fazhan yu guojia anquan &5 BH AR KR Y
5K “%4%), in Wuhan daxue Xuebao (zhexue shehui kexue ban) VUK 22 243R (At 4l
O, 77,2,2024, 51 ff.; Song Shanshan — Zhong Yongheng — Liu Jia et al., Analisi della
configurazione strategica nazionale e delle tendenze di R&>S nel settore dell'informazione quantistica
(Liangzi xinxi lingyu de guojia zhanliie buju yu yanfa taishi fenxi = 715 54U 1 E XK
WK AR R SRS D), in Shijie keji yanjin yu fazhan TEFREHETE L5 K, 46,1,
2024; Liu Qingling — Cai Yiran — Zeng Li, Confronto internazionale delle strategie di sviluppo
delle tecnologie dell’informazione quantistica in prospettiva di intelligence (Qingbao shijiao xia de
liangzi xinxi jishu fazhan zhanliie guoji bijiao THRAA T HIE T15 BH A K &AL
BrELER), in Guofang kei EIBTRHE, 46, 3, 2025, 108 ff.
" Zou Lixue — Liu Yanli, Ricerca sulla strategia UE per le tecnologie quantistiche e implicazioni
(Oumeng liangzi jishu zhanliie yanjiu ji gishi KX 3 & AR BB 5T K E7R), in Shijie
keji yanjin yu fazhan HFEH 5 K RE, 44, 1, 2022, 25 ff.; Fang Wei — Feng Gaoyang,
Strategia e tendenze di sviluppo delle tecnologie quantistiche nel Regno Unito (Yingguo liangzi keji
fazhan zhanliie ji qushi yanjiu 9 [E & TR R BRI S AE&ATTE ), in Quangin ki
Jingji liaowang =FRBHL L PRI, 39, 3, 2024, 20 ff,; Liu Jicheng, L'UE pubblica il rapporto
“Dare forma a una strategia europea per le tecnologie quantistiche” (Oumeng fabu «Suzao Ouzhou
liangzi jishu zhanliie» baogao BREZKAT (FHIERKHHE TFHIARMEE) i), in Kyi
Zhongguo FHz H1 [, 8, 2025, 106.
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it reconciles sovereignty with openness, industrial coordination with rights
protection, and competitiveness with legality. In this respect, technological
sovereignty is not the negation of globalization but its juridical modula-
tion for ensuring that the conditions of participation in global technolog-
ical exchange remain consistent with the Union’s values. ™

The constitutionalization of technological sovereignty entails, finally, a
transformation of the relationship between law and time. Classical con-
stitutional theory conceived sovereignty as a static principle; in the digital
age, it becomes temporal, expressed through the continuous adaptation of
legal frameworks to technological change. The Union’s ability to foresee
and regulate emerging technologies before they crystallize into dependen-
cies becomes a test of constitutional vitality. Quantum preparedness, un-
derstood as the institutionalization of this capacity for foresight, thus rep-
resents the juridical culmination of the Union’s strategic autonomy: a form
of vigilance oriented not toward the preservation of power, but toward
the preservation of the conditions under which power remains legitimate.
The present contribution situates itself within an emerging body of schol-
arship that addresses the governance of quantum technologies through
the lens of law and rights. Where Van Daalen’s monograph provides the
most comprehensive assessment to date of the human-rights compati-
bility of existing encryption and quantum computing governance,” and
where Vogiatzoglou’s empirical work exposes the discursive construction
of digital sovereignty in EU quantum policy,™ the present article advances
a propositional argument: not merely that the Union’s governance must be
rights-compatible, but that it must be constitutionally anticipatory, trans-
lating the duty of foresight into concrete institutional architectures — the
European Digital Code and its annexed Quantum Secure Data Protocol
— capable of ensuring that the law itself remains quantum-ready.

2 L. Moccia, La cittadinanza nella prospettiva della federazione europea, in La cittadinanza
europea, 2, 2011.

% bid., 39-68.
7 |bid.
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Abstract

This article argues that preparing the European Union for the advent of
quantum computing constitutes a constitutional obligation rooted in art. 2
TEU and in the duty to preserve the effectiveness of fundamental rights
enshrined in arts. 7 and 8 of the Charter. By demonstrating that quantum
machines will render current public-key cryptographic schemes obsolete,
the paper identifies a positive obligation of technological foresight incum-
bent upon the Union’s institutions and Member States. Building on the
jurisprudence of the Court of Justice and on the emerging scholarship
on encryption governance and human rights, the article conceptualises
a right to adequate encryption as a corollary of the right to data protec-
tion. It then advances two institutional proposals. The first is a two-stage
process of normative integration of the EU digital acquis, ranging from
immediately practicable sectoral interventions to the prospective horizon
of a European Digital Code. The second is a Quantum Secure Data Pro-
tocol (QSDP), conceived as a modular, horizontal framework of mini-
mum cryptographic requirements capable of operating either within the
Code or as a free-standing instrument. The article concludes by situating
quantum preparedness within the broader discourse on European digital
sovereignty, reconceived as a form of constitutional vigilance.

Keywords
quantum computing — post-quantum cryptography — EU digital law —
right to encryption — digital sovereignty
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